
http://www.cambridge.org/9780521841566


This page intentionally left blank



Complex Networks

Structure, Robustness and Function

Examining important results and analytical techniques, this graduate-level textbook
is a step-by-step presentation of the structure and function of complex networks.

From the stability of the Internet to efficient methods of immunizing populations,
from epidemic spreading to how to efficiently search for individuals, this textbook
explains the theoretical methods used, and the experimental and analytical results
obtained. Ideal for graduate students and researchers entering this field, it gives
detailed derivations of many results in complex networks theory. End-of-chapter
review questions help students monitor their understanding of the materials presented.

Reuven Cohen is a Senior Lecturer in the Department of Mathematics at Bar-Ilan
University, Israel. He has written many papers in the fields of complex networks, robot
swarms, algorithms and communication networks, and has won several national and
international prizes for his work.

Shlomo Havlin is a Professor in the Department of Physics at Bar-Ilan University,
Israel. He is an Editor of several physics journals, has published over 600 articles
in international journals, co-authored and co-edited 11 books, and won numerous
awards for his work including the Weizmann Prize (2009) and the APS Lilienfeld
Prize (2010).





Complex Networks

Structure, Robustness and Function

REUVEN COHEN
Bar-Ilan University

SHLOMO HAVLIN
Bar-Ilan University



CAMBRIDGE UNIVERSITY PRESS
Cambridge, New York, Melbourne, Madrid, Cape Town, Singapore,
São Paulo, Delhi, Dubai, Tokyo

Cambridge University Press
The Edinburgh Building, Cambridge CB2 8RU, UK

First published in print format

ISBN-13    978-0-521-84156-6

ISBN-13    978-0-511-77661-8

© R. Cohen and S. Havlin 2010

2010

Information on this title: www.cambridge.org/9780521841566

This publication is in copyright. Subject to statutory exception and to the 
provision of relevant collective licensing agreements, no reproduction of any part
may take place without the written permission of Cambridge University Press.

Cambridge University Press has no responsibility for the persistence or accuracy 
of urls for external or third-party internet websites referred to in this publication, 
and does not guarantee that any content on such websites is, or will remain, 
accurate or appropriate.

Published in the United States of America by Cambridge University Press, New York

www.cambridge.org

eBook (NetLibrary)

Hardback

http://www.cambridge.org
http://www.cambridge.org/9780521841566


Contents

1 Introduction page 1

1.1 Graph theory 4

1.2 Scale-free processes and fractal structures 4

PART I RANDOM NETWORK MODELS

2 The Erdős–Rényi models 9
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1 Introduction

Networks are present in almost every aspect of our life. The technological world

surrounding us is full of networks. Communication networks consisting of telephones

and cellular phones, the electrical power grid, computer communication networks,

airline networks and, in particular, the world-wide Internet network are an important

part of everyday life. The symbolic network of HTML pages and links – the World

Wide Web (WWW) – is a virtual network that many of us use every day, and the list

is long. Society is also networked. The network of friendship between individuals,

working relations, or common hobbies, and the network of business relations between

people and firms are examples of social and economic networks. Cities and countries

are connected by road or airline networks. Epidemics spread in population networks.

A great deal of interest has recently focused on biological networks representing

the interactions between genes and proteins in our body. Ecological networks such

as predator–prey networks are also under intensive study today. The physical world

is also rich in network phenomena such as interactions between atoms in matter,

between monomers in polymers, between grains in granular media, and the network

of relations between similar configurations of proteins (i.e. between configurations

that are in reach of each other by a simple move). Recently, studies have shown that

polymer networks in real space can actually have a wide distribution of the branching

factor, which is also similar to other real-world networks [ZKM+03].

Graphs are used for describing mathematical concepts in networks. Graphs rep-

resent the essential topological properties of a network by treating the network as

a collection of nodes and edges. For example, in computer networks, such as the

Internet, computers can be represented by nodes, and the cables between them are

represented by the edges. In the WWW the nodes are the HTML pages, and the edges

represent the links between pages. This is a simple, yet powerful concept. Because of

its simplicity it considers different complex systems, such as those described above,

using the same mathematical tools and methods and, in many cases, the properties of

the networks are similar.

Graph theory is rooted in the eighteenth century, beginning with the work of Euler,

who is the father of the field of topology as well as many other fields in mathematics.

The theory began with the famous problem of the bridges of Kőnigsberg, where people

had been wondering for years whether all seven bridges connecting the different parts
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Figure 1.1 The bridges of Kőnigsberg (after Wikipedia).

of the town could be traversed, without passing any of them twice (see Figure 1.1).

The genius of Euler led him to the understanding that the only important factor in this

problem is the topological network structure, and therefore it can be simplified into

a graph traversal problem, containing nodes (parts of the city) and links (bridges).

He then proceeded to solve the problem by concluding that to fulfill the requirement

every node in the graph, except possibly the first and last nodes visited, should be

connected by an even number of bridges (since it is entered and left the same number

of times). In Kőnigsberg more than two nodes have an odd number of links, and

therefore the bridges cannot be traversed by such a path, known thereafter as an

Eulerian path.

This simple yet powerful argument shows the strength of graph theory, enabling

deduction of properties of real-world systems using simplification in order to construct

a very basic model. Studies of graph theory usually focus on the properties of special

graphs or on extremal properties (finding graphs with extreme properties). However,

the networks mentioned above are hardly appropriate for such research. They change

over time, social links are created and broken, technological networks are changed

daily by the addition of new nodes, as are the links between them. Biological networks

change by evolutionary processes and by environmental processes. Even at a given

time point, one cannot usually find the complete data for the network structure.
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In the 1960s, two mathematicians, Paul Erdős and Alfred Rényi (ER), introduced a

new concept that allows the treatment of such networks – random graph theory [ER59,

ER60].1 Their ingenious idea was to combine the concepts of graph theory with tools

from probability theory and to consider families of graphs rather than specific graphs.

Random graph theory is to graph theory what statistical mechanics is to Newtonian

physics. The microscopic theory underlies the small-scale behavior, but when the

entire ensemble is considered, new statistical concepts and collective behavior emerge.

The study of random graphs has led to ideas very similar to those of statistical

physics. Since statistical physics deals with a system of many interacting atoms

and molecules it is natural to assume that methods from this field will be useful

for network study. Indeed, percolation, scaling, order parameters, renormalization,

self-similarity, phase transitions, and critical exponents from statistical physics are

all present in the field of random graphs, and are used in studying such networks.

At the end of the twentieth century, with the advancement of computers and

the availability of large-scale data and the tools to analyze them, it became clear that

the classical theory of random graphs fails to describe many real-world networks. The

works of Barabási and Albert on the WWW [BA99] and of Faloutsos, Faloutsos, and

Faloutsos on the Internet router network [FFF99] made clear that the link distribution

of these and many other networks is not completely random, and it cannot be described

by ER graph theory. These findings and others have led to a new, generalized form of

random graph theory, taking into account some less trivial correlations found in real-

world networks. These results explain several long-standing puzzles, for example,

why viruses and worms are able to survive in the Internet for a very long time.

Moreover, studying these new types of networks leads to novel physical laws, which

arise owing to the new topology. If materials such as polymers can be constructed

with a similar topology, it is expected that they will obey new and anomalous physical

laws such as phase transitions, elasticity, and transport.

This book will focus on this modern theory of complex networks. Since thousands

of papers, as well as several popular science [Bar03, Wat03] and scientific books

[BBV08, DM03, PV03] have appeared on this subject in the last few years, it will be

impossible to cover all existing works. In this book we have tried to focus on results

concerning the structure of these networks and also partially cover works regarding

the dynamics and applications. Since this is also intended as a textbook for students

and scientists aiming to enter this growing field, we will attempt to present a detailed

and clear description of the methods used in analyzing complex networks. This, we

believe, will allow the reader to obtain further results in this growing field and to

comprehend further literature on this subject.

1 In fact, some of these ideas had been raised before, in particular, by Rapoport [Rap57]. However, only
with the systematic works of Erdős and Rényi was much attention given to this subject.
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The rest of this introduction will present some basic definitions and concepts from

physics and mathematics. The main body of this book is divided into three parts.

Part I will present results based on measurements in real-world networks, and will

present several ensembles and growth models studied in this field. Part II will discuss

the structural and robustness properties of complex networks. It will focus mainly on

scale-free networks, which are thought to be most relevant for real-world systems,

but in most cases this approach is also suitable for other types of random networks.

Part III will discuss some dynamics regarding complex networks, and applications

of the knowledge gained to real-world problems. The appendices will provide more

technical details regarding probability theory, as well as algorithmic and simulation

aspects.

1.1 Graph theory

A graph according to its mathematical definition is a pair of sets (V, E), where V is

a set of vertices (the nodes of the graph), and E is a set of edges, denoting the links

between the vertices. Each edge consists of a pair of vertices and can be regarded as

similar to “bonds” in physical systems.

In a directed graph (also termed “digraph”), the edges are taken as ordered pairs,

i.e., each edge is directed from the first to the second vertex of the pair.

A “multigraph” is a graph in which more than one edge is allowed between a

pair of vertices and edges are also allowed to connect a vertex to itself. This is less

restrictive than the notion of a graph, and therefore many of the networks studied in

this work will actually be multigraphs.

A graph is represented frequently by an adjacency matrix, Ai j , which is a matrix

in which every row and column represents a vertex of the graph. The Ai j entry is 1

if a link exists between the i th and j th vertices, or 0 otherwise. In a directed graph,

the matrix will, in general, be asymmetrical. In a multigraph the entries can also be

integers larger than 1, and the diagonal entries are not necessarily 0.

1.2 Scale-free processes and fractal structures

In statistical physics, it is well known that systems approaching a critical point in

a phase transition develop a behavior that spans all length-scales of the system.

Close to criticality, the correlations between physically remote regimes change from

decaying exponentially with the distance, to a slow, power-law, decaying behavior.
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This power-law phenomenon has no characteristic length-scale, and is therefore

often termed “scale free.” The reaction to external disturbances, for example,

the susceptibility of the system, also diverges as a power law when approaching

the critical point. Another situation where power laws and scale-free behavior appear

is in self-organized criticality (SOC) [BTW87], where events such as earthquakes

and forest fires tend to drive themselves into a criticality-like power-law behavior.

Power-law distributions have been studied in physics, particularly in the context of

fractals and Lévy flights. Fractals are objects having no characteristic length-scale and

appear similar (at least in a statistical sense) at every length-scale [BBV08, BH94,

BH96, bH00, BLW94, Fed88, Man82]. Many natural objects, such as mountains,

clouds, coastlines and rivers, as well as the cardiovascular and nervous systems are

known to be fractals and are self-similar. This is why we find it hard to distinguish

between a photograph of a mountain and part of the mountain; neither can we ascertain

the altitude from which a picture of a coastline was taken. Diverse phenomena,

such as the distribution of earthquakes, biological rhythms, and rates of transport

of data packets in communication networks, are also known to possess a power-law

distribution. They come in all sizes and rhythms, spanning many orders of magnitude

[BH96].

Lévy flights were suggested by Paul Lévy [Lév25], who was studying what is now

known as Lévy stable distributions. The question he asked was, when is the length

distribution of a single step in a random walk similar to that of the entire walk?

Besides the known result, that of the Gaussian distribution, Lévy found an entire new

family – essentially that of scale-free distributions. Stable distributions do not obey

the central limit theorem (stating that the sum of a large number of steps, having

finite variance, tends to a Gaussian distribution [Fel68]), owing to the divergence of

the variance of individual steps. Lévy walks have numerous applications [GHB08,

HBG06, KSZ96, SK85, SZK93]. An interesting observation is that animal foraging

patterns that follow Lévy stable distributions have been shown to be the most efficient

strategy [Kle00a, VBH+99]. For recent reviews and books on complex networks and,

in particular, scale-free networks, see [AB02, BBV08, BLM+06, DG08, DM02,

DMS03, New02b, PV03].
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RANDOM NETWORK
MODELS





2 The Erdős–Rényi models

Before 1960, graph theory mainly dealt with the properties of specific individual

graphs. In the 1960s, Paul Erdős and Alfred Rényi initiated a systematic study of

random graphs [ER59, ER60, ER61]. Some results regarding random graphs were

reported even earlier by Rapoport [Rap57]. Random graph theory is, in fact, not the

study of individual graphs, but the study of a statistical ensemble of graphs (or, as

mathematicians prefer to call it, a probability space of graphs). The ensemble is a

class consisting of many different graphs, where each graph has a probability attached

to it. A property studied is said to exist with probability P if the total probability

of a graph in the ensemble possessing that property is P (or the total fraction of

graphs in the ensemble that has this property is P). This approach allows the use

of probability theory in conjunction with discrete mathematics for studying graph

ensembles. A property is said to exist for a class of graphs if the fraction of graphs

in the ensemble which does not have this property is of zero measure. This is usually

termed as a property of almost every (a.e.) graph. Sometimes the terms “almost

surely” or “with high probability” are also used (with the former usually taken to

mean that the residual probability vanishes exponentially with the system size).

2.1 Erdős–Rényi graphs

Two well-studied graph ensembles are G N ,M – the ensemble of all graphs having N

vertices and M edges, and G N ,p – the ensemble consisting of graphs with N vertices,

where each possible edge is realized with probability p. These two families, initially

studied by Erdős and Rényi, are known to be similar if M = (N
2

)
p, so long as p is not

too close to 0 or 1 [Bol85]; they are referred to as ER graphs. These families are quite

similar to the microcanonical and canonical ensembles studied in statistical physics.

Examples of other well-studied ensembles are the family of regular graphs, where

all nodes have the same number of edges, P(k) = δk,k0 , and the family of unlabeled

graphs, where graphs that are isomorphic under permutations of their nodes are

considered to be the same object.
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An important attribute of a graph is the average degree, i.e., the average number

of edges connected to each node. We will denote the degree of the i th node by ki

and the average degree by 〈k〉. N -vertex graphs with 〈k〉 = O(N 0) are called sparse

graphs. In this book, we concern ourselves mainly with sparse graphs.

An interesting characteristic of the ensemble G N ,p is that many of its properties

have a related threshold function, pt(N ), such that the property exists, in the “ther-

modynamic limit” of N →∞, with probability 0 if p < pt, and with probability 1 if

p > pt. This phenomenon is the same as the physical concept of a percolation phase

transition. An example of such a property is the existence of a giant component,

i.e., a set of connected nodes, in the sense that a path exists between any two of

them, whose size is proportional to N . Erdős and Rényi showed [ER60] that for

ER graphs, such a component exists if 〈k〉 > 1. If 〈k〉 < 1, only small components

exist, and the size of the largest component is proportional to ln N . Exactly at the

threshold, 〈k〉 = 1, a component whose size is proportional to N 2/3 emerges. This

phenomenon was described by Erdős as the “double jump.”1We will later relate the

exponent 2/3 to the fractal dimension of the incipient infinite cluster (giant compo-

nent) at criticality, studied in the statistical physics literature [BH96, SA94]. It can

also be shown that at criticality the size distribution of the components (clusters) is

n(s) ∼ s−2.5 [BH96, SA94]. Another property is the average path length between any

two nodes, which in almost every graph of the ensemble (with 〈k〉 > 1 and finite) is of

order ln N . The small, logarithmic distance is actually the origin of the “small-world”

phenomena that characterize networks.

2.2 Scale-free networks

The Erdős–Rényi model has traditionally been the dominant subject of study in the

field of random graphs. Recently, however, several studies of real-world networks

have found that the ER model fails to reproduce many of their observed properties.

One of the simplest properties of a network that can be measured directly

is the degree distribution, or the fraction P(k) of nodes having k connections

(degree k). A well-known result for ER networks is that the degree distribution is

Poissonian,

P(k) = e−z zk/k!, (2.1)

where z = 〈k〉 is the average degree [Bol85].

1 For a discussion of the phase transition in random graphs see, e.g., [AS00, Bol85].
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Direct measurements of the degree distribution for real networks, such as the

Internet [AB02, FFF99], WWW (where hypertext links constitute directed edges)

[BAJ00, BKM+00], email network [EMB02], citations of scientific articles [Red98],

metabolic networks [JMBO01, JTA+00], trust networks [GGA+02], airline networks

[BBPV04], neuronal networks [ECC+05], and many more, show that the Poisson law

does not apply (for more details, see Chapter 3). Rather, often these nets exhibit a

scale-free degree distribution:

P(k) = ck−γ , k = m, . . . , K (2.2)

where c ≈ (γ − 1)mγ−1 is a normalization factor, and m and K are the lower and

upper cutoffs for the degree of a node, respectively. The divergence of moments

higher than 	γ − 1
 (as K →∞ when N →∞) is responsible for many of the

anomalous properties attributed to scale-free networks.

All real-world networks are finite and therefore all their moments are finite. The

actual value of the cutoff K plays an important role. It may be approximated by noting

that the total probability of nodes with k > K is of order 1/N [CEbH00, DMS01c]:

∫ ∞

K
P(k) dk ∼ 1/N . (2.3)

This yields the result

K ∼ m N 1/(γ−1). (2.4)

The degree distribution alone is not enough to characterize the network. There

are many other quantities, such as the degree-degree correlation (between connected

nodes), the spatial correlations, the clustering coefficient, the betweenness or central-

ity distribution, and the self-similarity exponents. These quantities will be defined in

Chapter 3.

Several models have been presented for the evolution of scale-free networks, each

of which may lead to a different ensemble. The first proposal was the preferential

attachment model of Barabási and Albert, which is known as the “Barabási–Albert

model” [BA99]. Several variants of this model have been suggested (see, e.g., [BB01,

KRL00]). In this book we will focus on the configuration model, also known as the

“Bollobás construction” [Bol85], (sometimes also referred to as the “Molloy–Reed

construction” [ACL00, MR95, MR98]), which ignores the evolution and assumes

only the degree distribution and no correlations between nodes. Thus, the node

reached by following a link is independent of the origin. For algorithms that generate

networks with a given degree distribution, see Appendix C.
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(a) (b)

Figure 2.1 (a) A Cayley tree with z = 3. (b) A hexagonal lattice with the same degree.

2.3 Diameter and fractal dimensions

Regular lattices can be viewed as networks embedded in Euclidean space, of a well-

defined dimension, d . This means that n(r ), the number of nodes within a distance

r from an origin, grows as n(r ) ∼ rd (for large r ). For fractal objects, d in the last

relation may be a non-integer and is replaced by the fractal dimension df . Similarly,

the chemical dimension, dl , is defined by the scaling of the number of nodes within

l edges (the shortest distance along edges) from a given node (an origin), n(l) ∼ ldl .

A third dimension, dmin, relates between the chemical path length, l, and Euclidean

distances, l ∼ rdmin . It satisfies dmin = df/dl [BH94, BH96, bH00].

An example of a network where the above power laws are not valid is the Cayley

tree (also known as the Bethe lattice). The Cayley tree is a regular graph, of fixed

degree z, and no loops (see Figure 2.1(a)). It has been studied by physicists in many

contexts, since its simplicity often allows for exact analysis. An infinite Cayley tree

cannot be embedded in a Euclidean space of finite dimensionality. The number of

nodes at l is n(l) ∼ (z − 1)l . Since the exponential growth is faster than any power

law, Cayley trees are referred to as infinite-dimensional systems.

In most random network models, the structure is locally tree-like (since most loops

occur only for n(l) ∼ N ), and since the number of nodes grows as n(l) ∼ 〈k − 1〉l ,
they are also infinite dimensional. As a consequence, the diameter of such graphs

(i.e., the minimal path between the most distant nodes) scales as D ∼ ln N [Bol85].

Many properties of ER networks, including the logarithmic diameter, are also present

in Cayley trees. This small diameter in ER graphs and Cayley trees is in contrast to

that of finite-dimensional lattices, where D ∼ N 1/dl .

Similar to ER, percolation on infinite-dimensional lattices and the Cayley tree

(studied as early as 1941 by Flory [Flo41]) yields a critical threshold pc = 1/(z − 1).
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For p > pc, a “giant cluster” of order N exists, whereas for p < pc, only small clusters

appear. For infinite-dimensional lattices2 (similar to ER networks) at criticality, p =
pc, the giant component is of size N 2/3 [BH96]. This last result follows from the fact

that percolation on lattices in dimension d ≥ dc = 6 is in the same universality class

as infinite-dimensional percolation, where the fractal dimension of the giant cluster

is df = 4, and therefore the size of the giant cluster scales as N df /dc = N 2/3. The

dimension dc is called the “upper critical dimension.” Such an upper critical dimension

exists not only in percolation phenomena, but also in other physical models, such as

in the self-avoiding walk model for polymers and in the Ising model for magnetism;

in both these cases dc = 4.

Watts and Strogatz [Wat99, WS98] suggested a model that retains the local high

clustering of lattices (i.e., the neighbors of a node have a much higher probability

of being neighbors than in random graphs) while reducing the diameter to D ∼
ln N . This so-called, “small-world network” is achieved by replacing a fraction φ

of the links in a regular lattice with random links, to random distant neighbors. (In

other variants of the small-world model the “long-range” links are simply added on,

without prior removal of lattice links, see Figure 4.1.) A study of scale-free networks

embedded in Euclidean space (at the obvious price of an upper cutoff for k) that

exhibit finite dimensions can be found in [bRCH03, MS02, RCbH02, WSS02b] and

will be discussed in Section 4.6.

2.4 Random graphs as a model of real networks

Many natural and man-made systems are networks, i.e., they consist of objects and

interactions between them. These include computer networks, in particular the Inter-

net, logical networks, such as links between WWW pages, and email networks, where

a link represents the presence of a person’s address in another person’s address book.

Social interactions in populations, work relations, etc. can also be modeled by a net-

work structure. Interactions between chemicals, genes, proteins, neurons, airports,

companies, etc. can also be modeled this way. Networks can also describe possible

actions or movements of a system in a configuration space (a phase space), and the

nearest configurations are connected by a link.

2 For Cayley trees some complications arise, since the structure of a tree presents some critical behavior
even at p = 1, although pc = 1/(z − 1). As will be understood from this book, the properties of
random networks, and in particular random regular networks, are more appealing as models of infinite-
dimensional systems and are more well behaved than the Cayley tree model. For example, the giant
component in a Cayley tree at criticality does not scale as N 2/3, but is much smaller, of order of log2 N
due to the absence of loops.
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All the above examples and many others have a graph structure that can be studied.

Many of them have some ordered structure, derived from geographical or geometrical

considerations, cluster and group formation, or other specific properties. Physical

systems, such as solid materials, are modeled by lattice networks, owing to their

structure. This is why in physics many approaches, such as percolation, have been

developed for lattice models. However, most of the above networks are far from

regular lattices and are much more complex and random in structure. Therefore, it is

plausible that they maintain many properties of the appropriate random graph model.

We will focus in this book on the topological properties of random graphs with a

given degree distribution, and in particular scale-free graphs. We will also present

several practical applications of functional properties.

2.5 Outlook and applications

We will show throughout this book that in many aspects scale-free networks can be

regarded as a generalization of ER networks. For large γ (usually, for γ > 4) the

properties of scale-free networks, such as distances, optimal paths, and percolation,

are the same as in ER networks. In contrast, for γ < 4, these properties are very

different and can be regarded as anomalous. The anomalous behavior of scale-free

networks is due to the strong heterogeneity in the degree of the nodes, which breaks

the node-to-node translational homogeneity (symmetry) that exists in the classical

homogeneous networks, such as lattices, Cayley trees, and ER graphs. The small

variation of the degrees in the ER model or in scale-free networks with large γ is

insufficient to break this symmetry, and therefore many results for ER networks are

the same as for Cayley trees, where the degree of each node is the same.

The knowledge gained in studying the topological and dynamical properties of

complex networks, and in particular scale-free networks, can be applied to describe

many properties of real networks in diverse fields.

In Chapter 6 we discuss the average distance between nodes in scale-free networks.

We show that the distance γ ≤ 3 is even smaller than in regular random graphs, and

hence it is given the name “ultra small worlds.” For γ > 3, the distances scale

logarithmically with N as in ER networks, characteristic of small worlds, whereas

for γ < 3 the distance scales as log log N . We also present studies of the layer

structure (tomography) of scale-free networks, and suggest a construction of the

lowest possible diameter for scale-free networks. This has implications for subjects

such as searching in physical and logical networks [ALPH01], packet routing in the

Internet, and transport of information [GKK01b], as well as the structure of multicast

trees in the Internet [KCM+06]. The knowledge gained will hopefully enable, for
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example, the analysis and design of better, more efficient algorithms for searching,

routing, immunization, and traffic control in large-scale computer networks.

Real networks are dynamical in character. The most frequent change in computer

network structure is the breakdown of nodes and links due to malfunction, mainte-

nance, or intentional hacker attacks. In Chapter 10, we discuss the influence of such

events on the network’s structure and integrity. We present analytical and simulation

results, and discuss general methods for studying the cluster sizes in the network. One

surprising result is that random scale-free networks with γ < 3 are robust against

random failure of any fraction q < 1 of the nodes. This is in contrast with ER net-

works and scale-free networks with γ > 3, where there is a finite threshold, qc < 1,

and when q > qc of the nodes is randomly removed, the network disintegrates. This

robustness against random failure is an important advantage of scale-free networks

over regular networks. We also present results for the behavior at and before the

network’s disintegration. These results may be applied to study efficient routing and

traffic control in the presence of crashes. It may also be applied for designing more

robust network structures, and it has a strong connection to epidemic and virus

spreading in networks (discussed also in Chapter 15).

Many natural and man-made networks are, in fact, directed. Several examples

are the WWW, email networks, metabolic networks (where a chemical may act as a

catalyst for another one, but not vice versa), and economical networks (where trade

relations are not symmetrical). In Chapter 11, we study the percolation properties of

such networks. We discuss the importance of correlations between the in- and out-

degrees and the rich structure of the critical behavior near the percolation threshold.

This has implications regarding the stability and survivability of directed networks,

on virus spreading through directed networks (such as email viruses), and on the

stability of biochemical processes, which are fundamental to life.

The heterogeneous degree topology of real and logical computer networks

and population networks has also been shown to lead to very low epidemic

thresholds [AM92, PV01b] and to render random immunization strategies ineffi-

cient [AM92, CEbH00, PV02]. This understanding has led to the suggestion of

using targeted immunization strategies of the highest degree nodes [DB02, PV02].

In Chapter 15, we present an alternative efficient strategy, “acquaintance immuniza-

tion,” useful when the highest degree nodes are not known [CHb03]; nevertheless,

it allows complete immunization of the network with a finite and small threshold.

Similar strategies may be applied to the spread of epidemics in human populations

and could also be embedded into automated algorithms for network immunization.



3 Observations in real-world networks:
the Internet, epidemics, proteins and DNA

During the late 1990s, the advancement and popularity of computers (in particular

PCs) changed our understanding of complex networks. The availability and power

of computers made it possible to gather huge databases of network structures and to

analyze them quickly and efficiently. This allowed, for the first time, the comparison of

real network data with the existing models, and, in particular, the ER model. Another

significant influence of the computing revolution was the creation of two huge and

rapidly developing networks: the Internet and the World Wide Web (WWW).

3.1 Real-world complex networks

Below, we present a few examples of real-world networks, many of which are well

approximated by a scale-free degree distribution. Many other examples that exist may

be found in the recent literature (see e.g. [AB02, BBV08, BLM+06, DM03, New02b,

PV03]).

3.1.1 Computer networks and the Internet

Computer networks are good candidates for studying the role they play in the Internet.

The connections in this case are physical – a link exists between two nodes (computers)

in the network if they are physically connected by a cable (usually copper or optical

fiber, although some other connection types, such as satellites, exist). Various sizes

of networks exist, ranging from a simple LAN (local area network) – where usually

a small number of computers are all connected together – to wide area networks

(WANs), which may consist of tens of thousands of computers.

However, today, computer networks are rarely isolated. Almost all networks, as well

as many low-end computers, are connected to the Internet, the network of networks.

The Internet consists of many autonomous systems (ASs), i.e., networks that are

run by their respective owners. ASs cooperate by exchanging small packets of data

among themselves. The packets are transferred between designated computers, called
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“routers,” containing tables that allow them to direct a packet towards its designated

target. Most of this work is done using the IP protocol, which is a set of rules for how

such packets are treated.

The Internet, as a complex network, is usually studied at two levels: (1) the router

level, where each router (or end unit) is a node, and two nodes physically connected

are connected by an edge, and (2) the AS level, where each autonomous system is

treated as a node, and two ASs that have a physical connection between them are

connected by an edge. As of 2009, the AS network consisted of approximately 104

nodes; however, several hundreds of thousands of routers and several millions of end

units [SS05] exist. Studying the Internet is made somewhat difficult by the fact that

much of the Internet backbone (the main “trunk” connections) is commercial, and no

complete data on the real structure are publicly available. The existing studies usually

use traceroute data, i.e., data obtained by tracing the route of packets sent from some

source to some destination. However, this may induce some bias in the measurements

(see, e.g., [CM05, LBCX03, PR04]). Some new distributed approaches to measuring

the Internet attempt to overcome these biases [SS05]. Although these approaches

yielded significantly better maps, the scale-free characteristic has not changed.

3.1.2 Technological networks

Other types of technological networks include the electrical power grid, the phone

network, and transport networks – roads, airline connections between airports, rail-

roads, and subway networks. Many of these networks tend to be highly correlated

with the space in which they reside, i.e., the surface of the earth. Figure 3.1 shows the

network of flights of a US airline, where airports are connected if a direct flight exists

between them. It can be seen that some airports function as hubs, offering numerous

flights to many possible destinations; however, most airports have flights only to one

or two nearby destinations [BBPV04].

3.1.3 Virtual technological networks and the WWW

Another type of network is also based on computers and other technologies, but the

links, and sometimes also the nodes in these networks, are logical rather than physical.

In a sense, they can be seen more as reflecting the underlying social network rather

than a physical one. Of these networks, the largest and most widely known is the

World Wide Web (WWW), the network of HTML pages that are usually viewed

using a browser. Each such page is a node in the network, and if a (hyper) link exists

between pages (i.e., pressing the mouse button on some location in a page leads
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Figure 3.1 Continental Airlines domestic route map.

to the other one), then a directed edge exists between them. This network is huge.

In 2009 it was estimated to contain hundreds of billions of pages. The WWW is

usually probed and reconstructed using a “robot,” or a “crawler,” which is a program

that automatically scans pages and follows links [AJB99]. Some difficulty exists in

defining this network, since many pages today are dynamic, that is, they are created

on the fly, based on user data and preferences. Another studied network is the email

network, where every individual is a node and is linked to all other individuals in

their electronic address book [EMB02].

Another type of logical network is the phone call graph. This is a graph created by

phone network operators. Each node represents a phone number, and a directed link

exists between nodes if the source of the link initiated a call to the destination within

a certain time frame (usually one day) [KOS+07, PBV07, WGHB09]. Yet another

type of a typical virtual technological network is the trust network, where a link exists

between nodes if one is willing to accept the other’s public cryptographic key in order

to verify their electronic signature [GGA+02]. Some research was also conducted
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on the network of function calls in large software projects (where each function is a

node and a call from one function to the other defines a directed link) [JKYR06].

3.1.4 Social networks

An important class of networks is the class of networks of social interactions between

individuals. These may consist of networks of friendship or acquaintances, working

relations, or sexual relations [LEA+01]. Besides their importance to social stud-

ies, understanding the structure of these networks is also important to epidemiolo-

gists, since these are the networks on which epidemics spread (see Chapter 14 for

details).

Some large social networks that have been studied thoroughly are the actor network,

where every actor is connected to every other actor with whom he or she has appeared

in a movie, and the coauthorship network. In coauthorship and citation networks,

a scientist is connected to scientists, with whom she or he has written papers (see

Figure 3.2), or to scientists whose work is cited in her/his papers, respectively [dSP65,

Red98].

3.1.5 Economic networks

Economic networks can be viewed as a special type of social network.

However, the nodes may not represent individuals, but rather companies, countries, or

industries. The edges may represent trading relations between companies or countries,

companies sharing a director, a stock-holding relationship, correlated fluctuations in

stock returns, etc. (see [BCL+04, GAH08, KKK02, OKK04]).

3.1.6 Biological networks

One of the most important and well studied classes of networks are the biological

networks. This class contains several different types of network. Biological networks

may be logical, representing interactions between proteins, between genes, or between

proteins and genes. Interactions between molecules in the cell’s metabolic pathways

can also be viewed as a network. Although the interactions are physical, links are not

physical entities, but rather, the possibility of an interaction between two molecules.

Other logical networks are the ecological predator–prey networks (where nodes are

species, and a directed link represents predation of one species by the other). Another

type of biological network are physical biological networks, such as the nervous
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Figure 3.2 The collaboration network of scientists working on network research. (a) The network
structure. (b) The network with node names. Each node corresponds to an author, and a
link corresponds to coauthorship of at least one paper. Different shades represent
different communities identified by a clustering algorithm (see Appendix C for details).
The authors of this book can be found in the dark grey group. (c) The different
communities identified by the clustering algorithm. After [NG04].

system, the neurons in the brain, and the network of blood vessels in an organism.

Several recent studies can be found in [HCE07, MVB+08]. Recently, the structure of

neural networks has also been studied and has been shown to be scale free [ECC+05,

Kim04]. The network of genes related with known diseases was studied in [GCV+07].
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3.1.7 Networks in physics

In the realm of physical phenomena, one may also consider several types of networks,

both physical networks, such as solid-state materials, where each atom is linked (inter-

acting) with its nearest neighbor atoms in the lattice, polymer networks [ZKM+03]

(where edges connect monomers), and logical networks, such as minima in the energy

landscape [Doy02], where each pair of two neighboring local minima are connected,

as well as configurations of long chains [SC01], where each node represents a config-

uration of the chain, and two nodes are connected if one configuration can be reached

from the other by a simple maneuver of a monomer. Other physical networks are net-

works of nano-particles and quantum dots, where links represent hopping between

the dots [SHBF05], or optical networks where the nodes are beam splitters and the

links are the optical fibers [JKBH08].

3.2 Properties of real-world networks

In Table 3.1 some basic parameters for a number of published networks are presented.

The properties measured are as follows: the type of graph, directed or undirected, the

total number of vertices n, the total number of edges m, the mean degree z, the mean

vertex–vertex distance �, the exponent γ of degree distribution if the distribution

follows a power law (or “–” if not; in/out-degree exponents are given for directed

graphs), the clustering coefficient C (1) from Eq. (3.2), the clustering coefficient C (2)

from Eq. (3.4), and the degree correlation coefficient r (Section 3.2.5). The last

column presents the citation(s) for the network in the references. Blank entries indicate

unavailable data. In the following subsections, we present detailed definitions of these

quantities.

3.2.1 Degree distribution

The degree of a node is the number of links connected to it. In directed networks,

one can distinguish between the in-degree, out-degree, and the total degree (which

is the sum of the two). The degree distribution, P(k), is the fraction of sites having

degree k. As can be seen above, many real networks do not exhibit a Poisson degree

distribution, as predicted in the ER model. In fact, many of them exhibit a distribution

with a long, power-law, tail, P(k) ∼ k−γ with some γ , usually between 2 and 3.
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3.2.2 Distances and optimal paths

Since many networks are not embedded in real space, the geometrical distance

between nodes is meaningless. The most important distance measure in such net-

works is the minimal number of hops (or chemical distance). That is, the distance

between two nodes in the network is defined as the number of edges in the shortest

path between them. If the edges are assumed to be weighted, the lowest total weight

path, called the optimal path, may also be used. The usual mathematical definition

of the diameter of the network is the length of the path between the farthest nodes in

the network.

3.2.3 Edge lengths and geography

Measuring the Internet reveals that the length of the physical cables connecting nodes,

r , is distributed according to [YJB02]:

P(r ) ∼ r−1, r ≤ rmax . (3.1)

This is in contrast to the number of nodes at a distance r from a given node that is

approximately proportional to r , since they are embedded in a real two-dimensional

surface (in fact, there are some indications that the distribution of population density

is fractal, but it still has a dimension between 1 and 2). Thus, if the nodes were

connected randomly, with no geography-related bias, we would expect to see the

number of links increase with the length. This indicates that distant nodes have a

much lower probability of being connected to each other than nearby nodes. This

property cannot be captured by the ER model, which does not have any geographical

distances. A discussion of several possible geographical models that account for real

distances will be presented in Sections 4.2 and 4.6. For a recent study taking into

account geographical constraints see [KHB08].

3.2.4 Clustering

The clustering coefficient is usually related to a community represented by local

structures. The usual definition of clustering (sometimes also referred to as transi-

tivity) is related to the number of triangles in the network. The clustering is high

if two nodes sharing a neighbor have a high probability of being connected to each

other.



25 3.2 Properties of real-world networks

Figure 3.3 Illustration of the definition of the clustering coefficient C , Eqs. (3.2) and (3.4). This
network has one triangle and eight connected triples, and therefore has a clustering
coefficient of 3× 1/8 = 3/8 according to Eq. (3.2). The individual vertices have local
clustering coefficients, Eq. (3.3), of 1, 1, 1

6 , 0 and 0, for a mean value, Eq. (3.4), of
C = 13/30. After [New02b].

There are two common definitions of clustering. The first is global,

C = 3× the number of triangles in the network

the number of connected triples of vertices
, (3.2)

where a “connected triple” means a single vertex with edges running to an unordered

pair of other vertices (see Figure 3.3).

A second definition of clustering is based on the average of the clustering for single

nodes. The clustering for a single node is the fraction of pairs of its linked neighbors

out of the total number of pairs of its neighbors:

Ci = the number of triangles connected to vertex i

the number of triples centered on vertex i
. (3.3)

For vertices with degree 0 or 1, for which both numerator and denominator are zero,

we use Ci = 0. Then the clustering coefficient for the whole network is the average

C = 1

n

∑
i

Ci . (3.4)

In both cases, the clustering is in the range 0 ≤ C ≤ 1.

In random graph models such as the ER model and the configuration model

(presented in Section 4.3), the clustering coefficient is low and decreases to 0 as the

system size increases. This is also the situation in many growing network models.

However, in many real-world networks the clustering coefficient is rather high and

remains constant for large network sizes (see Table 3.1). This observation led to

the introduction of the small-world model, presented in Section 4.2, which offers a

combination of a regular lattice with high clustering and a random graph. Another

approach, based on the community structure, is presented in [GN02].
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3.2.5 Correlations

In random graph models, it is usually assumed that there are no correlations between

the degrees of neighboring nodes. That is, the probability of reaching a node by

following a link is independent of the node from which the link emanated. In many

real-world networks, however, this is not the case. Several types of correlations exist,

depending on the internal properties of the nodes. However, when considering only

the network topology, the main types of correlations that have been studied are the

degree-degree correlations.

Degree-degree correlations are represented by P(k, k ′), the probability that a node

of degree k is connected to a node of degree k ′. If no correlation exists, given an

edge, then the probability that it leads to a node of degree k is k P(k)/ 〈k〉. Thus,

the probability that an edge leads from a node of degree k to a node of degree

k ′ is P(k, k ′) = kk ′P(k)P(k ′)/ 〈k〉2 (where each direction of the edge is counted

separately). If correlations exist, the joint probability will deviate from this form

[KR01]. An alternative approach for studying correlations is analyzing the average

degree of neighboring nodes as a function of the degree, i.e., 〈k〉nn (k). This yields a

one-parameter curve that can be easily studied. One can also calculate the correlation

coefficient, r , between the degrees of neighboring sites [New02a]:

r =
〈
ki k j

〉− 〈k〉2〈
k2

〉− 〈k〉2 , (3.5)

where averages are taken over all pairs of neighbors, i and j . Another method

of dealing with correlations is presented in [GSM08], where the joint probability

of a link between two nodes having degrees k1 and k2 < k1 is approximated by

P(k1, k2) ∼ k−(γ−1)
1 k−ε

2 and the exponent ε is used to signify the correlations.

3.2.6 Modular and hierarchical networks

Some networks are composed of several different modules usually associated with

different groups of nodes or different functions of the modules in the overall func-

tioning of the network. Many biological networks, such as genetic and metabolic

networks, have a modular structure [RSM+02]. This is attributed to the different

groups of genes or metabolites that are responsible for different functions of the cell.

These modules can usually be distinguished by the fact that nodes in the module

are strongly connected – modules tend to be densely connected internally. However,

modules are relatively weakly interconnected. Appendix C presents a discussion of

different methods for studying the modular structure of a network.
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AB

Figure 3.4 The betweenness centrality of node A is higher than that of node B , although both have
the same degree.

A more implicit form of modularity exists in networks with hierarchical structure.

These networks are called hierarchical networks [DGM02a, RSM+02], since they are

usually constructed from a hierarchy of modules. Modules at the high levels, which

are usually related to some high level function, are composed of smaller modules

related to different subfunctions of this high level function. Models of such networks

are usually constructed by a recursive process. A further generalization of this idea

is the notion of fractal, self-similar, networks [SHM05], where the structure of the

network becomes fractal-like. For a further discussion, see Chapter 7.

3.3 Betweenness centrality: what is your importance
in the network?

The importance of a node in a network depends on many factors. A website may

be important due to its content, a router due to its capacity, a metabolite due to its

biochemical function, etc. Of course, all of these properties depend on the nature

of the studied network, and may have very little to do with the graph structure of

the network. Since the subject of this book is networks, we are particularly inter-

ested in the importance of a node (or a link) due to its topological function in the

network.

It is reasonable to assume that the topology of a network may dictate some intrinsic

importance for different nodes. One measure of centrality can be the degree of a

node. The higher the degree, the more the node is connected, and therefore, the

higher is its centrality in the network. However, the degree is not the only factor

determining a node’s importance. In examining Figure 3.4 for instance, it seems

obvious that node A is more central than node B, although both have the same

degree. Possible alternative definitions may be how removing the node influences the

number of nodes that are still connected in the network, or how this influences the

average distance from a node to all other nodes in the network. Both these definitions

have distinct disadvantages. Removing a central node may have little influence on the
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network, if the entire network is well connected, whereas removing a peripheral node

may disconnect some of its neighbors, which may themselves be unimportant and

peripheral. A “parasitic” node may have a small average distance, compared with the

rest of the network, merely by being connected to a very central node, whereas the

“parasite” itself has no influence on the function of the network.

One of the most accepted definitions of centrality is based on counting paths going

through a node. For each node, i , in the network, the number of “routing” paths to

all other nodes (i.e., paths through which data flow) going through i is counted, and

this number determines the centrality i . The most common selection is taking only

the shortest paths as the routing paths. This leads to the following definition: the

betweenness centrality of a node, i , equals the number of shortest paths between all

pairs of nodes in the network going through it, i.e.,

g(i) =
∑
{ j,k}

gi ( j, k) , (3.6)

where the notation { j, k} stands for summing each pair once, ignoring the order, and

gi ( j, k) equals 1 if the shortest path between nodes j and k passes through node i and

0 otherwise. In fact, in networks with no weight (i.e., where all edges have the same

length), there might be more than one shortest path. In that case, it is common to take

gi ( j, k) = Ci ( j, k)/C( j, k), where C( j, k) is the number of shortest paths between

j and k, and Ci ( j, k) is the number of those going through i . Several variations of

this scheme exist, focusing, in particular, on how to count distinct shortest paths (if

several shortest paths share some edges). These differences tend to have a very small

statistical influence in random complex networks, where the number of short loops is

small. Therefore, we will concentrate on the above definition (Eq. (3.6)) here. Another

nuance is whether the source and destination are considered part of the shortest path.

This is also irrelevant for very high degree nodes, on which we will mainly focus.

Figure 3.4 shows that 12 shortest paths pass through node A (not counting paths

originating or ending at A), whereas 10 pass through B. This indicates that A is more

central in the network, as our intuition indicated. Since the network in the figure is

a tree, there is only one shortest path between any pair of nodes. Moreover, another

indication of the centrality of A is that removing A will break the network into three

small networks, whereas removing B only disconnects two other nodes from the

network. The usefulness of the betweenness centrality in identifying bottlenecks and

important nodes in the network has led to applications in identifying communities in

biological and social networks [GN02].

In [GKK01b, GOJ+02] the behavior of the distribution of betweenness, PB(g), in

real and model networks was studied. It was found that for these networks the dis-

tribution follows a power law, PB(g) ∼ g−η. This is in contrast to ER networks,

where the betweenness is very homogeneous (as expected by the homogeneous
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Figure 3.5 Betweenness centrality (BC) distribution for several real networks. (a) The distribution of
BC is presented for the protein interaction network of the worm S. cerevisiae (PIN2), the
coauthorship network in the field of neuroscience (CO), and the metabolic network of a
eukaryotic organism, Emericella nidulans (EN). (b) The distribution of BC is presented for
the WWW and the Internet at the AS level. After [GOJ+02].

degree distribution) and PB(g) decays exponentially. In fact, for most real-world

networks, it was found that η ≈ 2, whereas for artificial networks and models hav-

ing a scale-free degree distribution, η ≈ 2.2. In [Bar04] this universality is disputed.

However, it is agreed that the latter exhibits a power-law behavior with η a little higher

than 2. Figure 3.5 presents this distribution for several real-world networks. For further

results, see [AB02].

There are other approaches to the importance of nodes. A well-known example is

the Page Rank algorithm [PBMW99] used to determine the importance of WWW

pages based on the links pointing to them. This algorithm initiates a random walk at

a random node, following a random link at each node, with some small probability,

at every step, of jumping to a randomly chosen node without following a link. This

algorithm gives high importance (high probability of hitting) to nodes with a high

number of links pointing to them, and also to nodes pointed to by these nodes.

3.4 Conclusions

As seen from the measurements presented above, for almost all studied networks,

many properties cannot be explained by the ER model. However, this only became
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apparent in recent years when methods for studying real networks were developed.

The failure of the simple model to explain the behavior of real networks led to the

development of new models that account for such properties. The following chapters

will cover several models for random networks in attempting to reproduce at least

some of the main properties of real-world networks, in an effort to understand them

better.



4 Models for complex networks

4.1 Introduction

In this chapter and the following one, we will discuss models for generating complex

networks. These models describe the process of creating complex networks and thus

also define probability spaces of random graphs. As expected, different methods of

creation can lead to different classes of random graphs having completely different

properties. We will discuss the properties of networks formed by some of these

methods in the second part of this book. This chapter will mainly focus on static

models, that is, models for building a complex network with a given set of nodes,

and some wiring process (for connecting nodes by links), depending on the desired

properties of the network.

It should be clarified that real networks are not random. Their formation and devel-

opment are dictated by a combination of many different processes and influences.

These influencing conditions include natural limitations and processes, human con-

siderations such as optimal performance and robustness, economic considerations,

natural selection and many others. Controversies still exist regarding the measure to

which random models represent real-world networks. However, in this book we will

focus on random network models and attempt to show how their properties may still

be used to study properties of real-world networks.

In the next chapter, we will discuss dynamical models of growing networks, where

the network starts from a small seed and grows with time by adding new nodes and

links. This class of models attempts not only to construct networks with some desired

property, but also to explain the manner by which networks are formed in the real

world, and to predict expected properties of real-world networks.

4.2 Introducing shortcuts: small-world networks

4.2.1 Introduction

As we have seen in Chapter 3, many real-world networks have many properties that

cannot be explained by the ER model. One such property is the high clustering
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(b)(a)

Figure 4.1 Small-world networks with an underlying ring structure. (a) A small-world network
formed by adding shortcuts to a simple ring (with k = 1). (b) A small-world network
formed by adding shortcuts to a ring with k = 3. After [NW99].

(a) (b)

Figure 4.2 An example of a small-world network with an underlying structure of a two-dimensional
lattice. (a) The network obtained from adding shortcuts to a two-dimensional grid.
(b) The nearest neighbor structure of a node in a two-dimensional lattice with k = 3
nearest neighbors on each side (in this example, it was assumed that diagonal neighbors
will not be connected). After [NW99].

observed in many real-world networks. This led Watts and Strogatz to develop an

alternative model, called the “small-world” model [WS98]. Their idea was to begin

with an ordered lattice, such as the k-ring (a ring where each site is connected to its

2k nearest neighbors – k from each side) or the two-dimensional lattice (see Figures

4.1 and 4.2). For each site, each of the links emanating from it is removed with

probability ϕ and is rewired to a randomly selected site in the network. A variant of

this process is to add links rather than rewire, which simplifies the analysis without

considerably affecting the results. The obtained network has the desirable properties
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of both an ordered lattice (large clustering) and a random network (small world), as

we will discuss below.

4.2.2 Clustering in a small-world network

The simplest way to treat clustering analytically in a small-world network is to use

the link addition, rather than the rewiring model. In the limit of large network size,

N →∞, and for a fixed fraction of shortcuts, ϕ, it is clear that the probability of

forming a triangle vanishes as we approach 1/N , so the contribution of the shortcuts

to the clustering is negligible. Therefore, the clustering of a small-world network

is determined by its underlying ordered lattice. For example, consider a ring where

each node is connected to its k closest neighbors from each side. A node’s number

of neighbors is therefore 2k, and thus it has 2k(2k − 1)/2 = k(2k − 1) pairs of

neighbors. Consider a node, i . All of the k nearest nodes on i’s left are connected

to each other, and the same is true for the nodes on i’s right. This amounts to

2k(k − 1)/2 = k(k − 1) pairs. Now consider a node located d places to the left of

k. It is also connected to its k nearest neighbors from each side. Therefore, it will

be connected to k − d neighbors on i’s right side. The total number of connected

neighbor pairs is

k(k − 1)+
k∑

d=1

(k − d) = k(k − 1)+ k(k − 1)

2
= 3

2
k(k − 1) , (4.1)

and the clustering coefficient is:

C =
3
2 k(k − 1)

k(2k − 1)
= 3(k − 1)

2(2k − 1)
. (4.2)

For every k > 1, this results in a constant larger than 0, indicating that the clustering

of a small-world network does not vanish for large networks. For large values of k,

the clustering coefficient approaches 3/4, that is, the clustering is very high.

Note that for a regular two-dimensional grid, the clustering by definition is zero,

since no triangles exist. However, it is clear that the grid has a neighborhood structure.

This led to several definitions in which it was attempted to replace the definition of

clustering as the fraction of triangles by alternative definitions [SKO+07]. However,

the standard definition has remained the most commonly used one.

4.2.3 Distances in a small-world network

The second important property of small-world networks is their small diameter, i.e.,

the small distance between nodes in the network. The distance in the underlying
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lattice behaves as the linear length of the lattice, L . Since N ∼ Ld , where d is the

lattice dimension, it follows that the distance between nodes behaves as:

l ∼ L ∼ N 1/d . (4.3)

Therefore, the underlying lattice has a finite dimension, and the distances on it

behave as a power law of the number of nodes, i.e., the distance between nodes is

large. However, when adding even a small fraction of shortcuts to the network, this

behavior changes dramatically.

To deduce the behavior of the average distance between nodes, we follow [NW99].

Consider a small-world network, with dimension d and connecting distance k (i.e.,

every node is connected to any other node whose distance from it in every linear

dimension is at most k1). Now, consider the nodes reachable from a source node with

at most r steps. When r is small, these are just the r th nearest neighbors of the source

in the underlying lattice. We term the set of these neighbors a “patch,” the radius of

which is kr , and the number of nodes it contains is approximately n(r ) = (2kr )d .

We now want to find the distance r for which such a patch will contain about

one shortcut. This will allow us to consider this patch as if it was a single node in a

randomly connected network. Assume that the probability for a single node to have a

shortcut is φ.2 To find the length for which approximately one shortcut is encountered,

we need to solve for r the following equation: (2kr )dφ = 1. The correlation length,

ξ , defined as the distance (or linear size of a patch) for which a shortcut will be

encountered with high probability is therefore,

ξ = 1

kφ1/d
. (4.4)

Note that we have omitted the factor 2, since we are interested in the order of

magnitude.

Let us denote by V (r ) the total number of nodes reachable from a node by at most

r steps, and by a(r ), the number of nodes added to a patch in the r th step. That is,

a(r ) = n(r )− n(r − 1). Thus,

a(r ) ≈ dn(r )

dr
= 2kd(2kr )d−1 . (4.5)

When a shortcut is encountered at the r ′ step from a node, it leads to a new patch.3

This new patch occurs after r ′ steps, and therefore the number of nodes reachable

1 Note that in one dimension this is the same as the definition of k above.
2 Note that φ is not exactly the same as ϕ defined above, since ϕ is defined as the probability to rewire (or

add) every link as a shortcut, whereas φ is the probability per node.
3 It may actually lead to an already encountered patch, and two patches may also merge after some steps,

but this occurs with negligible probability when N →∞ until most of the network is reachable.
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from its origin is V (r − r ′). Thus, we obtain the recursive relation,

V (r ) =
r∑

r ′=0

a(r ′)
[
1+ ξ−d V (r − r ′)

]
, (4.6)

where the first term stands for the size of the original patch, and the second term

is derived from the probability of hitting a shortcut, which is approximately ξ−d for

every new node encountered.

To simplify the solution of Eq. (4.6), it can be approximated by a differential

equation. The sum can be approximated by an integral, and then the equation can

be differentiated with respect to r . For simplicity, we will concentrate here on the

solution for the one-dimensional case, with k = 1, where a(r ) = 2. Thus, one obtains

dV (r )

dr
= 2 [1+ V (r )/ξ ] , (4.7)

the solution of which is:

V (r ) = ξ (e2r/ξ − 1) . (4.8)

For r � ξ , the exponent can be expanded in a power series, and one obtains V (r ) ≈
2r = n(r ), as expected, since usually no shortcut is encountered. For r � ξ , V (r )

grows exponentially as in a random graph. An approximation for the average distance

between nodes can be obtained by equating V (r ) from Eq. (4.8) to the total number

of nodes, V (r ) = N . This results in

r ≈ ξ

2
ln

N

ξ
. (4.9)

As apparent from Eq. (4.9), the average distance in a small-world network behaves

as the distance in a random graph with patches of size ξ behaving as the nodes of the

random graph.

4.3 Random graphs with a given degree distribution

4.3.1 Introduction

In Chapter 2, we discussed the Erdős–Rényi models for random networks. In these

models the edges are randomly distributed between nodes. As mentioned there, this

leads to a Poisson distribution of the degrees and to the small-world property in which

the distance is proportional to log N (where N is the number of nodes). However, as

shown in Chapter 3, the degree distribution in real networks is often very broad and far

from Poissonian. In this chapter we discuss the “equilibrium” ensemble of networks
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with a prescribed degree distribution, i.e., the ensemble gives equal representation to

all networks having a given degree distribution. In Chapter 5 we will discuss growing

models, the aim of which is to simulate the growth and development of real networks.

We will see that these models generate ensembles that are not necessarily identical

to the equilibrium ensemble. However, since many real-world networks seem quite

random, and in many cases there is no knowledge of the real processes driving them,

it seems natural, as a first step, to study the equilibrium ensemble and its properties.

This will be our main focus in this book.

4.3.2 Random regular graphs

The first approach that proposed to generate random networks with a given degree

distribution was the model of random regular networks. The ensemble includes all

networks having N nodes and m links per node (of course Nm must be even). Bollobás

[Bol80] suggested a method for producing all such graphs with the same probability.

This method is based on putting Nm balls in an urn, m copies for each node i , and

with randomly matching pairs connecting the respective nodes. More formally:

(i) produce m copies of each node (representing “open” links);

(ii) randomly select pairs of open links and connect the corresponding nodes.

This method may lead, of course, to a multigraph, either by connecting a node to

itself or by connecting two nodes together more than once. However, as N increases,

these events become rare and their number becomes statistically insignificant.

The ensemble of random m-regular graphs for m ≥ 3 has some nice features4 that

make it interesting for study. The most important one is that it is fully connected, i.e.,

since N →∞ a path exists between every two nodes (or, to state it differently, all

nodes belong to the same component). This also makes it easier to calculate average

properties over nodes since we do not need to base the averaging on the fact that a

path exists between them.

To understand the structure of such networks, note that the number of neighbors

of every node is m, the number of second neighbors is m(m − 1), and in general, the

number of lth neighbors is:

Nl = m(m − 1)l−1 . (4.10)

This is true as long as (m − 1)l � N , since in this regime the number of nodes reached

is much smaller than N , and therefore the probability of reaching the same node twice

4 For m = 1 the model only yields a random pairing of the nodes, and for m = 2, it consists of several
disconnected cycles.
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is statistically insignificant. This implies that the distance between nodes in random

regular networks, D, can be obtained approximately by requiring m(m − 1)D−1 ≈ N

(since most nodes are reached, and every node has at least a high probability of

connecting to a reached node), resulting in

D ≈ log N

log(m − 1)
. (4.11)

Other consequences of these considerations are the connectedness property men-

tioned above, and the expansion of the graph. The expansion of a graph has several

definitions. We will discuss vertex expansion, which is the ratio of the number of

neighbors of a group of nodes to the number of nodes in the group. In random m-

regular graphs every set of n � N nodes has at least (m − 1)n neighbors. This means

intuitively that there are no “bottlenecks” in such networks, and therefore the network

has desirable properties in terms of transmitting data efficiently, mixing of random

walks, and is also suitable for other applications, such as designing error correcting

codes [SS96]. A more detailed discussion can be found in Chapter 17.

4.3.3 Generalized random graphs

The model for network generation presented above has also been extended in [Bol80]

to other degree distributions. One can either fix the degree of each node, i , to be ki ,

or, alternatively, choose the degree of each node from some distribution, P(k). The

regular graph model can be viewed as a special case of this model, with ki = m for

every node, or with P(k) = δk,m . The ER model is also very similar to the model

with the Poisson degree distribution, P(k) = e−cck/k! (Eq. (2.1)), where c = 〈k〉 is

the average degree. A more formal description of this model is:

(i) for each i , randomly choose ki from the distribution P(k);

(ii) produce ki copies of each node, i (representing “open” links);

(iii) randomly select pairs of open links and connect the corresponding nodes (while

removing the copies from the open links list).

Figure 4.3 illustrates the different stages of this algorithm. This model has been shown

to produce every graph within the given degree sequence with equal probability5

[Bol80]. In the rest of this book, we will mostly discuss the properties of graphs

generated by this approach.

5 There is actually a requirement that the degrees should not be too large (at most N 1/4). However, when
treating the configuration model as the definition of the ensemble, larger degrees can also be considered
up to N 1/2 (see also [PSS05]).



38 Models for complex networks

(a) (b) (c)

Figure 4.3 Illustration of the stages of creating the generalized random graph. (a) The N (N = 4)
nodes are created. (b) The degree of each of the nodes is selected and ki “stubs” (“open
links”) are produced for each node, i . (c) The stubs are randomly matched. Note that the
graph produced here is a multigraph: the two rightmost nodes are doubly connected.

4.3.4 A related model

In physical, thermodynamic, and transport systems, it is usually easier to study the

properties of the canonical ensemble rather than the microcanonical ensemble. This

stems from the fact that the second one requires averaging only over microscopic states

with the given energy, whereas the first one has a constant temperature, T , rather than

energy, E . This allows averaging over all microscopic states with a weight function

e−E/kBT known as the Boltzmann factor. This summation (or integration) is usually

easier since it does not induce “hard” constraints on the variables. Similarly, in ER

networks, calculating in the model G N ,p (see Chapter 2 for definitions) is usually

easier than calculating in the model G N ,M , since in the latter, there are non-trivial

correlations between different links. Having a link at a certain location has a small

but existent effect on the probability of having a link somewhere else, owing to the

conservation of the total number of links. Since the effect is small for almost every

p except for the extreme cases of almost empty or almost complete graphs,6 usually

problems are solved in the context of the G(N , p) model and the results are also valid

for the appropriate G(N , M) model, having M = N p.

Such a model also exists in the context of scale-free graphs or generalized random

graphs in general. The model in [ACL00] consists of the following construction:

� for each node, i , select ki from the distribution P(k);
� for each pair of nodes, i and j , connect i and j with probability P(i↔ j) = ki k j/N .

Note that this method only applies if the upper cutoff of P(k) is at most
√

N , otherwise

P(i ↔ j) may exceed one. Also, note that here ki plays the role of the average degree

of a node, rather than the actual degree, since a node may end up having a different

number of neighbors than its assigned ki . The advantage of this model is in avoiding

the dependence between links of a node, since P(i ↔ j) is independent of P(i ↔ l)

for every l �= j , when their k are known. This is mainly helpful when proving rigorous

6 For proof and restrictions, see [Bol85].
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results regarding this class, since in calculations we tend to ignore this dependence

because it is weak and has a negligible influence on the results.

4.4 Introducing correlations

A final static model discussed here is networks with a given degree sequence and

correlations. Correlations in real networks were discussed in Section 3.2.5. The

most general form of degree-degree correlations is obtained by having a probability

density function P(k1, k2), which is the probability of having a link between a node

of degree k1 and a node of degree k2. In order to be consistent, P(k1, k2) should

be symmetric and k1 and k2 (for undirected graphs) should satisfy the equality∑
k2

P(k1, k2) = P(k1)k1/N . Equivalently, one may use the conditional probability

density P(k2|k1), which is the probability of reaching a node having degree k2 by a

link emanating from a node of a given degree k1.

Producing correlations using a completely static model similar to the one presented

in Section 4.3 is difficult since not only the degree of a node, but also its probability of

connecting to each neighbor should be taken into account. The method usually used

to generate such networks is by shuffling links using some sort of a Metropolis-type

algorithm [MRR+53]. More details are given in Appendix C.

4.5 Randomly directed networks: modeling the WWW

4.5.1 Introduction

The World Wide Web (WWW) is a collection of webpages stored on many servers

around the world. These pages are accessed using a communication protocol known

as HTTP (Hyper Text Transfer Protocol). This protocol dictates the details of the

request sent by the client (a user’s computer) for a certain page or resource, and the

form of the reply by the web server. The pages themselves are written using a standard

language called HTML (Hyper Text Markup Language). This language allows the

introduction of links to other pages in the same site or in remote sites, which are

traversed by clicking the mouse on them. Each linked page is identified by its URL

(Unified Resource Locator), which is a text string containing the site’s address and

the path to the page on the site. Of course, the WWW is much more complicated

than is presented here. Many webpages do not exist anywhere, but are created on
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the fly upon user requests by database queries and other methods. However, as a first

approximation, this simple model can explain the structure of the WWW.

To model this structure, we can view the webpages as nodes in a directed graph,

and every link as a directed edge in the network, pointing from the referring page

to the linked page. Other examples of directed networks are biochemical networks,

where nodes are the different materials (e.g. proteins) and directed edges indicate that

one material catalyzes the generation of another. In addition, in many non-directed

networks, such as the Internet, road and airline networks as well as others, there

are unidirectional links that cannot be traversed in the opposite direction. Additional

examples are satellite links in communication networks, which are usually directed,

and unidirectional vehicular roads.

4.5.2 Generalized randomly directed graphs

The model for generalized randomly directed networks is very similar to that of

the non-directed networks presented in Section 4.3. The difference is that here we

have a joint degree distribution P( j, k), which is the probability of a node to have

j links as in-degree (i.e., the number of incoming links) and k links as out-degree.

Alternatively, when there are no correlations between the in- and out-degrees, two

degree distributions can be given, Pin(k) for the in-degree and Pout(k) for the out-

degree. To allow the actual construction of such networks, these distributions must

obey the relation: ∑
j,k

j P( j, k) =
∑

j,k

k P( j, k) , (4.12)

or ∑
k

k Pin(k) =
∑

k

k Pout(k) . (4.13)

This guarantees that the total number of incoming links is identical (at least statisti-

cally) to the number of outgoing links, which is necessary because every link must

leave one node and enter the other. The full generation procedure can be stated as

follows.

(i) For each node, i , randomly choose ji and ki from the distribution P( j, k).

(ii) Produce ji copies of each node, i , in the “in” list and ki copies of each node, i ,

in the “out” list.

(iii) Randomly select an open link from the “in” list and one from the “out” list and

connect the corresponding sites by a directed link (going from the in to the out

node).

For the structural properties of such directed graphs, see Chapter 11.
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4.6 Introducing geography: embedded scale-free lattices

In this section we describe methods for embedding scale-free networks, with degree

distribution P(k) ∼ k−γ , in regular Euclidean lattices. The embedding is driven by

a natural constraint of minimization of the total (Euclidean) length of the links in

the system. We show that all networks with γ > 2 can be successfully embedded up

to a (Euclidean) distance ξ , which can be made as large as desired upon changing

an external parameter. Clusters of successive chemical shells (i.e., layers of nodes

at the same hop distance from a given node) are found to be compact (the fractal

dimension is df = d), whereas the dimension of the shortest path between any two

nodes is smaller than one: dmin = γ−2
γ−1−1/d , contrary to all other known examples of

fractals and disordered lattices, where dmin ≥ 1 [BH94, Hb87].

4.6.1 Introduction

As shown in Chapter 3, many social, biological, and communication systems can

be properly described by complex networks whose nodes represent individuals or

organizations and whose links mimic the interactions among them [AB02, BBV08,

BS02, DM02, DM03, PV03]. An important class of complex networks are the scale-

free networks, which exhibit a power-law degree distribution. Most of the work done

on scale-free networks concerns off-lattice systems (graphs) where the Euclidean

distance between nodes is irrelevant. However, real-life networks are often embedded

in Euclidean space. For example, the Internet is embedded in a two-dimensional

network of routers, and neuronal networks are embedded in a three-dimensional

brain. Indeed, with the Internet, indications of the relevance of embedding space are

given in [YJB02], where it is shown that the number of links (cables) of length r

decreases as r−1 (see also Section 3.2.2).

In this section, we describe several methods for embedding scale-free networks on

lattices. To be precise, we present constructions of ensembles of scale-free networks

having a spatial structure that differs from the mean field ensemble presented earlier. It

is plausible that when the embedding dimension is above the upper critical dimension,

dc, discussed in Section 10.4.5, these networks obey the mean-field results, i.e., the

lattice geometry becomes irrelevant.

We will focus on the “lattice quota” model, presented in [RCbH02] and study some

of its properties. As a guiding principle for the construction of embedded networks

in general, we impose the natural restriction that the total geometrical length of links

in the system be minimal. Several other models have been suggested, for instance, in
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[MS02, WSS02b]. Some of these models, such as [MS02], place the nodes not on a

lattice, but on randomly selected points in Euclidean space. Other models, such as

[WSS02b], allow deviations from the degree distribution in the low-degree regime.

The main behavior of these models is very similar in many aspects, and therefore

many of the ideas presented here apply to most of them.

4.6.2 Defining the model

The “lattice quota” model is defined as follows [RCbH02]. To each node of a d-

dimensional lattice, of size R, and with periodic boundary conditions, we assign a

random connectivity k taken from the scale-free distribution

P(k) = Ck−γ , m < k < K , (4.14)

where the normalization constant is C ≈ (γ − 1)mγ−1 (for large K ) [SK85]. We then

select a node at random and connect it to its closest neighbors until its (previously

assigned) connectivity k is realized, or until all nodes up to a distance

r (k) = Ak1/d (4.15)

have been explored. This ensures that the total length of the links will be minimal

to a good approximation. Note that links to some of the neighboring nodes might

prove impossible, if the connectivity quota of the target node is already consumed.

This process is repeated for all nodes of the lattice. We show below that by following

this method, networks with γ > 2 can be successfully embedded up to a (Euclidean)

distance ξ , which can be made as large as desired upon increasing the external

parameter A.

Suppose that one attempts to embed a scale-free network by the above recipe,

in an infinite lattice with size, R →∞. Nodes with a degree larger than a certain

cutoff kc(A) cannot be realized, because the surrounding nodes become saturated.

Consider the number of links n(r ) entering a generic node from a surrounding

neighborhood of radius r . Nodes at distance r ′ are linked to the origin with probability

P(k ′ > (r ′/A)d ):

P

(
k ′ >

(
r ′

A

)d
)
= C

∫
( r ′

A )d

k−γ dk ∼
{

1 r ′ < A

( r ′
A )d(1−γ ) r ′ > A.

(4.16)
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Hence

n(r ) ∼
r∫

0

dr ′r ′d−1 P

(
k ′ >

(
r ′

A

)d
)

∼ γ − 1

d(γ − 2)
Ad − Ad(γ−1)

d(γ − 2)
rd(2−γ ). (4.17)

The cutoff connectivity is then

kc(A) = lim
r→∞ n(r ) ∼ 1

γ − 2
Ad . (4.18)

The cutoff connectivity implies a cutoff length

ξ = r (kc) ∼ (γ − 2)−1/d A2. (4.19)

The embedded network is scale-free up to distances r < ξ , and repeats itself (sta-

tistically) for r > ξ , similar to the infinite percolation cluster above criticality. The

infinite cluster in percolation is fractal up to the correlation length ξ and is repeated

thereafter [BH96, bH00, SA94].

When the lattice is finite, R <∞, the number of nodes is finite, N ∼ Rd , which

imposes a maximum connectivity [CEbH00, DMS01c]

K ∼ m N 1/(γ−1) ∼ Rd/(γ−1). (4.20)

This implies a finite-size cutoff length

rmax = r (K ) ∼ AR1/(γ−1). (4.21)

The interplay between the three length-scales, R, ξ , and rmax determines the nature

of the network. If the lattice is finite, then the maximal connectivity is kmax = K only

if rmax < ξ . Otherwise (rmax > ξ ), the lattice repeats itself at length-scales larger

than ξ . As long as min(rmax, ξ ) � R, the finite size of the lattice imposes no serious

restrictions. Otherwise (min(rmax, ξ ) > R), finite-size effects become important. We

emphasize that in all cases the degree distribution (up to the cutoff) is scale free.

In Figure 4.4(a) we show typical networks that result from this embedding method,

for γ = 2.5 and 5 in two-dimensional lattices. For larger γ values, the network

more closely resembles the embedding lattice, because long links become rare.7 In

Figure 4.4(b) we show the same networks as in part (a) where successive chemical

shells are depicted in different shades. Chemical shell l consists of all nodes at a

minimal distance (a minimal number of hops) l from a given node. For this choice

of parameters, γ = 5 happens to fall in the region of ξ > rmax, whereas for γ = 2.5,

7 Here we choose m = 2d so that in the limit γ →∞ the network is identical with the embedding lattice.
Clearly, this choice is not mandatory.
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(a)

(b)

g = 2.5 g  = 5

Figure 4.4 Spatial structure of the lattice quota network. (a) The typical map of links for a system of
50 × 50 nodes generated from degree distributions with γ = 2.5 (left) and γ = 5
(right). (b) Shells of nodes equidistant to the central one in a lattice of 300 × 300 nodes.
Note that for γ = 5 (right), shells are concentric and continuous fractals, but for γ = 2.5
(left), shells are broken. After [RCbH02].

ξ < rmax. In the latter case, we can visually observe (Figure 4.4(b), γ = 2.5) the

(statistical) repetition of the network beyond the length-scale ξ .

The degree distribution resulting from this embedding method is illustrated in

Figure 4.5. In Figure 4.5(a), ξ < rmax and the distribution terminates at the cutoff

kc. The scale-free distribution is altered slightly, for k < kc, due to saturation effects,

but the overall trend is highly consistent with the original power law. The scaling

in the inset confirms that kc ∼ Ad . In Figure 4.5(b), ξ > rmax and the cutoff K in

the distribution results from the finite number of nodes in the system. The scaling

in the inset in Figure 4.5(b) confirms the known relation K ∼ m Rd/(γ−1) [CEbH00,

DMS01c]. The different regimes are summarized in Figure 4.6.

4.6.3 Additional methods

We described a method for embedding scale-free networks in Euclidean lattices. The

method is based on a natural principle of minimizing the total Euclidean length of

links in the system. This principle enables us to embed the scale-free networks in

Euclidean space without additional external exponents. Manna and Sen [MS02] and

Xulvi-Brunet and Sokolov [WSS02b] independently suggested a different embedding
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Figure 4.5 (a) The resulting degree distribution obtained from simulations performed on
two-dimensional systems of size R = 400, γ = 2.5 and for several values of A: (circles)
A = 2, (squares) A = 3 and (diamonds) A = 4; they all end at a cutoff kc(A) for this
case where rmax > ξ . In the inset we show a scaling collapse using the same data. The
threshold takes place at kc ∼ Ad/(γ−2) and confirms the validity of our theoretical
estimations. (b) The power-law distribution of node degree in the network is shown for
R = 100, A = 10 and for different values of γ : γ = 2.5 (circles), 3.0 (squares), and 5.0
(diamonds). Note that in all cases, the distribution achieves its (natural) cutoff K . In the
inset we show the corresponding collapse supporting K ∼ Rd/(γ−1). In this case,
rmax < ξ . After [RCbH02].

method in Euclidean space that includes an external exponent. In Chapter 8 we will

discuss the behavior of distances and the fractal dimensions of embedded scale-free

networks.

4.6.4 Random geometrical graphs, continuum percolation, and
ad hoc networks

In recent years the importance of wireless communication networks has increased

dramatically. The usage of cellular phone and communication devices, wireless
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Figure 4.6 Diagram showing the six regions of different behaviors for the lattice quota network: for
region A, rmax < R < ξ ; B, rmax < ξ < R ; C, ξ < rmax < R ; D, ξ < R < rmax; E,
R < ξ < rmax; F, R < rmax < ξ . The diagram can be mapped into only four regions where
the cutoff kc and the size effect K are expected. A and B, no cutoff and no size effect; C
and D, cutoff and no size effect; E, cutoff and size effect; F, no cutoff but size effect. The
two symbols indicate the parameters corresponding to Figure 4.4(b), (full diamond)
γ = 2.5 and (full circle) γ = 5. After [RCbH02].

Ethernet, and Bluetooth equipment is becoming as widespread as regular, wired

networks, and they have become a critical part of many people’s daily lives. Most of

these networks are not interesting in terms of their topology, and they usually depend

on direct all-to-all communication or, as in cellular networks, direct communica-

tion in communication cells, where the cells themselves are connected using wired

technology.

A special type of wireless network, which has received much attention is ad hoc

networks. These networks are composed of units placed in geographic space at

distances prohibiting direct communication between all nodes (either due to limited

power, topography, or to prevent interference between units). The network, therefore,

is based on each node functioning as a router, i.e., passing messages between other

nodes in the network.

When all nodes transmit with the same power, it is usually assumed that the range

of their transmission is similar. To model the connectivity of such a network, one can

consider a model of N nodes placed randomly in a plane. To model the transmission

between nodes, one must represent each node by a disk. Each disk has a radius of

half the transmission range of the node, and therefore if two disks intersect, then the

nodes are within the transmission range of each other. This model is identical to the

model of continuum percolation [BH94, SA94], which has been studied by physicists

for several decades.

Continuum percolation, as other percolation phenomena, is known to consist of a

threshold density. That is, when the density of disks exceeds a certain threshold, a
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Figure 4.7 A two-dimensional random geometric graph with N = 500 nodes and average degree
〈k〉 = 5. After [DC02].

spanning cluster appears, consisting of a finite fraction of the nodes that can exchange

messages between them. No exact analytical derivation of the percolation threshold

is known. However, the threshold is known numerically from simulations. Assuming

that unit diameter disks are placed randomly in the plane with density ρ, the critical

density is ρc ≈ 0.676 [BH94, SA94].

The network above has been presented as a geometrical object. However, it can also

be represented by a graph. Consider the following construction: place nodes randomly

in the plane and then connect each pair of nodes only if the distance between them

is at most one unit. This graph is usually referred to as the unit disk graph or the

random geometric graph (see Figure 4.7 for illustration). Using the above criterion,

we can calculate the average degree at the critical threshold, resulting in 〈k〉c = 4.52

(for further information and the results for higher dimensions, see [DC02]).

To simplify algorithms running in ad hoc networks, sometimes it is not desirable

to use all edges of the unit disk graph, since cliques are abundant in this graph.

To simplify the graph without affecting its connectivity, we can use some known

constructions that allow the dilution of edges. One well-known construction is the

Gabriel graphs, where an edge between two nodes i and j , located at points Ri

and R j , exists only if the disk whose diameter is the line connecting the nodes Ri R j

contains no other nodes. It can be proven that this graph has exactly the same clusters

as the full unit disk graph. However, it is not as dense as the original unit disk graph.

To learn about more properties of the Gabriel graph and for algorithms for ad hoc

networks, see, for example, [KWZZ03, KZ03].
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(a) n = 0, N = 5 

(b) n = 1, N = 25
(c) n = 2, N = 125

Figure 4.8 An illustration of the construction of a hierarchical network. Starting from a cluster of
N = 5 nodes (a) at generation n = 0, the cluster is then duplicated four more times, and
(b) each of the new duplicates is connected to the central node of the original cluster. At
this generation, n = 1, the number of nodes is N = 25. The process is then repeated
another time (c) for generation n = 2, leading to a network with N = 125 nodes. The
process can be continued until the desired generation or size is reached. This network
has a power-law degree distribution with exponent γ = 1+ ln 5/ ln 4 ≈ 2.16. After
[RB03].

4.7 Hierarchical and fractal networks

Other than the degree distribution, geography, correlations and clustering, many other

properties of a network can be considered. These properties lead to other classes of

networks, many of which present rich and interesting behavior. One of the most

interesting properties is the behavior of networks at different scales. Between the

single node and full network levels, there may be many orders of magnitude. At

each of these levels, the network may present a different behavior. The properties of

clustering and degree-degree correlations are pronounced only at the single node or

the several node level, whereas other properties, such as geographical embedding,

are pronounced at all levels.

One class of networks that present interesting behavior at all orders of magnitude

is the class of hierarchical networks. This class contains scale-free networks that are

built by a recursive rule. This rule may be deterministic or stochastic. Applying this

rule repetitively produces a network yielding a similar structure at several different
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orders of magnitude. Many such models have been proposed. Several examples

are presented in [DGM02a, JKK02, RB03, Rb04]. Several classes of networks in

nature, such as many biological networks [RSM+02] have been shown to present

hierarchical structures. Figure 4.8 presents an example of a hierarchical scale-free

network construction.

Fractal networks are a special case of networks with structures at every order of

magnitude. They behave similarly at different orders of magnitude (at least statisti-

cally). Several networks in nature in fact show fractal features. A closer look at the

properties of these networks will be presented in Chapter 7.

Spatially embedded networks present an important field of research, as many real-

world networks are spatially embedded. In most of these networks, long-range links

incur costs, and therefore there is a correlation between the geographical locations

of neighboring nodes. For some models of spatially embedded networks see also

[HBP03].

Exercises

4.1 Using the methods described in Section 4.2, find the average distance

between nodes for a small-world network in a general dimension with a

general k.

4.2 A bipartite network is a network with two sets of nodes, where nodes

of each set are only connected to nodes from the other set. These nodes

can represent two types of objects. For instance, the network of scientific

collaboration can be represented by nodes representing scientists and

nodes representing papers. Each scientist’s node is connected to the nodes

of the papers the scientist coauthored. For more information on bipartite

networks, see, for example, [NSW01].

Consider a random bipartite network having degree distributions Pa(k)

and Pb(k) for nodes of type a and b, respectively.

(a) What relation must hold between Pa(k) and Pb(k)? (Hint: Every link

must connect one node of each type).

(b) Devise a model similar to the configuration model (Section 4.3) for

random bipartite graphs with given degree distributions (assuming

they fulfill the condition in (a)).

4.3 A network can be constructed from a single set, a, of nodes of a bipartite

network by connecting nodes of type a if they share a neighbor (from

set b).
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What is the degree distribution obtained by applying this process on a

random bipartite network with degree distributions Pa(k) and Pb(k)?

4.4 For degree-degree correlated networks, what equation should the proba-

bility function P(k2|k1) satisfy? (See Section 4.4.)

4.5 Consider the following hierarchical construction: start from a pair of

nodes connected by a link. At every generation add to each node, i ,

having degree ki , ki new links, each leading to a new node of degree 1.

(a) What is the number of nodes after n generations?

(b) What is the limiting degree distribution?

4.6 Using geometric considerations, calculate the probability of a node in a

random geometric graph with density ρ to have k neighbors. That is, find

the degree distribution of a random geometric graph.

4.7 Use geometric considerations to calculate the clustering of a random

geometric graph with density ρ (see [DC02]).



5 Growing network models: the
Barabási–Albert model and its variants

Many properties of real-world networks have been considered so far: the degree

distribution, clustering, diameter, etc. However, the treatment of these properties has

been rather ad hoc, i.e., each new property found has been incorporated into a simple

static model. This approach has several disadvantages.

� We cannot be sure that the ensemble we use is the correct one for the problem. Usu-

ally, we try to take the largest or simplest ensemble having the desired properties.

However, this may not apply to real-world networks.
� Real-world networks are usually dynamical, whether over a short time span, such

as the Internet and WWW, or over a long (evolutional) time span. The classes

of networks discussed so far are static, and actually are distinct for each N . No

dynamical evolution of the network is incorporated.
� The equilibrium models provide no indication as to why the network received its

observed properties. So far, we have treated these properties as given.

In this chapter, we attempt to address these problems by presenting models for network

creation and evolution. These growth models reproduce several observed properties

of real-world networks using simple ideas. Most of these models are based on the

simple Barabási–Albert model that is presented next.

5.1 The Barabási–Albert model

The Barabási–Albert model [BA99] is based on two simple assumptions regarding

network evolution.

(i) Growth: new nodes are being added to the network, where each new node is

connected to m existing nodes.

(ii) Preferential attachment: this is the heart of the model. Each new node is

connected to existing nodes with a probability proportional to its existing degree.

In a more rigorous manner, consider a network evolving in time, t , where at each time

unit a new node is added to the network and connected to m existing nodes, where
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the probability of connecting to an existing node, i , �(i) is given by

�(i) = ki∑
j k j

. (5.1)

The initial kernel at time t = 0 is usually assumed to be connected, but the details

of its structure have only a small effect on the final result. Examples of possible

selections are a single node or a clique of m + 1 nodes.

5.1.1 Analysis

There are several methods for analyzing the results of the Barabási–Albert model.

The simplest method is a mean-field analysis originally described in [BA99]. In this

method the degree of each node is treated as a single-valued function of its creation

time, s, and the current time, t . A dynamical equation is written for the degree of

each node:

∂ks

∂t
= m

ks∑N−1
j=1 k j

, (5.2)

where N is the (current) number of nodes. Since at each time unit a new node is formed

and connected to m other nodes, 2m links are added at each time unit. Therefore, the

total number of links is
∑N−1

j=1 k j = 2mt (assuming the network started at time t = 0

with m self loops). This leads to

∂ks

∂t
= ks

2t
, (5.3)

with the initial condition ks(t = s) = m (except for the first node, where the degree

begins with 2m), the solution being ks = m(t/s)1/2. Using the transformation between

the variables s and k (see Appendix A), and noting that since the rate of new node

creation is 1 (i.e., p(s) = 1/t), one obtains

p(k) = p(s)

∣∣∣∣ds

dk

∣∣∣∣ = 2m2

k3
, k < t . (5.4)

Thus, this model leads to a power-law degree distribution, with γ = 3.

Other methods for analyzing this model using tools from statistical physics include

the master equation approach [DMS00] and the rate equation approach [KRL00]. We

will discuss the master equation approach here. The interested reader is referred to

[KRL00] for the rate equation approach.

In the master equation approach, an equation is written for the probability that

a node, s, has degree k at time t . This approach is more accurate than the mean-

field approach, since it allows the degree of each node to be selected from some
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distribution, rather than being a deterministic function of the creation and current

times. This approach does, however, assume that the node degrees are independent

random variables, and are not correlated between them. The master equation is:

p(k, s, t + 1) = k − 1

2t
p(k − 1, s, t)+

(
1− k

2t

)
p(k, s, t), (5.5)

where p(k, s, t) is the probability of a node born at time s to be of degree k at time t .

The two terms represent the probability of a node having degree k − 1 gaining a new

link and of a node having degree k gaining a new link, respectively. It is assumed that

at time t = 1, a pair of nodes, s = 0, 1, connected by a link is present. Therefore,

the initial condition is p(k, s = 0, 1, t = 1) = δk,1 and the boundary condition due

to the formation of new nodes is p(k, t, t) = δk,1. Equation (5.5) may be rewritten in

the form

2t[p(k, s, t + 1)− p(k, s, t)] = (k − 1)p(k − 1, s, t)− kp(k, s, t) . (5.6)

Passing to the continuous limit in t and k, we obtain

2t
∂p(k, s, t)

∂t
+ ∂[kp(k, s, t)]

∂k
= 0 (5.7)

and

∂[kp(k, s, t)]

∂ ln
√

t
+ ∂[kp(k, s, t)]

∂ ln k
= 0 . (5.8)

The solution of Eq. (5.8) is kp(k, s, t) = δ(ln k − ln
√

t/s + constant). The bound-

ary condition is fulfilled if it is of the following form

p(k, s, t) = δ(k −
√

t/s) . (5.9)

Therefore, we see that the transition to the continuous limit in the master equation

leads to the δ-function form of the degree distribution of individual nodes.

The main quantity of interest is the total degree distribution of the entire network,

P(k, t) = 1

t + 1

t∑
s=0

p(k, s, t) . (5.10)

In the continuous approximation, the stationary degree distribution is of the form

P(k) = P(k, t →∞) = lim
t→∞

1

t

∫ t

0
ds p(k, s, t) . (5.11)

Inserting the obtained expression for p(k, s, t), Eq. (5.9), into Eq. (5.11), one obtains

the continuous approximation result for this model [BA99, BAJ00],

P(k) = 2/k3 . (5.12)
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The rate equation approach focuses on the number of nodes of degree k, Nk(t),

rather than on the dependence of the degree on the birth and current times. In [KRL00]

a non-linear growing model (see Section 5.2.1) is studied using this method, giving

the Barabási–Albert model as a special case.

5.2 Variants of the Barabási–Albert model

The Barabási–Albert model is characterized by producing a power-law degree distri-

bution using a very simple model. However, it should be viewed as a simplification

of reality, since it does not take into account many properties of evolving real-world

networks. Some of these properties are correlations between different nodes, stem-

ming from some sort of internal properties, the changing nature of nodes over time

(aging), and non-linear preferential attachment effects. Furthermore, the phenomenon

of preferential attachment assumes use of linear preference in the existing degree.

Although this seems very plausible, an explanation is still necessary as to why such

linear preferential attachment is expected.1

5.2.1 Non-linear growing models

Some studies of the effect of deviating from the linear attachment rule can be found

in [DMS01c, KR01, KRL00]. In [DMS01c] the effect of a shifted linear preference

rule,

�(i) = ki + A∑
j (k j + A)

, (5.13)

for some constant A is studied.

The solution of the shifted linear model leads to a degree distribution 2 P(k) ∼ k−γ ,

with

γ = 3+ A

m
, A > −m, (5.14)

where the restriction A > −m guarantees that a new node can connect to every

existing node with a positive probability. As can be seen from Eq. (5.14), this model

leads to a power-law degree distribution with 2 < γ <∞. Naturally, γ cannot obtain

1 For a study showing that linear preferential attachment actually exists in evolution, see [EL03].
2 In fact, in [DMS01c] a more general model is investigated with the possibility of other, “virtual,” links.
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a value of 2 or less since the total number of links is proportional to the number of

nodes. However, other than that restriction, this model leads to a tunable power-law

degree distribution. This indicates that the model is not stable in the produced degree

distribution, i.e., any small deviation from the perfectly linear preference leads to a

different behavior of the tail of the degree distribution.

The case of a mixed preferential attachment model, where at every stage some

of the links are connected according to a preferential attachment rule and some

are connected randomly, is very similar to the shifted linear preferential attach-

ment, since in both cases, an intrinsic attractivity competes with the preferential

attachment.

Another possible extension of the preferential attachment model is a non-linear

preferential attachment law [KR01], where the simplest form is a non-linear power

law

�(i) = kα
i∑
j kα

j

. (5.15)

In the case where α �= 1, the growth model no longer leads to a power-law degree

distribution. In fact, several regimes exist; in each a different behavior is observed.

� In the sublinear regime, where α < 1, a power-law degree distribution with an

exponential cutoff occurs. This implies that the sublinear preferential attachment

is not strong enough to produce a pure power-law degree distribution.
� The linear case α = 1 leads to a tunable exponent degree distribution with 2 <

γ <∞, as discussed above. The pure linear case, in which the additive constant

A = 0 is a special point in this regime, corresponds to the original Barabási–Albert

model with γ = 3.
� In the super-linear regime, α > 1, a “condensation” to a gel-like state occurs. This

regime is the extreme case of the “winner takes all” principle, where a single node

is connected to almost all nodes in the network. Again, the power law disappears,

and a degenerate form of a degree distribution appears, where a single node has

degree of order O(N ). See [KRL00] for details.

Thus, it can be seen that the models that produce a power-law degree distribu-

tion represent a narrow regime around the linear preferential attachment line. The

original Barabási–Albert model is a single point on this line. Therefore, the exis-

tence of so many power-law networks, or nearly power-law networks, seems to

indicate some natural attraction towards the linear preferential attachment regime

(see [EL03, JNB03, PVV01] for some direct observation). An example of a mech-

anism attempting to account for the linear preferential attachment is described in

Section 5.2.3.
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5.2.2 Rewiring and aging

The assumption that nodes and the links between them remain static throughout the

life of the network seems inappropriate for most real-world networks. Routers and

whole networks in the Internet have been added, removed, and replaced throughout

the years. Links are added and removed between routers. The WWW is highly

dynamic, with the contents of pages and websites changing daily, and sometimes

hourly. Webpages may disappear or change dramatically, and links are easily removed

and added even for long-existing pages. Similar changes appear in transportation and

man-made networks. Links and nodes in biological networks also change in time,

mainly through the slow process of evolution.

To account for all these changes, several models have been proposed, containing

effects such as rewiring, where existing links may be deleted or replaced with other

links, and also links between existing nodes may appear at any time (whereas, in

the Barabási–Albert model the links are only added when a new node appears).

Another effect that may be taken into account is aging – where the attractiveness

of a node not only depends on its current degree, but also decays with time. This

models the decrease in a node’s appeal as it becomes older, compared with the new

competition. For a survey of results for many of the above models, see, for example,

[DM02, DM03].

5.2.3 Copying models

A possible mechanism for the preferential attachment observed in many networks is

suggested in [KR05]. Consider a citation network, where each new node, representing

an article, cites some of the previous work. Whenever authors cite a previous article,

assumed to be chosen at random, they may also, with some probability, cite one of

the references of the cited article. The probability of selecting an article for citation

using the copying mechanism is approximately proportional to the number of articles

citing it. This induces a natural form of linear preferential attachment, which leads to

power-law degree distributions.

A variant of this model is the case where a new node copies all the links of an

existing node. This is believed to be relevant for genetic networks, where genes are

sometimes duplicated. Therefore, all the function and interaction patterns are dupli-

cated with them. The genes then undergo specialization by slightly differentiating

themselves somewhat from their copy. This model again leads to approximate linear

preferential attachment and to power-law degree distribution.
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5.3 Linearized chord diagram (LCD)

The Barabási–Albert model contains some freedom in the way it is defined. Properties

such as the initial speed and the decision whether to recalculate the probability to con-

nect to every node after each link is added (when m > 1) can influence the ensemble

of networks formed by the model. Although, as stated above, these decisions have a

slight influence on the eventual degree distribution and on the macroscopic properties

of the network (such as the diameter and the robustness), they may be interesting for

some applications. In an attempt to devise a rigorous comparable model, Bollobás

and Riordan [BR04] suggested the linearized chord diagram (LCD) model. One inter-

esting feature of this model is that, at least in its common presentation, it is a static

model. However, it is closely related to the Barabási–Albert model, and has many

similar properties.

The LCD construction starts with 2N nodes (or 2m N nodes for some m) arranged

in a line. Then, a random matching of the nodes is selected, i.e., the nodes are chosen

pair by pair without replacement, until all nodes are paired. Then, the line is traversed

left to right (assuming the first node is located at the left) and the nodes and links

between them are modified using the following rule: starting at the first node, the

nodes are collected, until a node carrying a link going towards the left is reached. All

the nodes, starting from the first, up until this node, are unified into one supernode,

which will be a single node in the generated network. The process continues, starting

at the node immediately following the last unified one until no nodes are left. For a

general m, the same process is performed, unifying nodes into a supernode only after

m left-pointing links are encountered. An illustration can be seen in Figure 5.1.

Since every edge connects a pair of nodes, for one of which it points to the right, and

for the other it points to the left, exactly N (super)nodes are formed in the eventually

formed network. To determine the degree distribution of the (super)nodes, we will

use the following mean-field approximation. Take the i th node in the original line.

For simplicity we define the variable t = i/2N . Therefore, t changes in the range

0 ≤ t ≤ 1.

Since the matching on the nodes is random, the i th node has probability t of

linking to a node on its left and probability 1− t of connecting to a node on its right.

A supernode is formed when another supernode ends (via a left-pointing link), and

includes all the following right-pointing links and is finalized by the next left-pointing

link. The distribution of the number of nodes (and therefore also the links) in the

supernode is therefore geometric, with probability 1− t of continuing and probability

t of finalizing the supernode.3 Thus, the average degree of a supernode starting at

3 Note that t changes from node to node in the supernode. However, for large N values, this is negligible.
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Figure 5.1 Illustration of the LCD model. (a) The linear network with the original nodes. (b) Unifying
nodes into supernodes – each group ends with a link pointing leftwards. (c) The eventual
network: each of the groups in (b) forms a node in the eventual network.

linear node i is

∑
j

( j + 1)t(1− t) j = 1

t
. (5.16)

For simplicity, we assume that the degree of the supernode starting at node i is

always ki = 1/t . The probability that a node starts at node i is the supernode density

near node i , which is the inverse of the number of nodes in an average supernode

near i . Thus, the density of supernodes starting at t = i/2N is N (t) = 2Nt , and the

probability of a supernode starting at node i is P(t) = N (t)/N = 2t . The probability

of forming nodes having degree k is therefore (see Appendix A for an explanation)

P(k) = P(t)

∣∣∣∣ dt

dk

∣∣∣∣ = 2t

k2
= 2k−3, (5.17)

which is exactly the same as in the Barabási–Albert model.

The long-tailed nature of the degree distribution in the LCD model results from the

bias of the probability of a link to point left or right according to its linear location.

The “old” nodes (small t) tend to have a high degree, since the probability of a link

starting there to point left is low. On the other hand, “new” nodes (t close to 1) tend to

have few links, most of which point right, i.e., to older supernodes. For a more exact

analysis of the LCD model, see [BR04].
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5.4 Fitness models

One property of the Barabási–Albert model and its variants is the conservation of

the hubs over time. A latecomer node will have an exceedingly small probability

of obtaining the highest (or one of the highest) degrees. The maximum degree will

almost certainly belong to the chronologically first node (or one of the first nodes).

However, in real-world networks, some nodes may overthrow the older nodes owing

to their high internal fitness. Internal fitness models have been proposed to model

this property of real-world networks [BB01].

In the model presented in [BB01], it is assumed, similarly to the Barabási–Albert

model, that at every time step a node is added to the network along with m links

connecting this node to existing nodes. Each node, i , is also assigned a fitness

parameter, ηi , chosen from a distribution ρ(η). The probability that a newly formed

node will connect via one of its links to an existing node j is proportional to both

node j’s fitness and its current degree:

�i = η j k j∑
� η�k�

. (5.18)

This model can be mapped to a Bose–Einstein gas [BB01] using the following

mapping. Every node is assigned an energy level εi = −(1/β) ln ηi , where β ≡ 1/T

plays the role of the inverse temperature. The addition of a new node, i , is modeled as

the introduction of a new energy level, εi , as well as the introduction of 2m particles,

corresponding to the 2m ends of the links added. Each edge added corresponds to

the addition of two particles to the appropriate energy levels of both its end nodes.

Once these particles are added, they can no longer change state, which is different

from standard thermodynamic treatment. However, at the limit of t →∞, the model

converges to a thermodynamic equilibrium state.

Consider the number of particles at level εi (corresponding to a node added at time

i) at time t . The rate equation for this number of particles is

∂ki (εi , t, i)

∂t
= m

e−βεi ki (εi , t, i)

Zt
, (5.19)

where Zt corresponds to the partition function (or normalization factor) at time t ,

which is

Zt =
t∑

j=1

e−βεi ki (εi , t, i) . (5.20)

Assume that the degrees ki follow a power law (the consistency of this assumption

will follow later)

ki (εi , t, i) = m

(
t

i

) f (εi )

, (5.21)
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for some function of the energy level, f (εi ). Since η is chosen from the probability

distribution ρ(η), the energy is distributed according to g(ε) = βρ(e−βε)e−βε . The

average partition function can then be determined by averaging over the energy levels

and the node formation times:

〈Zt 〉 =
∫

dεg(ε)
∫ t

1
dt0e−βεk(ε, t, t0) ≈ mt

z
, (5.22)

where,

z−1 =
∫

dεg(ε)
e−βε

1− f (ε)
. (5.23)

A chemical potential, μ, satisfying e−βμ, can now be defined. In the limit of t →∞,

using Eqs. (5.22) and (5.23), we obtain

e−βμ = lim
t→∞

〈Zt 〉
t

. (5.24)

Using Eqs. (5.19) and (5.24), Eq. (5.21) leads to

f (ε) = e−β(ε−μ) . (5.25)

Using Eqs. (5.23) and (5.25), it follows that the chemical potential is the solution of

I (β,μ) ≡
∫

dεg(ε)
1

eβ(ε−μ) − 1
= 1 . (5.26)

In spite of the inertness of the “particles,” at t →∞ the obtained expression is the

same expression obtained for a Bose–Einstein gas, where g(ε) represents the level

statistics, and n(ε) = (eβ(ε−μ) − 1)−1 is the level occupation.

As in a Bose–Einstein gas, the chemical potential is always non-positive, and

thus I (β,μ) obtains its maximum when μ = 0. If I (β, 0) < 1, no solution exists for

Eq. (5.26), and the continuous treatment breaks down. This leads to the well-known

Bose–Einstein condensed phase. In Bose–Einstein condensation the continuum

approximation of the level statistics breaks down, since a finite fraction of the particles

in the system occupy a single level – the lowest energy level. In this case the mass

conservation equation

2mt =
t∑

i=1

k(εi , t, i) = mt + mt I (β,μ), (5.27)

becomes

2mt = mt + mt I (β,μ)+ n0(β), (5.28)

where n0(β) is the fraction of particles occupying the lowest energy level. Thus, n0(β)

can be deduced from the equation

n0(β)

mt
= 1− I (β, 0) . (5.29)
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Figure 5.2 (a) The mapping of the fitness model to a Bose gas. (b) The fit-get-rich (FGR) phase,
where the fittest nodes become the hubs. (c) The condensed phase, where a single node
gets a finite fraction of all links in the network. After [BB01].

Three possible phases exist for this system.

(i) The scale-free phase: when all nodes have the same fitness, ρ(η) = δ(η − 1), or

g(ε) = δ(ε). In this case the fitness has no influence on the model, and only the

preferential attachment is pronounced. Therefore, the treatment is exactly the

same as in Section 5.1, and the degree distribution obtained there, P(k) ∼ k−3,

is obtained.

(ii) The fit-get-rich phase: at the thermodynamic limit, t →∞, the high fitness

nodes become the hubs. The degree distribution can be deduced using Eq. (5.21).

The degree of the highest fitness nodes scales as k(εmin)/(mt) ∼ t f (εmin)−1. The

tail of the degree distribution is determined by the behavior of ρ(η) at η →∞.

(iii) The condensed phase: when I (β, 0) < 1 a finite fraction of the links connect

to the single node with highest fitness. Indeed, consider a network with level

statistics g(ε) = Cεθ , 0 < ε < εmax where C is the normalization factor, C =
(θ + 1)/εθ+1

max . The integral in Eq. (5.26) then becomes

I (β, 0) = θ + 1

(βεmax)θ+1

∫ βεmax

βεmin(t)
dx

xθ

ex − 1
. (5.30)
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Extending the integration limits from zero to infinity and comparing the integral

to one, it can be seen that a lower bound for the transition temperature, TBE =
1/βBE is

TBE > εmax[ζ (θ + 1)�(θ + 2)]−1/(θ+1), (5.31)

where ζ (x) is the Riemann zeta function of x . Thus, the transition to the Bose–

Einstein condensate phase occurs at some finite temperature.

A schematic illustration of the mapping of the fitness model to the Bose–Einstein

gas, and of the different phases can be seen in Figure 5.2. Note that the temperature in

this model is not a feature of the fitness distribution or any other topological parameter.

It is merely a parameter used for the mapping to the gas model, and therefore the

actual topological structure of the network does not depend on the choice of T , but

rather on ρ(η) alone. Therefore, each choice of T would eventually lead to the same

topological structure.

Exercises

5.1 Solve the model of shifted linear preferential attachment (Section 5.2)

and find the degree distribution of the formed networks (see [DMS01c]

for a solution).

5.2 A network grows by adding nodes, where every new node is connected

randomly to an existing node, and then with probability p to a neighbor

of its neighbor. Using a mean-field approach, find the degree distribution

and clustering coefficient of the formed network.

5.3 In a network growth model, at every time step a new node is added, and

it is connected to m nodes, where each link is connected according to

the linear preferential attachment rule (Eq. (5.1)) with probability p, and

to a random existing node with probability 1− p. Map this model into

a shifted linear preferential attachment model (Section 5.2) and find the

degree distribution (see [DMS01c] for a solution).

5.4 Write the rate equations for Nk , the number of nodes of degree k in the

Barabási–Albert model, and solve them to obtain the degree distribution

of the network (see [KRL00] for a solution).

5.5 Solve the model of preferential attachment with �( j) ∝ kα
j (Section 5.2)

and find the degree distribution of the formed networks for the different

regimes of α (see [KRL00] for a solution).
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6 Distances in scale-free networks: the ultra
small world

6.1 Introduction

It is well known [AJB99, Bol85, CL01, BNKM01] that random networks, such as

Erdős–Rényi networks [ER59, ER60] as well as partially random networks, such

as small-world networks [WS98], have a very small average distance (or diameter)

between nodes, which scales as d ∼ ln N , where N is the number of nodes. Since

the diameter is small even for large N values, it is common to refer to such networks

as “small-world” networks. Many natural and man-made networks have been shown

to possess a scale-free degree distribution, including the Internet [FFF99], WWW

[AJB99, BKM+00], metabolic [JTA+00] and cellular networks [JMBO01], as well

as trust cooperation networks [GGA+02] and email networks [EMB02]. For more

details, see Chapter 3.

The question of the diameter of such networks is fundamental. It is relevant in many

fields regarding communication and computer networks, such as routing [GKK01b],

searching [ALPH01], and transport of information [GKK01b]. All these processes

become more efficient when the diameter is smaller (see, e.g., [LCH+06]). It might

also be relevant to subjects such as the efficiency of chemical and biochemical pro-

cesses and the spreading of viruses, rumors, etc. in cellular, social, and computer

networks. In physics, the scaling of the diameter with the network size is related to

the physical concept of the dimensionality of the system, and is highly relevant to

phenomena such as diffusion, conduction, and transport in general. The anomalous

scaling of the diameter in these networks is expected to lead to anomalies in dif-

fusion and transport phenomena on these networks. In this chapter, we investigate

the diameter of scale-free random networks and show that it is significantly smaller

than the diameter of regular random networks. We show that scale-free networks

with 2 < γ < 3 have diameter d ∼ ln ln N and thus can be considered as “ultra

small-world” networks [CH03].

The psychologist Stanley Milgram [Mil67] was the first to study the diameter of a

real social network. In the 1960s he conducted research on the social distance between

individuals in the USA by sending letters to random individuals in Nebraska, asking

each of them to try to forward the letter to another random individual in Boston by
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C

A

B

Figure 6.1 An illustration of distances in graphs. In this example, d(A, B ) = 2, d(A, C ) = 3,
d(B, C ) = 2. The sum of all distances in this graph is 52 and there are 30 (ordered) pairs
of nodes. Therefore, the diameter (average distance) is 52/30 ≈ 1.733. The maximum
distance is 3.

the shortest path they could come up with, and only to transfer the letters through

people they were acquainted with on a first-name basis. Of those letters that reached

their destination, the average distance traveled was about 6 hops. This phenomenon

has come to be known as the “six degrees of separation,” and is the basis of many

books, a play, and many other studies.

We define the average diameter of a graph as the average distance between all pairs

of nodes in the graph (unlike the usual mathematical definition of the diameter as the

largest distance between two nodes). Since no embedding space is defined for these

networks, the distance denotes the shortest path between two nodes (i.e., the smallest

number of hops (over links) needed to reach one node from the other). See Figure 6.1

for an illustration of distances in graphs. If the network is fragmented, we will only

be interested in the diameter of the largest cluster (assuming there is one).

To estimate the diameter, we will study the radius of such graphs. We define the

radius of a graph as the average distance of all nodes on the graph from the node

with the highest degree in the network (if there is more than one such node, we will

arbitrarily choose one of them). The diameter of the graph, d, is restricted to:

r ≤ d ≤ 2r, (6.1)

where r is the radius of the graph, defined as the average distance 〈l〉 between the

highest degree node (the “origin”) and all other nodes.

A scale-free graph is a graph having degree distribution, i.e., the probability that a

node has k links (see Eq. (2.2))

P(k) = ck−γ , k = m, m + 1, . . . , K , (6.2)

where c ≈ (γ − 1)mγ−1 is a normalization factor, and m and K are the lower and

upper cutoffs of the distribution, respectively. The ensemble of such graphs has been
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defined in [ACL00]. However, we will refer here to the ensemble of scale-free graphs

with the “natural” cutoff1 K = m N 1/(γ−1) (Eq. (2.4)).

6.2 Minimal distance networks

We begin by showing that the lower bound on the diameter of any scale-free graph with

γ > 2 is on the order of ln ln N . Then, we show that for random scale-free graphs

with 2 < γ < 3, the diameter actually scales as ln ln N . For γ > 3, the diameter

scales as d ∼ log N , similar to ER networks. Thus, random scale-free networks can

be regarded, in this aspect at least, as a generalization of ER networks.

One can clearly see that the smallest diameter for a graph with a given degree

distribution is found by the following construction: start with the highest degree

node, and then in each layer attach the next highest degree nodes until the layer is

full. By construction, loops will occur only in the last layer. This structure is somewhat

similar to a graph with assortative mixing [New02a], – since high-degree nodes tend

to connect to other high-degree nodes.

In this kind of graph the number of links outgoing from the lth layer (nodes at

distance l from the origin), χl , equals the total number of nodes with degrees between

Kl , which is the highest degree of a node not reached in the lth layer, and Kl+1, which

is the same for the l + 1 layer (see Figure 6.2). This can be described by the following

equation:

χl = N

∫ Kl

Kl+1

P(k)dk ≈ mγ−1 N K 1−γ

l+1 . (6.3)

The number of links outgoing from the l + 1 layer equals the total number of links

in all the nodes between Kl and Kl+1 minus one link at every node, which is used to

connect to the previous layer:

χl+1 = N

∫ Kl

Kl+1

(k − 1)P(k)dk ≈ γ − 1

γ − 2
mγ−1 N K 2−γ

l+1 . (6.4)

Solving those recursion relations with the initial conditions K0 = N 1/(γ−1) and χ0 =
K0 leads to:

χl = a(γ−1)(1−ul ) N 1−ul+1
, (6.5)

1 This cutoff is chosen since this is the “natural” cutoff of the network, due to the finite size of the system,
if no external limitation is imposed, see [CEbH00, DMS01a]. However, as can be seen from Eqs. (6.7)
and (6.10), every cutoff above

√
N will give similar results. For the deterministic graphs, every power

of N will give similar results.
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Figure 6.2 Illustration of the exposure process. The large circle denotes the exposed fraction of the
giant component, whereas the small circles denote individual nodes. The nodes on the
right have not been reached yet. (a) The structure after the exposure of the l th layer.
(b) The structure after the exposure of the l + 1 layer. After [CH03].

where a = (γ − 1)/(γ − 2)m, u = (γ − 2)/(γ − 1), and

Kl = m(χl/N )
1

1−γ . (6.6)

To bound the radius, r , of the graph, we will assume that the low-degree nodes are

connected randomly to the center. We choose some degree 1 � k∗ ≈ (ln ln N )1/(γ−1).

We can use Eq. (6.6) to show that if l1 ≈ ln ln N/ ln(γ − 2), then Kl1 < k∗, so nodes

with degrees k ≥ k∗ would have been reached with probability approaching 1 in the

first l layers.2 On the other hand, if we start uncovering the graph from any node –

provided that it belongs to the giant component – then at a distance l2 from this node,

there are at least l2 links. The probability that none of those links will lead to a node

2 Note that since there are O(N ) nodes of degree 1 and 2, there are nodes of degrees that are at a longer
distance from the core than ln ln N , and, in fact, the longest distances are of order ln N [CL01]. However,
the majority of nodes are at distance O(ln ln N ), and this is also the average distance.
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of degree k∗ decays as (1− k∗P(k∗)/ 〈k〉)l2 . So, assuming k∗γ−1 � l2 � ln ln N , we

will, with high probability, reach a node of a degree at least k∗ at distance l2 from

almost every node. Since l = l1 + l2, all those nodes are at a distance of order ln ln N

from the highest degree node; this is the behavior of the radius of the graph. Thus,

ln ln N is a lower bound for the diameter of scale-free networks, and by applying

this approach, one can generate scale-free networks of this smallest diameter, for any

γ > 2.3

For γ = 2 the construction is somewhat similar to the condensate obtained in

[BB01]. In this case, the highest degree node has O(N ) neighbors; therefore, a finite

fraction of the nodes will connect to this node, and all the rest can be connected at

the second layer. Thus, the distance is constant and independent of N .

6.3 Random scale-free networks

In the following, we present analytical arguments showing that the behavior of d ∼
ln ln N is actually achieved in random non-correlated scale-free graphs with 2 < γ <

3. Non-correlated networks are networks in which the degree of a node reached by

following a link is independent of the degree of the node at the other side of that link.

One can view the process of uncovering the network (which is the same as building

it) by following the links one at a time. For simplicity, let us start with the node having

the highest degree (which is also guaranteed to belong to the giant component), whose

degree is proportional to N 1/(γ−1) [CEbH00, DMS01a]. Next, we expose the layers,

l = 1, 2, 3, . . ., one at a time. To this end, we consider the graph as built from one

large developing cluster, and nodes that have not yet been reached (they can also

belong to the giant component or not belong). Molloy and Reed [MR98] considered

the graph similarly.

After layer l is explored, the distribution of the unreached nodes changes (since

most high-degree nodes are reached in the first layers). To take this into account,

we assume that the lth layer has χl outgoing links. The distribution of degrees, after

uncovering some of the edges, changes to P ′(k) ≈ P(k)exp(−k/Kl) [MR98]. In the

limit of large N and large Kl values, we will assume that after exploring this layer, the

highest degree of the unvisited nodes is of order Kl , where χl and Kl are functions

of l that will be determined later.

3 It should be noted that while this is the behavior for the average distance, the maximum distance in
random scale-free graphs with m < 3 is larger, and scales as log N . This is due to the fact that almost
every node, but not every node, is close to high-degree nodes. Some nodes may require as many as
O(log N ) steps to reach a high-degree node. See [CL01] for details.
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Let us now consider the l + 1 layer. There is a new threshold function, that is, the

new distribution of unvisited nodes is like a step function – almost P(k) for k < Kl+1

and almost 0 for k > Kl+1. The reason is as follows. A node with degree k has a

probability of p = k/(N 〈k〉) of being reached by following a link.4 If there are χl

outgoing links, then if pχl > 1, we can assume that (in the limit N →∞) the node

will be reached in the next level with probability 1. Therefore, all unvisited nodes with

degree k > N 〈k〉 /χl will definitely be reached in the next layer. On the other hand,

almost all the unvisited nodes with degree k < N 〈k〉 /χl will remain unvisited in

the next layer. Therefore, their distribution will remain almost unchanged. It follows

from those considerations that the highest degree of the unexplored nodes in the l + 1

layer is determined by:

Kl+1 ≈ N 〈k〉 /χl . (6.7)

In the lth layer, the number of loops, i.e., the number of links connecting two nodes

of the lth layer and the number of nodes in the l + 1 layer connected to more than one

node in the lth layer is proportional to χ2
l /(〈k〉 N ). As long as χl is not of order N ,

this fraction is smaller in order than χl . Thus, we can safely assume that loops can be

neglected until the last shells have been reached. Similar arguments have been used

in [CEbH00].

In the l + 1 layer, all nodes with degree k > N 〈k〉 /χl will be exposed. Since the

probability of reaching a node via a link is proportional to k P(k), the average degree

of nodes reached by following a link is κ ≡ 〈
k2

〉
/ 〈k〉 (see Chapter 9). For scale-free

graphs, κ can be approximated by [CEbH00],

κ =
(

γ − 2

γ − 3

)(
K 3−γ − m3−γ

K 2−γ − m2−γ

)
. (6.8)

This will be the average degree for nodes reached in this layer, whose degree is

k < N 〈k〉 /χl . Therefore, κ should be calculated using the new cutoff (6.7), from

(6.8), which follows κ ∼ K 3−γ

l+1 .

Using the above considerations, we can calculate the number of outgoing links

from the l + 1 layer. To this end, we consider the total degree of all nodes reached

in the l + 1 level. This includes all nodes with degree k, Kl+1 < k < Kl , as well as

other nodes with an average degree proportional to κ − 1 links (the −1 is due to one

link going inwards). Thus, the value of κ is calculated using the cutoff Kl+1. Loops

within a layer and multiple links connecting the same node in the l + 1 layer can be

neglected, since as long as the number of nodes in the layer are of an order less than

N , they are negligible in the limit N →∞. The two contributions can be written as

4 We assume that 〈k〉 for the unvisited nodes is fixed since it is controlled by the low-degree nodes whose
distribution is unchanged.
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the sum of two terms:

χl+1 = N

∫ Kl

Kl+1

(k − 1)P(k)dk + χl [κ(Kl+1)− 1]. (6.9)

Using P(k) ∝ k−γ and κ ∝ K 3−γ [CEbH00], it follows that χl+1 ∝ N K 2−γ

l+1 (where

both terms in Eq. (6.9) contribute the same order). This can be written as a second

recurrence equation:

χl+1 = AN K 2−γ

l , (6.10)

where A = 〈k〉mγ−2/(3− γ ) = (γ − 1)m/(γ − 2)(3− γ ).

Solving Eqs. (6.7) and (6.10) yields the result

χl ∼ A
(γ−2)l−1

γ−3 N 1− (γ−2)l+1

γ−1 , (6.11)

where χl is the number of outgoing links from the lth layer. Equation (6.7) then leads

to:

Kl ∼ A
(γ−2)l−1−1

3−γ N
(γ−2)l

γ−1 . (6.12)

Using the same considerations that follow Eq. (6.6), one can deduce that here also

d ≈ ln ln N/ ln(γ − 2). (6.13)

This result, Eq. (6.13), is consistent with the observations that the distance in the

Internet network is extremely small and that the distance in metabolic scale-free

networks is almost independent of N [JTA+00]. These results can be explained by

the fact that ln ln N is almost a constant over many orders of magnitude. The above

arguments show, however, that for a fixed distribution and very large values of N , no

scale-free graph with γ > 2 can have a constant diameter. However, for γ = 2, since

the highest degree node has order N links, we expect that for this case d ≈ constant.

For γ > 3 and N � 1, κ is independent of N , and since the second term of Eq. (6.9)

is dominant, Eq. (6.9) reduces to χl+1 = (κ − 1)χl , where κ is a constant depending

only on γ . This leads to the known result χl ≈ C(N , γ )(κ − 1)l and the radius of the

network is l ∝ ln N [NSW01].

For γ = 3, Eq. (6.9) reduces to χl+1 = χl ln χl . Taking the logarithm of this equa-

tion, one obtains ln χl+1 − ln χl = ln ln χl . Defining g(l) = ln χl and approximating

the difference equation yields a differential equation, g′ = ln g. This equation cannot

be solved exactly. However, substituting u = ln g, the equation reduces to

l =
∫ ln ln N

ln ln
√

N
eu−ln udu. (6.14)

The lower bound is obtained from the highest degree node for γ = 3, having degree

K = m
√

N . Thus, χ0 = m
√

N . The upper bound is the result of searching l for which
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χl ∼ N with lower order corrections. The integral in Eq. (6.14) can be approximated

by the steepest descent method, leading to

l ≈ ln N/(ln ln N ), (6.15)

for ln ln N � 1.

The above result, Eq. (6.15), was obtained rigorously for the maximum distance

in the Barabási–Albert (BA) model [BA99], having γ = 3 (for m ≥ 2) [BR02].

Although the result in [BR02] is for the largest distance between two nodes, their

derivation makes it clear that the average distance will also behave similarly. For

m = 1 in the Barabási–Albert model, the graph becomes a tree and the behavior of

d ∼ ln N is obtained [BR02, SAK02]. It should also be noted that for m = 1 the

giant component in the random model contains only a fraction of the nodes (while

for m ≥ 2 it contains all the nodes, at least in the leading order). The BA model, on

the other hand, is fully connected for every m. This might explain why exact trees

and BA trees are different from generalized random graphs.

6.4 Layer structure and Internet tomography – how far do
your emails travel?

In this section we describe the network structure by presenting the statistical properties

of layers surrounding the maximal connected node. First, we describe the process

of generating the network, and define our terminology. Then, we present the degree

distribution at each layer surrounding the maximally connected node. The results

presented here are based on [KCM+06].

6.4.1 Description

We base our construction on the Bollobás model [Bol85]. The construction process

tries to expose the network gradually, following the method introduced in the previous

sections, enabling us to define layers in the graph.

We set the number of nodes in the network, N , and associate degrees with the

nodes according to the scale-free distribution function P(k) = ck−γ , where c ≈
(γ − 1)mγ−1 is the normalizing constant and k is in the range [m, K ], for some

chosen minimal degree m and the natural cutoff K = m N 1/(γ−1) of the distribution

(see Section 4.3).

At this stage, each node in the network has a given number of outgoing links, which

we term open links (or “stubs”), according to its chosen degree. Let us define V as
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the set of N chosen nodes, C as the set of unconnected outgoing links from the nodes

in V , and E as the set of edges in the graph. Using these definitions, the set of links

in E is empty at this point, whereas the set of outgoing open links in C contains all

unconnected outgoing links in the graph. In the Bollobás construction [Bol80], the

links in C are randomly matched, such that at the end of the process, C is empty, and

E contains all the matched links 〈u, v〉, u, v ∈ V .

Instead, here we proceed as follows: we start from the maximal degree node,

which has a degree K , and connect it randomly to K available open links, thus

removing these open links from C (see Figure 6.3(a)). We have now exposed the first

layer (or shell) of nodes, indexed as l = 1. We now continue to fill out the second

layer l = 2 similarly. We connect all open links emerging from nodes in layer 1 to

randomly chosen open links. These open links may be chosen from nodes of layer

1 (thus creating a loop) or from other links in C . We continue until all open links

emerging from layer 1 have been connected, thus filling layer l = 2 (see Figure 6.3(b)).

Generally, to form layer l + 1 from an arbitrary layer l, we randomly connect all open

links emerging from l to either other open links emerging from l or chosen from the

other links in C (see Figure 6.3(c)). Note that when we have formed layer l + 1, layer

l has no more open links. The process continues until the set of open links, C , is

empty.

6.4.2 Theory

We now proceed to evaluate the probability for nodes with degree k to reside outside

the first l layers, denoted by Pl (k). The number of open links outside layer l is given

by:

Tl = N
∑

k

k Pl(k) . (6.16)

Thus, we can define the probability that a detached node with degree k will be

connected to an open link emerging from layer l by k/(χl + Tl), where χl is the

number of open links emerging from layer l (see Figure 6.3(b)).

Therefore, the conditional probability for a node with degree k to also be outside

layer l + 1, given that it is outside layer l, is the probability that it does not connect

to any of the χl open links emerging from layer l, that is:

P(k, l + 1|l) =
[

1− k

χl + Tl

]χl

≈ exp

(
− k

1+ Tl

χl

)
, (6.17)

for large enough values of χl .
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(a)

(b)
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K0 = c0

cl

Tl+1

T0

Tl

k

Sl+1, c l+1
c l

Figure 6.3 Illustration of the exposure process. The large circles denote exposed layers of the giant
component, whereas the small circles denote individual nodes. The nodes outside the
circles have not yet been reached. (a) We begin with the highest degree node and fill
out layer 1. (b) In the exposure of layer l + 1 any open link emerging from layer l may
connect to any open node (Tl links) or loop back into layer l (χl links). (c) The number of
links emerging from layer l + 1 is the difference between Tl and Tl+1 after reducing the
incoming links Sl+1 from layer l . After [KCM+06].
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Thus, the probability that a node of degree k will be outside layer l + 1 is:

Pl+1(k) = Pl(k)P(k, l + 1|l) = Pl (k)exp

(
− k

1+ Tl

χl

)
. (6.18)

Equation (6.18) yields the exponential cutoff:

Pl (k) = P(k)exp

(
− k

Kl

)
, (6.19)

where

1

Kl+1
= 1

Kl
+ 1

1+ Tl

χl

, (6.20)

gives the evolution of the cutoff with l.5

Now let us determine the behavior of χl and Sl , where Sl+1 is the number of links

incoming to the l + 1 layer (and approximately6 equals Nl+1, the number of nodes in

the l + 1 layer). The number of incoming links to layer l + 1 equals the number of

links emerging from layer l, minus the number of links looping back into layer l. The

probability for a link to loop back into layer l is

P(loop|l) = χl

χl + Tl
(6.25)

5 The exponential cutoff may also be derived using the following “mean-field” approximation. Each node
is treated independently, where the interaction between nodes is inserted through the expected number of
incoming links. At each node, the process is treated as equivalent to randomly distributing χl independent
points on a line of length χl + Tl and counting the resulting number of points inside a small interval of
length k. Thus, the number of incoming links kin from layer l to a node with k open links is distributed
according to a Poisson distribution with

〈kin〉 = k

χl + Tl
χl , (6.21)

and

Pl+1(kin|k) = e−〈kin〉 〈kin〉kin

kin!
. (6.22)

The probability for a node with k open links not to be connected to layer l, i.e., to also be outside layer
l + 1 is:

P(k, l + 1|l) = Pl+1(kin = 0|k) = e−〈kin〉 = exp

(
− k

1+ Tl
χl

)
. (6.23)

Thus, the total probability of finding a node of degree k outside layer l + 1 is:

Pl+1(k) = Pl (k)P(k, l + 1|l) = Pl (k)exp

(
− k

1+ Tl
χl

)
, (6.24)

and one obtains the exponential cutoff.
6 This holds true assuming that almost no node in layer l + 1 is reached by two links from layer l. This is

justified when m = 1, and also for the first layers if m > 1.
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and therefore

Sl+1 = χl

(
1− χl

χl + Tl

)
. (6.26)

The number of links emerging from all the nodes in layer l + 1 is Tl − Tl+1. This

is the sum of the number of incoming links from layer l into layer l + 1, which is

equal to the sum of Sl+1 and the number of outgoing links χl+1,

χl+1 = Tl − Tl+1 − Sl+1 . (6.27)

At this point we have the following relations: for Tl+1(Kl+1), Eq. (6.16) and

Eq. (6.19), for Sl+1(χl, Tl ), Eq. (6.26), for Kl+1(Kl, χl , Tl), Eq. (6.20), and for

χl+1(Tl, Tl+1, Sl+1), Eq. (6.27). These relations may be solved numerically.7 Note

that approximate analytical results for the limit N →∞ [CH03, CHb02, DMS03]

are given in the previous sections.

6.4.3 Simulations

Figure 6.4 shows results from simulations (symbols) for the number of nodes in layer

l, which, as can be seen, are in agreement with the analytical curves of Sl (lines).

We can see that starting from a given layer l = L ≈ 5, the number of nodes decays

exponentially. The layer index L is expected to be related to the radius of the graph.

It can be seen that Sl is a good approximation for the number of nodes at layer l. This

is true in cases when only a small fraction of nodes in each layer l have more than

one incoming link. An example of this case is when m = 1, so that most of the nodes

in the network have only one link. Figure 6.5 shows the results for Pl (k) with similar

good agreement between simulations and theory. Note the exponential cutoff, which

becomes stronger with l (i.e., Kl is a monotonically decreasing function of l).

It is important to note that the simulation results give the degree distribution for the

giant percolation cluster,8 whereas the analytical reconstruction gives the probability

distribution for the whole graph, including the finite clusters. This may explain

the difference in the probability distributions for lower degrees: many low-degree

nodes are not connected to the giant percolation cluster and therefore the probability

distribution derived from the simulation is smaller for low k values.

Similar results were found in real Internet maps and multicast trees [KCM+06].

Deviations from theory, which were observed for the Internet, may be attributed to

correlations in node degrees [New02a] and hierarchical structures [VPV02].

7 We begin with K0 = K (the natural cutoff of the network), χ0 = K0 = K , and P0(k) = ck−γ .
8 That is, the nodes to which there is a path from the highest degree node. See Chapters 9 and 10 for

further details.
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Figure 6.4 Top: approximate number of nodes, Sl , versus layer index l for a network with N = 106

nodes, γ = 2.85, and m= 1. Symbols represent simulation results, whereas solid lines
are the numerical solution for the derived recursive relations, Eqs. (6.27) and (6.20).
Bottom: from the semi-log plot, we see that there is an exponential decay of Sl for layers
l > L starting from a given layer L ≈ 5, related to the radius of the graph. After
[KCM+06].

6.4.4 Bounds and implications

The layer structure of the network has implications regarding several important topics.

Since messages in a communication network travel between neighboring nodes, the

internode distances are important in understanding network performance and message

routing. Another important subject is searching for nodes in a network. In [ALPH01],

an efficient method for searching via the network hubs is presented. This method is

based on going up the degree sequence, from each node to a higher degree node,

until the highest degree node is reached. Then, the search continues down the degree

sequence to increasingly lower degree nodes. This method allows for a much more

efficient search than a random one [ALPH01]. However, as we show below, no search

strategy based on local information can search a finite fraction of the network in less

than O(N ) steps (with possible logarithmic corrections). (See Chapter 18 for further

details.)

Some limits on the efficiency of such techniques can be obtained by using bounds

on the structure of scale-free networks as in [CH03]. These bounds follow from
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Figure 6.5 Log-log plot of Pl (k) for different layers l = 0, 1, 2, ... (from top to bottom), for a
network with N = 106 nodes, γ = 2.85, and m= 1. Symbols represent simulation
results, whereas solid lines represent a numerical solution for the derived recursive
relations. After [KCM+06].

the scale-free nature of the network, and are independent of the exact model for

network generation. Therefore, they apply to every network with a scale-free degree

distribution.

If we consider the fraction, A, of the most highly connected nodes, their fraction

of neighbors (relative to the network size), n1(A), cannot exceed
∫ K

f ck1−γ dk ≈
f 2−γ mγ−1(γ − 1)/(γ − 2), where f satisfies N

∫ K
f ck−γ dk = A. Hence, f =

m A1/(γ−1), and n1(A) ≤ m A(γ−2)/(γ−1)(γ − 1)/(γ − 2). Similarly, the number of

next nearest neighbors of these nodes cannot exceed n2(A) ≤ n1(n1(A)) ≤ (
m(γ −

1)/(γ − 2)
)(2γ−3)/(γ−1)

A(γ−2)2/(γ−1)2
. One can continue for the third nearest neighbors

and so on.

Since the number of lth nearest neighbors of a group of AN nodes behaves as

N A((γ−2)/(γ−1))l
, it follows that for A ∼ N−ε for any ε, no finite number of layers

can contain O(N ) nodes in the limit N →∞. One can therefore conclude that

the average distance between nodes in a scale-free network cannot be a constant.

Also, no searching of O(N ) nodes using less than O(N ) steps is possible. The second

conclusion is true, of course, only if no information other than lth nearest neighbors is

allowed for some constant l, and does not apply to methods such as the one suggested

in [WDN02], which can search in less than O(N ) steps owing to knowledge of some

distance metric. More details on searching in networks will be given in Chapter 18.
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Note that there are different methods of defining a shell structure in networks. A

straightforward generalization of the layer structure suggested above is the division

into layers by the distance from some arbitrary node, rather than the highest degree

one. A somewhat different division into shells is suggested in [CHK+07], where the

network is divided into shells according to the k-core structure. See Section 10.6 for

some details.

6.5 Discussion and conclusions

The above derivation is valid for uncorrelated networks. For assortative networks

[New02a], the diameter is expected to be even smaller, as mentioned earlier. For

disassortative networks, we would expect the odd layers to hold high-degree nodes

and the even layers to hold low-degree nodes, so it is plausible that the scaling of the

diameter is the same, with some possible constant factor≤ 2. Note that this argument

may not be valid for disassortative networks with m = 1, where many dead ends

exist.

Note that there are other models for scale-free networks in which the distances are

of order d ∼ log N , although the degree distribution is a power law with γ < 3. An

example of such models is the tree construction presented in [Rb04] and the recursive

construction in [JKK02].

In summary, we have seen that random scale-free graphs (with 2 < γ < 3) have

average diameter d ∼ ln ln N , which is smaller than the d ∼ ln N behavior expected

for regular random graphs. For every γ > 2, scale-free graphs can be built to have

a diameter of order d ∼ ln ln N . If random scale-free graphs are considered only for

2 < γ < 3, the behavior d ∼ ln ln N is obtained, whereas for γ > 3 the usual result

d ∼ ln N is obtained.

The results presented here, modified to take into account finite size effects, can be

applied to moderately sized networks and multicast trees, used to broadcast informa-

tion to many clients over the network. An additional study can be found in [KCM+06],

and some of the methods will be presented in the following section.

The results presented here are based upon [CH03, CHb02]. Other methods for

obtaining similar results can be found in [CL02, DMS03].

A different view of layers in the network is based upon k-core percolation, where

layers are defined according to their shells in the process. In this way a Meduza

model was proposed for the Internet network at the AS level. Details can be found

in [CHK+07]. A relation between the degrees of two nodes, i and j , and the average

distance between them, di, j ∼ A − B ln(ki k j ), can be found in [HSF+05]. For a more

detailed study of the dependence of the node to node distance on the degree, see
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[DMO06]. A discussion of the structure and properties of the boundary of a network,

i.e., of nodes much farther than the average diameter may be found in [SBC+08].

Exercises

6.1 What is the average distance in the model presented in Exercise 4.5?

Compare this result to a random network with a similar degree distribu-

tion.

6.2 What is the average distance between nodes in a random regular graph

with a constant degree k?

6.3 (a) What is the average distance between nodes in a random network

with half the nodes having degree 3 and half the nodes having degree

5?

(b) What is the average distance between nodes in a maximally assor-

tative network where half of the nodes have degree 3 and half have

degree 5, i.e., where all nodes of degree 5 form a tree and all nodes

of degree 3 are at the periphery?

(c) Where is the expected average distance higher, in an assortative or a

disassortative network?
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As has been seen throughout this book, two fundamental properties of real complex

networks have attracted much attention recently: the small-world and the scale-free

properties. Many naturally occurring networks are small world since one can reach

a given node from another one, following the path with the smallest number of links

between the nodes, in a very small number of steps. This corresponds to the so-called

“six degrees of separation” in social networks [Mil67]. It is expressed mathematically

by the slow (logarithmic or lower) increase in the average distance in the network,

l̄, with the total number of nodes N , l̄ ∼ ln N (or, for scale-free networks with

2 ≤ γ ≤ 3, the even smaller radius l̄ ∼ ln ln N , as seen in Chapter 6), where l̄ is the

mean shortest distance between two nodes and defines the distance metric in complex

networks. Thus, for exponential networks, we obtain:

N ∼ el̄/ l0 (7.1)

where l0 is a characteristic length.

A second fundamental property in the study of complex networks arises from the

discovery that for many real-world networks, the degree distribution, P(k), can be

represented by a power law (scale-free) with a degree exponent γ usually in the range

2 < γ < 3 (see Chapter 3),

P(k) ∼ k−γ . (7.2)

In aiming to provide a deeper understanding of the underlying mechanism that leads

to these common features, one needs to probe the patterns within the network structure

in more detail. The question of connectivity between groups of interconnected nodes

on different length-scales has received less attention. Yet a plethora of examples in

nature confirms the importance of collective behavior, from interactions between

communities within social networks, links between clusters of websites of similar

subjects, all the way to the highly modular manner in which molecules interact to keep

a cell alive. Here we review the results of Song et al. [SHM05], showing that some real

complex networks, such as the WWW, protein–protein interaction networks (PIN)

and cellular networks are indeed constructed of self-repeating patterns on all length-

scales, and are therefore invariant or self-similar under a length-scale transformation.
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This result is surprising since the exponential increase in Eq. (7.1) has led to the

general understanding that complex networks are not self-similar, since self-similarity

requires a power-law relation between N and l [BH94, bH00, Fed88].

In order to demonstrate this concept, let us consider a self-similar network embed-

ded in Euclidean space, of which a classical example would be a fractal percolation

cluster at criticality [BH96, SA94]. The self-similar property of such clusters can be

observed by measuring the fractal dimension using a “box counting” method and a

“cluster growing” method [BH96].

In the box counting method, we cover the percolation cluster with NB boxes of size

(minimum distance) lB. The fractal dimension or box dimension dB is then given by

[BH96, Fed88]:

NB ∼ l−dB . (7.3)

In the cluster growing method, the network is not covered with boxes; instead, one

seed node is chosen at random and the number of nodes (“mass”) in a cluster centered

at the seed and separated by a minimum distance l is calculated. The procedure is

then repeated by choosing many seed nodes at random and the average “mass,” 〈Mc〉,
of the resulting clusters is calculated as a function of l to obtain the following scaling.

〈Mc〉 ∼ ldl , (7.4)

defining the fractal cluster dimension dl [BH96].1 Comparing Eqs. (7.4) and (7.1)

suggests that dl = ∞ for complex small-world networks. For homogeneous networks

characterized by a narrow degree distribution (such as a percolation cluster at crit-

icality)2 the box-covering method of Eq. (7.3) and the cluster-growing method of

Eq. (7.4) are equivalent since every node typically has the same number of links or

neighbors. Equation (7.4) can then be derived from (7.3), (〈Mc〉 = NL/NB = ldB )

and dB = dl . Both relations have been regularly used to determine the fractal dimen-

sion. In complex heterogeneous networks with a broad degree distribution such as

in Eq. (7.2), Eqs. (7.3) and (7.4) may not be equivalent, as will be shown below.

Applying the proper box counting method, Eq. (7.3), for complex networks reveals a

set of self-similar properties such as a finite fractal dimension and a new set of crit-

ical exponents for the scale-invariant topology, whereas the cluster growing method

reveals the small-world property of the networks.

Figure 7.1(a) illustrates the box covering method using a schematic network com-

posed of 8 nodes. For each value of the box size l, we search for the minimal number

1 Note that usually the fractal dimension, df , is defined based on the dependence of the mass on the radius
in Euclidean space. Since networks are usually not assumed to be embedded in Euclidean space, the
chemical dimension, dl , which is the fractal dimension with respect to the metric of hop distances on
the network, is used.

2 See Chapter 10.
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lB = 2

lB = 3

lB = 4

(a)

(b)

Figure 7.1 The renormalization procedure for complex networks. (a) Demonstration of the method
for different lB values and different stages in a network demo. The first column depicts
the original network. We tile the system with boxes of size lB. All nodes in a box are
connected by a minimum distance smaller than the given lB. For instance, in the case of
lB = 2, we identify four boxes that contain the nodes, each containing 3, 2, 1, and 2
nodes, respectively. Then we replace each box by a single node; two renormalized nodes
are connected if there is at least one link between the unrenormalized boxes. Thus, we
obtain the network shown in the second column. The resulting number of boxes needed
to tile the network, NB(lB), is plotted in Figure 7.2 versus lB to obtain dB as in Eq. (7.3).
The renormalization procedure is applied again and repeated until the network is
reduced to a single node (third and fourth columns for different lB values). (b) Three
stages in the renormalization scheme applied to the entire WWW. We fix the box size to
lB = 3 and apply the renormalization for four stages. This corresponds, for instance, to
the sequence for the network demo depicted in the second row in part (a) of this figure.
The network is invariant under this renormalization, as explained in the legend of Figure
7.2(d). After [SHM05].
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of boxes needed to tile the entire network such that each box contains nodes separated

by a distance ≤ l. This procedure is applied to several different real networks: (i) a

part of the WWW composed of 325 729 webpages that are connected if there is a

URL link from one page to another [AJB99] (see Figure 7.1(b)), (ii) the biological

network of protein–protein interactions found in E. coli (429 proteins) and H. sapiens

(human) (946 proteins), which are linked if there is a physical binding between them

(database available via the Database of Interacting Proteins [XSD+02]). It has been

previously determined that the WWW and the PINs of E. coli and H. sapiens are

small world and scale free, characterized by Eq. (7.2) with γ = 2.6, 2.2, and 2.1,

respectively [AB02].

Figures 7.2(a) and 7.2(b) show the results of NB(l) according to Eq. (7.3). They

reveal the existence of self-similarity in the WWW and E. coli and H. sapiens

protein–protein interaction networks with self-similar exponents dB = 4.1, dB = 2.3

and dB = 2.3, respectively.

We will now elaborate on the seeming contradiction between the two definitions

of self-similar exponents in complex networks. After performing a renormalization

at a given l, we calculate the mean mass of the boxes covering the network, 〈MB(l)〉,
to obtain

〈MB(l)〉 ≡ N/NB(l) ∼ ldB , (7.5)

which is corroborated by direct measurements for all the networks and is shown in

Figure 7.3(a) for the WWW. On the other hand, the average performed in the cluster

growing method (for this calculation we average over single boxes without tiling the

system) gives rise to an exponential growth of the mass

〈Mc(l)〉 ∼ el/ l1 , (7.6)

with l1 ≈ 0.78 in accordance with the small-world effect, Eq. (7.1), as seen in

Figure 7.3(a). The topology of scale-free networks is dominated by several highly

connected hubs – the nodes with the largest degree – implying that most of the

nodes are connected to the hubs via one or a very few steps. Therefore, the aver-

age performed in the cluster growing method is biased with respect to determining

the fractal dimension; the hubs are overrepresented in Eq. (7.6) since almost every

node is a neighbor of a hub. Therefore, this method is not appropriate for determining

the fractal dimension, but determines well the typical distance between nodes, the

small-world property. On the other hand, the box covering method involves global

tiling of the system, providing an average over all the nodes, i.e., each part of the

network is covered with the same probability. Thus, Eqs. (7.3) and (7.4) are not equiv-

alent for inhomogeneous networks with topologies dominated by hubs with a large

degree.
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Figure 7.2 Self-similar scaling in complex networks. (a) Upper panel: log-log plot of NB versus lB

revealing the self-similarity of the WWW and actor network according to Eq. (7.3). Lower
panel: the scaling of s(lB) versus lB according to Eq. (7.9). The error bars are of the order
of the symbol size. (b) Same as (a) but for two protein interaction networks: H. sapiens
and E. coli. Results are analogous to (a) but with different scaling exponents. (c) Same as
(a) for the cellular networks of A. fulgidus, E. coli and C. elegans. (d) Invariance of the
degree distribution of the WWW under the renormalization for different box sizes, lB. We
show the data collapse of the degree distributions, demonstrating the self-similarity at
different scales. The inset shows the scaling of k′ = s(lB)k for different lB values, where
we obtain the scaling factor s(lB). Moreover, we also apply the renormalization for a
fixed box size, for instance, lB = 3, as shown in Figure 7.1(b) for the WWW, until the
network is reduced to a few nodes. We found that P (k) is invariant under these multiple
renormalizations as well, for several iterations. After [SHM05].

The box covering method serves as a powerful tool for further investigating the

network properties, since it enables a renormalization procedure, revealing that the

self-similar properties and the scale-free degree distribution persist after coarse grain-

ing of the network.

After the first step of assigning the nodes to the boxes, one creates a new renormal-

ized network by replacing each box by a single super node. Two boxes are connected
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Figure 7.3 Different averaging techniques lead to qualitatively different results. (a) Mean value of
the box mass in the box counting method, 〈MB〉, and the cluster mass in the cluster
growing method, 〈Mc〉, for the WWW. The solid lines represent the power-law fit for
〈MB〉 and the exponential fit for 〈Mc〉 according to Eqs. (7.5) and (7.6), respectively.
(b) Probability distribution of MB and Mc for lB = 4 for the WWW. The curves are fitted by
a power-law and a log-normal distribution, respectively. After [SHM05].

if there was at least one link between their constituent nodes.3 The second column of

the panels in Figure 7.1(a) shows this step in the renormalization procedure for the

schematic network, whereas Figure 7.1(b) shows the results for the same procedure

applied to the entire WWW for lB = 3. The renormalized network gives rise to a new

probability distribution of links, P(k ′), which is invariant under the renormalization:

P(k) → P(k ′) ∼ (k ′)−γ . (7.7)

3 Note that one can assign weights to the links between supernodes according to the number of links
between the boxes.
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Figure 7.2(d) supports the validity of this scale transformation by showing a data

collapse of all distributions with the same γ according to Eq. (7.7) for the WWW.

Further insight is gained from relating the scale-invariant properties (7.3) to the scale-

free degree distribution (7.7). Plotting (see inset in Figure 7.2(d) for the WWW) the

number of links k ′ of each node in the renormalized network versus the maximum

number of links k in each box of the unrenormalized network reveals a scaling law

k → k ′ = s(l)k. (7.8)

This equation defines the scaling transformation in the connectivity distribution.

Empirically, we see that the scaling factor s (s < 1) scales with l with a new exponent

dk as

s(l) ∼ l−dk , (7.9)

shown in Figure 7.2(a) for the WWW network (with dk = 2.5).

Equations (7.8) and (7.9) shed light on how families of hierarchical sizes are linked

together. The larger the families, the fewer are the links between them. Surpris-

ingly, the same power-law relation exists for large and small families represented by

Eq. (7.2).

From Eq. (7.7) we obtain n(k)dk = n′(k ′)dk ′, where n(k) = N P(k) is the number

of supernodes with k links, and n′(k ′) = N ′P(k ′) is the number of nodes with k ′ links

after the renormalization (N ′ is the total number of supernodes in the renormalized

network). Using Eq. (7.8), we obtain n(k) = s1−γ n′(k). Then, upon renormalizing

a network with N total nodes, we obtain a smaller number of nodes N ′ according

to N ′ = sγ−1 N . Since the total number of nodes in the renormalized network is the

number of boxes needed to cover the unrenormalized network at any given l, we have

N ′ = NB(l). Hence, from Eqs. (7.3) and (7.9), we obtain the relation between the

three indices:

γ = 1+ dB/dk . (7.10)

The significance of this result is that the scale-free property characteristics can be

related to a more fundamental length-scale invariant property, characterized by the

two new exponents dB and dk .

It has been shown [SGHM07] that the fractal properties of networks may be

explained by repulsion between hubs. Methods for generating fractal networks with

scale-free degree distribution have been studied in [GSKK06, RHb07].

Further results on self-similarity in networks may be found in [SHM06]. A dis-

cussion on the fractal skeleton of networks may be found in [GSKK06]. It has also

been demonstrated that the boundaries of networks, i.e., the nodes most distant from

a single node, present fractal properties, see [SBC+08].



8 Distances in geographically
embedded networks

We now address the geometrical properties of the networks, arising from their embed-

ding in Euclidean space (see Section 4.6). For this purpose, it is useful to consider

the spatial arrangement of the networks as measured both in a Euclidean metric and

in chemical space. The chemical distance l between any two nodes is the minimal

number of links between them (shortest path). Thus, if the distance between the

two nodes is r , then l ∼ rdmin defines the shortest path exponent dmin. We will see

that for scale-free networks embedded in d > 1 lattices, dmin < 1, contrary to all

known fractals and disordered media where dmin ≥ 1. Nodes at chemical distance

l from a given node constitute its lth chemical shell. Thus, the number of (con-

nected) nodes within radius r scales as m(r ) ∼ rdf , defining the fractal dimension

df . Likewise, the number of (connected) nodes within chemical (hop) radius l scales

as m(l) ∼ ldl , which defines the fractal dimension dl in chemical (hop) space.1 The

two fractal dimensions are related: dmin = df/dl [BH96, bH00, SA94]. Note that dmin

has a meaning only when the network is embedded in Euclidean space. In networks

that are not embedded, the relation between M(l) and l exists, but it can only be a

power law when the networks are fractals (Chapter 7) or at the percolation threshold

(Chapter 10). It can be seen that the small-world property of complex networks dis-

appears when the networks are embedded in Euclidean space. Although the distances

are still smaller than in regular lattices, they are much larger than in non-embedded

networks. This is due to the restriction of the maximal distance between neighboring

nodes.

To study df , we compute the perimeter S(r ), the number of nodes that connect

the interior cluster of a region of radius r to nodes outside. The fractal dimension

then follows from the scaling relation S(r ) ∼ rdf−1. We focus on the regime ξ > rmax.

Consider a shell dr ′, of radius r ′. A node of connectivity k ′ within the shell is connected

to the outside (to a distance larger than r − r ′) with probability P(k ′ > ( r−r ′
A )d ).

1 Note that the fractal dimension dB discussed in Chapter 7 is identical to dl in chemical (hop) space since
no embedding in Euclidean space is enforced.
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Figure 8.1 Plot of a scaled perimeter as a function of the Euclidean distance from the central node,
for several values of γ : γ = 3.0 (top), 3.25, 3.5, 3.75 and 4.0 (bottom). The simulations
were performed with A = 7. Note that the position where the curves split, r � A, is
consistent with our analytical results (Eq. (8.1)). Also, the asymptotic values shown for
large r values are consistent with c(γ )A. After [RCbH02].

Thus,

S(r ) =
∫ r

0
dr ′r ′d−1 P

(
k ′ >

(
r − r ′

A

)d
)

(8.1)

∼
{

rd r < A

c(γ )Ard−1 r > A,

where c(γ ) ∼ 1+ 1/[d(γ − 1)+ 1]. In other words, the network is compact, df = d

at large distances r > A, and the network is super-compact, df = d + 1 at r < A.

Results for S(r ) are presented in Figure 8.1 and are in good agreement with Eq. (8.1).

The slight negative slope observed for r � A is due to analytical corrections, of order

r−1, to the scaling S(r ) ∼ rd−1, and can be derived from a more careful analysis of

Eq. (8.1).

In order to compute dmin (or dl ), we regard the chemical shells as being roughly

smooth, at least in the regime ξ > rmax. Let the width of shell l be �r (l), then

l =
∫

dl =
∫

dr

�r (l)
∼ rdmin, (8.2)

since �l = 1. The number of nodes in shell l, N (l), is, on the one hand, N (l) ∼
r (l)d−1�r (l). On the other hand, since the maximal connectivity in shell l is K (l) ∼
N (l)1/(γ−1), the width of shell (l + 1) is �r (l + 1), which is determined by the length

of the largest link to the next shell, i.e., r [K (l)], and thus, �r (l + 1) ∼ r [K (l)] ∼
AK (l)1/d . Assuming (for large l values) that �r (l + 1) ∼ �r (l), we obtain

�r (l) ∼ r
d−1

d(γ−1)−1 . (8.3)
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Figure 8.2 The minimal path length exponent dmin as a function of γ . Note the good agreement
between theoretical estimations, Eq. (8.4), (continuous line) and simulation results (full
squares). After [RCbH02].

Using this expression in (8.2) yields

dmin = γ − 2

γ − 1− 1/d
. (8.4)

Thus, above d = 1, the fractal dimensions dmin and dl = df/dmin are anomalous for

all values of γ .

In Figure 8.2 we plot dmin, as measured from simulations, and compare the result

with the analytical result Eq. (8.4). The scaling N (l) ∼ ldl−1�(ldl /Rd ), is valid only

for ξ > rmax. For R →∞, we expect that the network will be scale free up to length-

scale ξ and the analogous scaling will be N (l) ∼ ldl−1�(ldl /ξ d ), where �(x � 1) ∼
x (d−dl )/dl .



9 The structure of networks: the generating
function method

9.1 Introduction

A generalized random network is generally made up of several components. In the

random generalized graph model, the structure of the network is determined only

by the degree distribution, since no other structure or constraint is imposed on the

network. In general, for many degree distributions the network is composed of many

separate components, i.e., groups of nodes connected internally, but disconnected

from other components. In each such component there exists a path between any

two nodes, but there is no path between nodes in different components. When there

is a component with size (the number of nodes) proportional to that of the entire

network, it is called the giant component (sometimes also referred to as the infinite

component or giant cluster or percolating cluster).

This chapter introduces a method for determining the component structure of a

network, which is one of its most important structural properties. We will present

a method for determining the existence of a giant component, and also a method

for determining the sizes of all clusters using generating functions. The generating

function method is a general and useful method for many probabilistic and combina-

torial problems. An introduction to this method is given in Appendix A. The methods

introduced in this chapter will be used in Chapter 10 to determine the robustness

properties of networks and later in Chapters 14 and 15 to determine how epidemics

propagate through networks and how they can be prevented by immunization.

9.2 General results

9.2.1 Condition for the existence of a giant component

For a graph having degree distribution P(k) to have a giant component, a node that

is reached by following a link from the giant component must have at least one other

link on average to allow the component to exist. For this to occur, the average degree
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of a node must be at least 2 (one incoming and one outgoing link) given that the node

i is connected to j :

〈ki |i ↔ j〉 =
∑

ki

ki P(ki |i ↔ j) = 2. (9.1)

Using Bayes’ rule, we obtain

P(ki |i ↔ j) = P(ki , i ↔ j)/P(i ↔ j)

= P(i ↔ j |ki )P(ki )/P(i ↔ j),

where P(ki , i ↔ j) is the joint probability that node i has degree ki and that it is

connected to node j . For randomly connected networks (neglecting loops) P(i ↔
j) = 〈k〉 /(N − 1) and P(i ↔ j |ki ) = ki/(N − 1), where N is the total number of

nodes in the network. Using the above criteria, Eq. (9.1) reduces to [CEbH00]:

κ ≡
〈
k2

〉
〈k〉 = 2, (9.2)

at the critical point. A giant component exists for graphs with κ > 2, whereas graphs

with κ < 2 contain only small components whose size is not proportional to that of

the entire network. This criterion, Eq. (9.2), was also derived by Molloy and Reed

[MR95] using somewhat different arguments.

The neglecting of loops can be justified below the threshold. The probability

for a bond to form a loop in an s-node component is proportional to (s/N )2 (i.e.,

proportional to the probability of choosing two nodes in that component). Thus, the

fraction of loops Ploop in the system is:

Ploop ∝
∑

i

s2
i

N 2
<

∑
i

si S

N 2
= S

N
, (9.3)

where the sum is over all components in the system, S is the size of the largest

component, and si is the size of the i th component. Therefore, the fraction of loops

in the system is less than or proportional to S/N . Below the critical threshold, there

is no spanning cluster in the system and therefore the fraction of loops is negligible.

Hence, until κ = 2, loops can be neglected. At the threshold, as will be shown later

(Section 10.4.5), S ∼ N 2/3, Ploop → 0, and therefore the structure of the largest

component is almost a tree. Above the threshold, loops can no longer be neglected,

but since this only occurs when a giant component exists, the criterion in Eq. (9.2) is

valid as a criterion for finding the critical point. A derivation of the exact conditions

under which Eq. (9.2) is valid can be found in [MR95].
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9.2.2 Generating functions

Molloy and Reed [MR98] were the first to develop a general method for studying the

size of the giant component and the residual network for a graph with an arbitrary

degree distribution. They suggested viewing and exploring the giant component, and

used differential equations for the number of unexposed links and unvisited nodes to

find the size of the giant component and the degree distribution of the residual graph

(the finite components).

An alternative and very powerful approach was developed by Newman, Watts, and

Strogatz [NSW01]. They used the generating function method to study the size of the

giant component as well as other quantities (such as the diameter and component size

distribution). They also applied this method to other types of graphs (directed and

bipartite). Here we closely follow their derivation in order to find the size of the giant

component. In Chapter 10 we will continue using this method in order to determine

the size of the percolation components and the critical exponents of the percolation

transition.

In [NSW01] a generating function is built for the degree distribution:

G0(x) =
∞∑

k=0

P(k)xk . (9.4)

The probability of reaching a node with degree k by following a specific link is

k P(k)/ 〈k〉 [CEbH00, CNSW00, MR95, NSW01], and the corresponding generating

function for those probabilities is

G1(x) =
∑

k P(k)xk−1∑
k P(k)

= d

dx
G0(x)/ 〈k〉 . (9.5)

Assuming that H1(x) is the generating function for the probability of reaching a

branch of a given size by following a link, the self-consistent equation for H1(x) is

(see Figure 9.1):

H1(x) = xG1(H1(x)) . (9.6)

Since G0(x) is the generating function for the degree of a node, the generating

function for the probability that a node belongs to an n-node component is:

H0(x) = xG0(H1(x)) . (9.7)

Below the transition, H0(1) = 1, since this is the probability of belonging to a compo-

nent of any size. However, above the transition this probability is no longer normalized

since this does not include the giant component. Then, P∞ = 1− H0(1), since H0
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. . .

Figure 9.1 Illustration of the recursive relation for H1(x). A branch can consist of a single vertex, or
a vertex connected to an arbitrary number of other branches. After [NSW01].

contains only the finite-size components. It follows that

P∞(p) = 1−
∞∑

k=0

P̃(k)uk , (9.8)

where u ≡ H1(1) is the smallest positive root (found numerically) of

〈k〉 u =
∞∑

k=0

k P(k)uk−1 . (9.9)

This equation can be solved numerically and the solution can be substituted into Eq.

(9.8) to calculate the size of the giant component in a graph with a given degree

distribution.

9.3 Scale-free networks

9.3.1 Description

One of the main concerns in this book is the structural properties of scale-free

networks, with the degree distribution given by Eq. (2.2). There are no nodes with a

degree below m and above K . For finite networks, the upper cutoff, K , arises naturally

since the fraction of high-degree nodes decays with k and is given by K ≈ m N 1/(γ−1)

(Eq. (2.4)).

A few results about the structure of scale-free networks have also been derived by

Aiello et al. [ACL00]. The size of the giant component was calculated, and it was

found that for γ ≤ 2 the giant component is of the order of the size of the entire

graph (i.e., P∞ = 1− o(1), where o(1) is a function of the network size, f (N ), such

that f (N ) → 0 when N →∞). For m = 1 and γ > γc = 3.478 . . ., there is no giant

component at all (since we use here a somewhat different distribution, Eqs. (3.2) and

(3.3), we get γc ≈ 4). For γ < γc, the second largest component is of order ln N . If

the lower cutoff is m ≥ 2, a giant component exists for every γ .
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9.3.2 Maximum degree

In Eq. (2.4) we suggest that the upper cutoff of a scale-free network scales as N 1/(γ−1).

However, for the spatially embedded graphs [RCbH02], we found that no graph with

γ < 3 can be embedded in a lattice without sacrificing the natural cutoff. That is, the

cutoff is limited to
√

N . This holds true for every d. Thus, we expect this to hold true

even in the d →∞ case. Similar results are indeed obtained for the mean-field (i.e.,

non-embedded) graphs [BK03], whereas Warren et al. [WSS02b] found a natural

cutoff even for graphs embedded in d = 2 lattices.

To explain this, it should be noted that the cutoff depends on the ensemble from

which the graphs are chosen. If the ensemble is defined as all graphs with the exact

given scale-free degree distribution and no self loops (loops connecting a node to

itself) and no double edges (two edges or more connecting the same set of nodes),

then the upper cutoff cannot be larger than
√

N , whereas if multigraphs are allowed

(including self loops and double edges), the natural upper cutoff is achieved.

Consider a graph with a node having degree K � √
N . Since for γ > 2 the

total number of links is of order N , the number of self loops is proportional to

K 2/cN � 1. Similar results apply for double edges between two such nodes. Thus,

almost all graphs with the natural cutoff are multigraphs.

Suppose now that a node has degree K � √
N . The number of degree 1 nodes is

of order N . Therefore, the number of connections from this node to nodes of degree

1 is proportional to its degree K . Since edges leading to degree 1 nodes are neither

self loops nor double edges, the upper cutoff is at least proportional to the natural

cutoff. In reality, the deviation from the exact degree distribution is quite small. Thus,

removing the double edges and self loops does not affect the statistical behavior of

the tail of the distribution.

Exercises

9.1 Use the generating function method to obtain the equation for the size of

the giant component in ER networks (having degree distribution P(k) =
e−cck/k! where 〈k〉 = c).

9.2 (a) Use the generating function method to obtain the equation for the size

of the giant component in random regular networks with all nodes

having degree 3.

(b) How will your results change if all degrees were 4? What can you

say about a random regular network with all degrees D?
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9.3 What is the size of the giant component for a network with half the nodes

having degree 3 and half having degree 4? Can you generalize this result?

9.4 What is the size of the giant component for a network with half the nodes

having degree 3 and half having degree 1? What is the value of κ for this

network?

9.5 Construct the generating function for the component (cluster) sizes for

bipartite networks (see Exercise 4.2 for the definition) with degree dis-

tributions Pa(k) and Pb(k). See [NSW01] for the solution.



10 Percolation on complex networks

10.1 Introduction

It is well known [BH96, SA94] that in grids and other organized lattices, in any

dimension larger than one, a percolation phase transition occurs. The usual percolation

model assumes that the sites (nodes) or bonds (links) in the lattice are occupied with

some probability (or density), p, and unoccupied with probability q = 1− p. The

system is considered percolating if there is a path from one side of the lattice to the

other, passing only through occupied links and nodes. When such a path exists,

the component or cluster of sites that spans the network from side to side is called

the spanning cluster or the infinite cluster The percolation phase transition occurs at

some critical density pc that depends on the type and dimensionality of the lattice.

In networks no notion of side exists. However, as will be seen in this chapter, the

ideas of percolation theory can still be applied to obtain useful results. The main

difference compared to lattices is that the condition for percolation is no longer the

spanning property, but rather the property of having a component (cluster) containing

O(N ) nodes, where N is the total original number of nodes in the network. Such

a component, if it exists, is termed the giant component. The condition of the

existence of a giant component above the percolation threshold and its absence below

the threshold also applies to lattices, and therefore can be considered as more general

than the spanning property.

An interesting property of percolation, called universality, is that the behavior at

the critical point and near it depends only on the dimensionality of the lattice, and not

on the microscopic connection details of the lattice. This behavior is characterized

by a set of “critical exponents” that are the same for all d-dimensional lattices, even

if they are square, triangular, or hexagonal, site or bond percolation. However, a

different set will be obtained for another dimension of a lattice. Furthermore, above

some critical dimension (dc = 6 for percolation in d-dimensional lattices), known

as the upper critical dimension, the critical behavior remains the same, regardless

of the dimension. This is due to the insignificance of the loops in high dimensions,

which usually easily allows the determination of the critical exponents for high

dimensions, using an “infinite-dimensional” or “mean-field” approach. Percolation
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on ER networks or on Cayley trees has the same critical exponents as for lattices

above the upper critical dimension, since no spatial constraints are imposed on these

networks. In this chapter we discuss how, in fact, the heterogeneity of the degrees may

still affect the critical behavior even above the critical dimension. The heterogeneity

of the degrees can be regarded as a breakdown of the translational symmetry that

exists in lattices, ER networks, and Cayley trees. In all these cases each node has a

typical number of neighbors, whereas in scale-free networks the variation between

node degrees is very large. The results are still “mean field” or infinite dimensional

in the sense of the insignificance of the loops. However, results that differ from the

standard mean-field percolation solution are obtained.

As will be discussed later in this chapter, for scale-free networks with γ > 4, the

critical exponents are the same as for ER graphs and lattices in d ≥ dc = 6. In this

case, γ is large enough and the translational symmetry exists (at least approximately).

For γ < 4, however, the topology is different, and therefore, the critical exponents

are different. Thus, again, scale-free networks can be regarded as a generalization of

ER networks.

10.2 Random breakdown

10.2.1 Description

Albert et al. [AJB00] suggested modeling the Internet at the router level as a scale-

free network (in their model γ ≈ 3). They suggested a scenario in which nodes in

the Internet network fail randomly (due to random error or an external cause such

as power failures). To model this scenario, they suggested random removal of nodes

from the network, after which they calculated the size of the largest remaining cluster.

They compared the results of applying this process to a scale-free network to the same

model on a random Erdős–Rényi (ER) graph. Interestingly, they found that scale-free

networks are much more resilient to this kind of failure than ER graphs. This problem

was studied asymptotically for any degree distribution P(k) [CEbH00, CNSW00] and

is described in this chapter.

10.2.2 Critical threshold for percolation

The considerations in the previous chapter can be applied to the problem of percola-

tion on a generalized random network with a given degree distribution P(k). If we

randomly remove a fraction q of the nodes (or links), the degree distribution of the
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remaining nodes will change. For instance, nodes with initial degree k0 will have, after

the random removal of nodes, a different number of links, depending on the number

of neighbors removed. The new number of links will be binomially distributed. If

we begin with a distribution of degrees P0(k0), the new distribution of degrees in the

network will be:

P(k) =
∞∑

k0=k

P0(k0)

(
k0

k

)
pk(1− p)k0−k . (10.1)

Calculating the first two moments for this distribution, given 〈k0〉 and
〈
k2

0

〉
for the

original distribution, leads to:

〈k〉 =
∞∑

k=0

P(k)k = p 〈k0〉 . (10.2)

Similarly, we can calculate:

〈
k2

〉 = ∞∑
k=0

P(k)k2 = p2
〈
k2

0

〉+ p(1− p) 〈k0〉 . (10.3)

Both can be substituted into Eq. (9.2) to find the criterion for criticality. This yields:

κ ≡
〈
k2

〉
〈k〉 =

p2
〈
k2

0

〉+ p(1− p) 〈k0〉
p 〈k0〉 = 2. (10.4)

Reorganizing Eq. (10.4), one obtains the critical threshold for percolation [CEbH00]:

pc = 1

κ0 − 1
, (10.5)

where κ0 ≡
〈
k2

0

〉
/ 〈k0〉 is calculated using the original distribution, before the nodes

are removed.

Equations (9.2) and (10.5) are valid for a wide range of generalized random graphs

and distributions. For example, for a Cayley tree – a graph with a fixed degree z and

no loops – the criterion from Eq. (10.5) can be used. This yields the critical concen-

tration pc = 1− qc = 1/(z − 1), which is well known [BH96]. Another example is a

random Erdős–Rényi (ER) graph. In these graphs, edges are distributed randomly and

the resulting degree distribution is Poissonian [Bol85]. Applying the criterion from

Eq. (9.2) to a Poisson distribution results in:

κ ≡
〈
k2

〉
〈k〉 =

〈k〉2 + 〈k〉
〈k〉 = 2, (10.6)

which reduces to criticality at 〈k〉 = 1, and from Eq. (10.5) follows pc = 1/ 〈k〉, as

known for ER graphs [Bol85].
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10.2.3 Scale-free networks

In calculating the threshold for random breakdown, the key parameter, according

to (10.5), is the ratio between the second moment and the first moment, κ0, which

we compute by approximating the distribution (2.2) by a continuous distribution.1

This approximation becomes exact for 1 � m � K , and it preserves the essential

features of the transition even for small m. Furthermore, if the degree is chosen from

a continuous distribution and is then rounded, this approximation is fairly accurate

for all values of the cutoff:2

κ0 =
(

2− γ

3− γ

)
K 3−γ − m3−γ

K 2−γ − m2−γ
. (10.7)

When K � m, this may be approximated as:

κ0 →
∣∣∣∣2− γ

3− γ

∣∣∣∣×
⎧⎪⎪⎨
⎪⎪⎩

m if γ > 3

mγ−2 K 3−γ if 2 < γ < 3

K if 1 < γ < 2.

(10.8)

We see that for γ > 3 the ratio κ0 is finite and there is a percolation transition at

pc ≈
(

γ−2
γ−3 m − 1

)−1
; for p < pc the spanning cluster is fragmented and the network

is destroyed. However, for γ < 3 the ratio κ0 diverges with K and so pc → 0 when

K →∞ (or N →∞). The percolation transition does not take place: a spanning

cluster exists for arbitrarily large fractions of breakdown, q < 1 or p > 0. In finite

systems a transition is always observed, though for γ < 3 the transition threshold

is exceedingly high. For the case of the Internet (γ ≈ 5/2), we have κ0 ≈ K 1/2 ≈
N 1/3. Considering the enormous size of the Internet, N > 106, one needs to remove

randomly about 99% of the nodes before the spanning cluster collapses. As seen

in Chapter 9, for γ > 4 and m = 1, calculation of κ shows that it is less than 2

even before the breakdown occurs. This indicates that the network is fragmented and

contains no giant component even before breakdown appears. For m ≥ 2, a spanning

cluster exists for every γ .

The size of the spanning cluster can also be measured using the method suggested

in [NSW01]. The distribution (10.1) can be substituted into Eq. (9.4) and the other

generating functions can be calculated using this distribution, by giving the size

of the spanning cluster relative to the undisturbed network. An alternative method

[CNSW00] is to build a new generating function, taking the fraction of removed

1 For a discussion on the discrete distribution, see [DM01a].
2 Note, however, that if the degree distribution has a cutoff larger than

√
N , the loops become significant

for the high-degree nodes, and the approximation becomes inaccurate (see [PSS05] for more details).
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nodes into account:

G0(x) =
∞∑

k=0

P(k)p(k)xk, (10.9)

where p(k) = 1− q(k) is the probability that a node of degree k is not removed.

This equation replaces Eq. (9.4). For a random breakdown p(k) = p = 1− q is

independent of k. The size of the infinite cluster is then given by

P∞ = G0(1)− G0(u), (10.10)

where u is the smallest positive solution of

u = 1− G1(1)+ G1(u). (10.11)

The analytical and numerical results for a random breakdown (for simulation details,

see Appendix C) can be seen in Figures 10.1 and 10.2.

10.3 Intentional attack

10.3.1 Description

Another model, originally suggested in [AJB00], is that of intentional attack on the

most highly connected nodes in the network. In this model an attacker (for example,

a computer hacker trying to cause maximum damage to the network) initiates by

some means an intentional attack on the most highly connected nodes in the network,

causing breakdown of those nodes.

In a homogeneous network, such as an ER network (and certainly in random regular

networks where all degrees are equal) the high-degree nodes are not very different

in degree compared with any randomly chosen node. Therefore, it is expected that

this kind of attack will not be qualitatively different from random removal. This

is seen numerically in [AJB00, AJB01], where, although the threshold is different,

the behavior of the transition in general is similar to that of the random removal

percolation transition. In a scale-free network, however, an attack such as this is

expected to cause more extensive damage than a random attack, and as will be

shown in the next sections, can cause even networks robust to random breakdown to

collapse.



102 Percolation on complex networks

0 0.2 0.4 0.6 0.8 1
q

0

0.2

0.4

0.6

0.8

1

P
∞

 (q
)/

P
∞

(0
)

Figure 10.1 Percolation transition for networks with power-law degree distribution. Plotted is the
fraction of nodes that remain in the spanning cluster after breakdown of a fraction q of
all nodes, P∞(q)/P∞(0), as a function of q, for γ = 3.5 (crosses) and γ = 2.5 (other
symbols), as obtained from computer simulations of up to N = 106. In the γ = 3.5 case,
it can be seen that for p > pc ≈ 0.5 the spanning cluster disintegrates and the network
becomes fragmented. However, for γ = 2.5 (the case of the Internet), the spanning
cluster persists up to nearly 100% breakdown. The different curves for N = 100 (circles),
N = 103 (squares), and N = 104 (triangles) illustrate the finite size effect: the transition
exists only for finite networks, whereas the critical threshold qc approaches 1 as the
networks grow in size.

10.3.2 Theory

Consider now intentional attack, or sabotage [AJB00], whereby a fraction q of

the nodes with the highest degree is removed. (The links emanating from the

nodes are removed as well.) This has the following effect: (a) the cutoff degree

K is reduced to some new value, K̃ < K , and (b) the degree distribution of the

remaining nodes is no longer scale free, but is changed, because of the removal of

many of their links. The upper cutoff K before the attack may be estimated, as in

Eq. (2.4)

∞∑
k=K

P(k) = 1

N
, (10.12)
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Figure 10.2 Size of the giant component P∞ in networks with power-law degree distribution and all
nodes with degree greater than K unoccupied, for γ = 2.4 (circles), 2.7 (squares), and
3.0 (triangles). Points are simulation results for systems with 107 vertices; solid lines are
the exact solution. Upper frame: as a function of fraction of vertices unoccupied. Lower
frame: as a function of the cutoff parameter K . After [CNSW00].

where N is the total number of nodes in the original network. Similarly, the new

cutoff K̃ , after the attack, can be estimated from

K∑
k=K̃

P(k) =
∞∑

k=K̃

P(k)− 1

N
= q. (10.13)

If the size of the system is large, N � 1/q, the original cutoff K may be safely

ignored. We can then obtain K̃ approximately by replacing the sum with an integral:

K̃ = mq1/(1−γ ) . (10.14)

Next, we estimate the impact of the attack on the distribution of the remaining

nodes. The removal of a fraction q = 1− p of the nodes with the highest degree

results in a random removal of links from the remaining nodes – links that had

connected the removed nodes with the remaining nodes. The probability q̃ of a link

leading to a deleted node equals the ratio of the number of links belonging to deleted

nodes to the total number of links:

q̃ =
K∑

k=K̃

k P(k)

〈k0〉 , (10.15)
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where 〈k0〉 is the initial average degree. With the usual continuous approximation,

and neglecting K , this yields

q̃ =
(

K̃

m

)2−γ

= q (2−γ )/(1−γ ), (10.16)

for γ > 2. For γ = 2, q̃ → 1 or p̃ → 0, since just a few nodes of very high degree

control the entire connectedness of the system. Indeed, consider a finite system of

N nodes and γ = 2. The upper cutoff K ≈ N must then be taken into account, and

approximating Eq. (10.15) by an integral yields q̃ = ln(Nq/m). That is, for γ = 2,

very small values of q are needed to destroy an arbitrarily large fraction of the links

as N →∞.

Using these results, we can compute the effect of intentional attack, using the theory

described in Section 10.2 for random removal of nodes [CEbH00]. Essentially, the

network after attack is equivalent to a scale-free network with a new cutoff K̃ , which

has undergone random removal of a fraction q̃ of its nodes. This can be understood as

the result of two processes. (a) Removal of the highest degree nodes reduces the upper

cutoff. Since this effect changes the degree distribution, κ0 needs to be recalculated

accordingly. (b) Removal of the links leading to the removed nodes. The probability

of removing a link is q̃ – the probability that a randomly chosen link leads to one

of the removed nodes – and all links have the same probability of being deleted.

Since this effect has an influence on the probability distribution described in Eq.

(10.1), the result in Eq. (10.5) can be used, with q̃ replacing q. Note that for random

node deletion the probability of a link leading to a deleted node is identical to the

fraction of deleted nodes.

Although the number of nodes removed in an intentional attack differs from the ran-

dom breakdown analogy presented above (i.e., reducing the cutoff and then randomly

removing a fraction q̃ of the links), this affects the size of the spanning cluster (see

below) but not the criterion for the critical point. This is because the transition point

is defined as the point where the spanning cluster starts transforming between zero

fraction and a finite fraction of the whole network. A finite fraction of the remaining

nodes is also a finite fraction of the original network, and similarly, zero fraction of

the original network is a zero fraction of the remaining network. Thus, the difference

has no effect on pc.

We therefore use Eqs. (10.5) and (10.7), but with q̃ = (K̃/m)2−γ replacing qc and

K̃ replacing K . This yields

(K̃/m)2−γ − 2 = 2− γ

3− γ
m[(K̃/m)3−γ − 1], (10.17)

which can be solved numerically to obtain K̃ (m, γ ), and then qc(m, γ ) can be derived

from Eq. (10.14). In Figure 10.3 we plot pc – the critical fraction of nodes which must
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Figure 10.3 Critical probability, qc, as a function of γ , for networks of size N = 500 000 (circles) and
N = 64 000 (squares) and m= 1. Lines represent the analytical solution, obtained from
Eqs. (10.13) and (10.15). After [CEbH01].

be removed in the intentional attack strategy to disrupt the network – computed in this

fashion, and compared to results from numerical simulations. A phase transition exists

(at a finite qc) for all γ > 2 values. The decline in qc for large γ values is explained by

the fact that as γ increases, the spanning cluster becomes smaller in size, even before

an attack. (Furthermore, for m < 2, the original network is disconnected for some

large enough γ .) The decline in qc as γ → 2 results from the critically high degree of

just a few nodes: their removal disrupts the whole network. This was already argued

in [AJB00]. We noted that for infinite systems pc → 0 as γ → 2. The critical fraction

qc is rather sensitive to the lower degree cutoff m. For larger m (the case of m = 1

is shown in Figure 10.3), the networks are more robust, though they still undergo a

transition at a finite qc < 1.

10.4 Critical exponents

10.4.1 Introduction

One of the most well studied properties of critical phenomena is the behavior of the

transition at and near criticality. Usually, phase transitions are thought to be controlled

by an external parameter, such as the temperature in most physical systems, or the
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occupation density, p, in the percolation case. When the parameter reaches some crit-

ical value, the system undergoes the transition, usually manifested by a discontinuous

jump in some order parameter (such as the volume density or magnetization, or, in

our case, the relative size of the largest component, P∞) or one of its derivatives. The

scaling of the order parameter with the system size at the transition point, as well as

the laws governing its behavior at the neighborhood of the critical point are usually

universal properties, depending only on the spatial dimension of the system, as well

as the nature and symmetries of the order parameter. Other universal properties are

the divergence of sizes such as the correlation length, representing the typical geo-

metrical distance of points for which the value of the order parameter is correlated,

the average size of a finite component in a percolating network, and the susceptibility

of a magnetic system.

In the case of the percolation phase transition in ER networks, the critical exponents

coincide with the critical exponents of high (d > 6) and infinite dimensional models.

This is also true for scale-free networks with γ > 4. However, for γ < 4 the critical

exponents are different. As in most critical systems, these exponents do not depend

on the microscopic parameters of the network, such as m and 〈k〉. They do depend,

however, on the behavior of the tail of the distribution, determined by γ , which

represents the level of inhomogeneity in the network.

10.4.2 Size of the giant component at criticality

In Section 9.2.2 the generating functions G0(x) and G1(x) were built for the degree

distribution (Eqs. (9.4) and (9.5)). Let H1(x) be the generating function for the

probability of reaching a branch of a given size by following a link. After dilution of

a fraction q of the nodes (the remaining concentration is p = 1− q), H1(x) satisfies

the self-consistent equation

H1(x) = 1− p + pxG1(H1(x)) . (10.18)

Since G0(x) is the generating function for the degree of a node, the generating

function for the probability of a node to belong to an n-node cluster is

H0(x) = 1− p + pxG0(H1(x)) . (10.19)

H0(1) is the probability that a node belongs to a cluster of any finite size. Thus, below

the percolation transition H0(1) = 1, while above the transition, there is a finite

probability that a node belongs to the infinite spanning cluster: P∞ = 1− H0(1) (see
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Figure 10.4 Fraction of nodes belonging to the spanning cluster, P∞, as a function of the fraction of
removed nodes, q, for networks with γ = 2.5 (circles), γ = 2.8 (squares), and γ = 3.3
(diamonds). Lines represent the analytical result from Eqs. (9.8) and (9.9). Both the
simulation and analysis are for system size N = 500 000, and m= 1. After [CEbH01].

Figure 10.4). It follows that

P∞(p) = p

(
1−

∞∑
k=0

P(k)uk

)
, (10.20)

where u ≡ H1(1) is the smallest positive root of

u = 1− p + p

〈k〉
∞∑

k=0

k P(k)uk−1. (10.21)

This equation can be solved numerically and the solution can be substituted into

Eq. (10.20), yielding the size of the spanning cluster in a network of arbitrary degree

distribution, at concentration p [CNSW00].

We now compute the order parameter critical exponent β. Near criticality, the

probability of belonging to the spanning cluster or, alternatively, the relative size of

the spanning cluster, behaves as P∞ ∼ (p − pc)β . For infinite-dimensional systems

(such as a Cayley tree or an ER network), it is known that β = 1 [BH96, bH00, SA94].

This is regarded as the standard mean-field result, where the constraints imposed

by the lattice become irrelevant. Indeed, for percolation in d-dimensional lattices

with d ≥ dc = 6, the standard mean-field results are valid. This standard mean-field

approximation is not always valid, however, for scale-free networks.
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To study the critical behavior, we begin by analyzing the singularities of

Eqs. (10.20) and (10.21). Equation (10.20) has no special behavior at p = pc; the

singular behavior comes from u. Also, criticality P∞ = 0 and Eq. (10.20) imply that

u = 1. We therefore examine Eq. (10.21) for u = 1− ε and p = pc + δ:

1− ε = 1− pc − δ + (pc + δ)

〈k〉
∞∑

k=0

k P(k)(1− ε)k−1. (10.22)

The sum in (10.22) has the asymptotic form

∞∑
k=0

k P(k)uk−1 ∼ 〈k〉 − 〈k(k − 1)〉 ε

+ 1

2
〈k(k − 1)(k − 2)〉 ε2 + · · · + c�(2− γ )εγ−2, (10.23)

where the highest-order analytic term is O(εn), n = �γ − 2�. Using this in

Eq. (10.22), with qc = 1/(κ − 1) = 〈k〉 / 〈k(k − 1)〉, we obtain

〈k(k − 1)〉2
〈k〉 δ = 1

2
〈k(k − 1)(k − 2)〉 ε + · · · + c�(2− γ )εγ−3 . (10.24)

The divergence of δ as γ < 3 confirms the lack of a phase transition in that regime.

Thus, limiting ourselves to γ > 3, and keeping only the dominant term as ε → 0,

Eq. (10.24) implies

ε ∼

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

( 〈k(k − 1)〉2
c 〈k〉�(2− γ )

) 1
γ−3

δ
1

γ−3 3 < γ < 4

2 〈k(k − 1)〉2
〈k〉 〈k(k − 1)(k − 2)〉δ γ > 4.

(10.25)

Returning to P∞, Eq. (10.20), we see that the singular contribution in ε is dominant

only for the irrelevant range of γ < 2. For γ > 3, we find P∞ ∼ pc 〈k〉 ε ∼ (p − pc)β .

Comparing this to (10.25), we finally obtain

β =
⎧⎨
⎩

1
γ−3 3 < γ < 4

1 γ > 4.
(10.26)

We see that the order parameter exponent β attains its standard mean-field value

only for γ > 4. For γ < 4, β is modified and becomes larger than 1. Thus, the

derivative of the order parameter, P∞, with respect to p is continuously zero at

the phase transition point. The order of the phase transition is determined by

the discontinuity in the order parameter and its derivative. If the order parameter

is discontinuous at the transition point, the transition is called first order; if the

order parameter is continuous but its derivative is discontinuous, it is considered a

second-order phase transition. Discontinuity in the second derivative determines a
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third-order phase transition, etc. Thus, the percolation transition for γ < 4 is higher

than the second order: for 3+ 1
n−1 < γ < 3+ 1

n−2 the transition is of the nth order.

The result (10.26) was reported before in [CEbH01], and was also found indepen-

dently in a different but related model of virus spreading [MPV02, PV01b]. The

existence of an infinite-order phase transition at γ = 3 for growing networks of the

Barabási–Albert model was reported elsewhere [CHK+01, DMS01a]. These exam-

ples suggest that the critical exponents are not model dependent but depend only

on γ .

For networks with γ < 3, the transition still exists, though at a vanishing threshold,

pc = 0. The sum in Eq. (10.22) becomes:

∞∑
k=0

k P(k)uk−1 ∼ 〈k〉 + c�(2− γ )εγ−2 . (10.27)

Using this in conjunction with Eq. (10.21), and remembering that here pc = 0 and

therefore p = δ, leads to

ε =
(−c�(2− γ )

〈k〉
) 1

3−γ

δ
1

3−γ , (10.28)

which implies

β = 1

3− γ
, 2 < γ < 3 . (10.29)

In other words, the transition in 2 < γ < 3 is a mirror image of the transition in

3 < γ < 4. An important difference is that pc = 0 is not γ -dependent for 2 < γ < 3,

and the prefactor of P∞ diverges as γ → 2 but remains finite as γ → 4, implying

that for γ → 2 the giant component undergoes a discontinuous jump at the transition

point.

10.4.3 Finite component size distribution

It is known that for percolation in any dimension [BH96, SA94] and for random graphs

of arbitrary degree distribution [NSW01], the finite components near criticality follow

the scaling form

ns ∼ s−τ e−s/s∗ . (10.30)

Here s is the component size, and ns is the number of components of size s. At

criticality s∗ ∼ |p − pc|−σ diverges and the tail of the distribution behaves as a

power law.
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We now derive the exponent τ for scale-free networks. The probability that a node

belongs to an s-component is ps = sns ∼ s1−τ , and is generated by H0:

H0(x) ≡
∑

ps xs . (10.31)

The singular behavior of H0(x) stems from H1(x), as can be seen from Eq. (10.19).

H1(x) itself can be expanded from Eq. (10.18), by using the asymptotic form (10.23)

of G1. We let x = 1− ε, as before, but work at the critical point, p = pc. With the

notation φ(ε) = 1− H1(1− ε), we finally get (note that at criticality H1(1) = 1):

− φ = −pc + (1−ε)pc

[
1− φ

pc
+ 〈k(k − 1)(k − 2)〉

2 〈k〉 φ2 + · · · + c
�(2− γ )

〈k〉 φγ−2

]
.

(10.32)

From this relation we extract the singular behavior of H0: φ ∼ ε y . Then, using

Tauberian theorems [Wei94] it follows that ps ∼ s−1−y , hence τ = 2+ y.

For γ > 4, the term proportional to φγ−2 in (10.32) can be neglected. The linear

term εφ can be neglected as well, due to the factor ε. This leads to φ ∼ ε1/2 and to

the standard mean-field result [BH96]

τ = 5

2
, γ > 4 . (10.33)

For γ < 4, the terms proportional to εφ, φ2 can be neglected, leading to φ ∼ ε1/(γ−2)

and

τ = 2+ 1

γ − 2
= 2γ − 3

γ − 2
, 2 < γ < 4 . (10.34)

Note that for 2 < γ < 3 the percolation threshold is strictly at pc = 0. Here we

analyze Eq. (10.32) at p = δ small but fixed, taking the limit δ → 0 at the very end.

The case 2 < γ < 3, τ in Eq. (10.34) represents the singularity of the distribution of

branch sizes. For the distribution of component sizes in this range, one has to consider

the singularity of x in Eq. (10.19) leading to τ = 3 for this range.

For the growing networks model of Barabási–Albert with γ = 3, it has been shown

that sns ∝ (s ln s)−2 [DMS01a]. This is consistent with τ = 3 plus a logarithmic

correction. Related results for scale-free trees have been presented in [BCK01].

At the transition point the largest component, S can be obtained from the finite

component distribution by assuming the integral over the tail of the distribution to be

equal to 1/N . This results in

S ∝ N τ−1 = N (γ−2)/(γ−1). (10.35)

For γ = 4 this reduces to the known N 2/3 found for ER networks [Bol85]. For

γ → 3, S ∝ N 1/2. It is not yet clear whether the result (10.35) also has a meaningful

interpretation for γ < 3.
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10.4.4 Finite component size cutoff

The critical exponent σ , for the cutoff component size, can also be derived directly.

Finite-size scaling arguments predict [SA94] that

pc(∞)− pc(N ) ∼ N− 1
dν = N− σ

τ−1 , (10.36)

where N is the number of nodes in the network, ν is the correlation length critical

exponent, ξ ∼ (p − pc)−ν , and d is the dimensionality of the embedding space. Using

a continuous approximation of the distribution (2.2), one obtains [CEbH00]

κ ≈
(

2− γ

3− γ

)
K 3−γ − m3−γ

K 2−γ − m2−γ
, (10.37)

where K ∼ N 1/(γ−1) is the largest node degree of the network. For 3 < γ < 4, this

and Eq. (10.5) yield

pc(∞)− pc(N ) ∼ �κ ∼ K 3−γ ∼ N
3−γ

γ−1 , (10.38)

which in conjunction with Eq. (10.36) leads to

σ = γ − 3

γ − 2
, 3 < γ < 4 . (10.39)

For γ > 4 we recover the standard mean-field result σ = 1/2. Note that Eqs. (10.36),

(10.26), and (10.34) are consistent with the known scaling relation: σβ =
τ − 2 [BH96, bH00, SA94]. For 2 < γ < 3, qc(∞) = 0 and qc(N ) ∼ K γ−3 ∼
N (γ−3)/(γ−1). Therefore,

σ = 3− γ

γ − 2
, 2 < γ < 3, (10.40)

which is again consistent with the scaling relation σβ = τ − 2 (cf. Eq. (10.29)).

10.4.5 Fractal and upper critical dimensions

As seen in Chapter 6, the distances between nodes in scale-free networks, and gen-

eralized random graphs in general are very small, of order log N or even log log N .

However, the diluted case is essentially the same as infinite-dimensional percola-

tion. In this case, there is no notion of geometrical distance (since the graph is not

embedded in a Euclidean space), but only of a distance along the graph (which is the

shortest distance along bonds). It is known from infinite-dimensional percolation the-

ory that the fractal dimension at criticality is dl = 2 [BH96]. Therefore, the average

(chemical) distance l between pairs of nodes on the largest component at criticality
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Figure 10.5 Mass (number of nodes), S , as a function of distance, l , on the spanning component for
an ER network at criticality. The correlation length is ξl = |p− pc|−1. Note that for
l/ξl < 1, the slope is 2, corresponding to the behavior in the critical regime, whereas for
l/ξl > 1, M grows exponentially with l , corresponding to the well-connected regime.
After [CEbH01].

behaves as

l ∼
√

S, (10.41)

where S is the number of nodes in the largest component. Figure 10.5 shows simulation

results supporting (10.41). This is analogous to percolation in finite dimensions,

where in length-scales smaller than the correlation length the component is a fractal

with dimension df and above the correlation length the component is homogeneous

and has the dimension of the embedding space. In our infinite-dimensional case,

the crossover between these two behaviors occurs around the correlation length

ξl ≈ |pc − p|−νl , with νl = 1. We denote by ξl and νl the correlation length and the

exponent, respectively, in the shortest path metric, l. Since for infinite dimensions (of

an embedding space) ν = 1
2 and � ∼ r2, it follows that νl = 1.

For scale-free networks, the result for νl is the same, but dl is different. Below the

transition all components are finite and almost all of them are trees. The correlation

length can be defined using the formula [BH96]:

ξ 2
l =

∑
l2g(l)∑
g(l)

, (10.42)



113 10.4 Critical exponents

where g(l) is the number of nodes at a distance l from a random node (and

belonging to the same component). The number of nodes in the l shell is approxi-

mately 〈k〉 (κ − 1)l−1 [NSW01]. Since κ − 1 = (κ0 − 1)q and pc = 1/(κ0 − 1), we

get g(l) = c(1− δ)l , where δ = p − pc. This leads to ξl ∼ (p − pc)−1, i.e., νl = 1.

Above the threshold, the finite components can be seen as a random graph with the

residual degree distribution of nodes not included in the gaint component [MR98].

That is, the degree distribution for nodes in the finite components is

Pr (k) = P(k)uk, (10.43)

where u is the solution of Eq. (10.21). Using this distribution, we can define κr for

the finite components. This adds a term proportional to εγ−3 to the expansion of ξl .

But, since δ ∝ εγ−3 (10.25), this leads again to νl = 1.

Using νl , we can find the fractal dimension of the network at criticality. The

chemical dimension dl = 1/σνl . Therefore,

dl = γ − 2

γ − 3
. (10.44)

Any path on the network, when embedded in a Euclidean space above the upper critical

dimension, can be regarded as a random walk where ν = νl/2 [BH96]. Therefore,

the fractal dimension of the component is

df = 1

νσ
= 2

γ − 2

γ − 3
. (10.45)

As seen above, the size of the largest component at criticality scales as S = N 1/(τ−1).

Assuming the network is embedded in a Euclidean space with some dimension dc,

and linear size L , the total network size is N = Ldc , and the largest component has

a fractal dimension df , and therefore its size is S ∼ Ldf . This leads to the relation

dc = df (τ − 1). Therefore, the upper critical dimension of the embedding space is,

dc = τ − 1

νσ
= 2

γ − 1

γ − 3
. (10.46)

These dimensions reduce to the standard mean-field values 2, 4, and 6 [BH96],

respectively, for γ = 4. These results also hold for γ > 4 and for ER networks.

Equations (10.44)–(10.46) show anomalous mean-field values for 3 < γ < 4, owing

to the heterogeneity in the degrees of the nodes in the network, which breaks the

translational symmetry. A different method to obtain similar results for the fractal

dimensions can be found in Burda et al. [BCK01].

A direct method for calculating the chemical dimension, dl , is also possible. Denot-

ing the generating function of the number of nodes on the lth layer of some branch,

as Nl(x), we get

Nl+1(x) = G1(Nl (x)) . (10.47)
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We are interested in the behavior of the average number of nodes at a chemical

distance l for those branches that have at least l layers. Since we expand exactly at

criticality, the average branching factor is exactly 1, and therefore Nl(1) = 1 for any

l. Hence, Al , the average number of nodes for surviving branches, is

Al = 1

1− Nl (0)
, (10.48)

since Nl (0) is the probability that the branching process dies out before the lth layer. At

criticality the branching process will die out with probability Nl (0) → 1 as l →∞,

and therefore for large l we can take Nl(0) = 1+ εl . Expanding G1 at criticality, one

obtains (Eqs. (10.22) and (10.23), with δ = 0)

G1(1− ε) = 1− ε + c�(2− γ )〈
k2

〉− 〈k〉 εγ−2 + · · · . (10.49)

Substituting Nl(0) = 1− εl into Eq. (10.47), one obtains

1− εl+1 = 1− εl − c�(2− γ )〈
k2

〉− 〈k〉 ε
γ−2
l + · · · . (10.50)

Guessing a solution of the form εl ≈ Bl−x , we obtain

B(l + 1)−x ≈ B(l−x − xl−x−1) = Bl−x − c�(2− γ )〈
k2

〉− 〈k〉 (Bl−x )γ−2, (10.51)

implying that x = 1/(γ − 3), and Nl(0) ∼ l x . Noting that the mass of the branch is

the sum of the layers up to the lth layer, we get dl = x + 1 = (γ − 2)/(γ − 3), the

same as in Eq. (10.44). The two methods therefore produce consistent results.

The behavior of several thermodynamical models on random networks has been

studied in the past; in particular, spin interaction models have been studied in [KS87].

The critical exponents for these cases are also known to be the standard mean-

field exponents [BH96]. For scale-free networks, the critical exponents for the Ising

model [DGM02b, LVVZ02] and for general Landau theory [GDM02] have been

calculated, and were shown to be anomalous even for 4 < γ < 5. More details will

be given in Chapter 16.

10.5 Percolation in networks with correlations

When degree-degree correlations are present in a network, the above considerations

no longer hold. The degree distribution and expected degree for a node reached by

following a link is no longer independent of the node through which we arrived at

the link. Therefore, the criterion using κ is no longer valid, and should be replaced
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with a more general criterion. We now turn to finding this criterion for a network

with degree-degree correlation where a fraction q of the nodes has been randomly

removed (i.e., a fraction p = 1− q of the nodes remain).

To find the threshold for percolation in correlated networks, we use again the fact

that locally the network is tree-like and that below the percolation threshold almost

all components are trees. Assume that the probability of a link emanating from a node

of degree k to lead to a node of degree k ′ is P(k ′|k). Starting from a random node,

we start exploring the network one layer at a time. Suppose at the lth layer there are

nl(k) nodes of degree k for each k. Each such node has k − 1 links going to the l + 1

layer. The probability of each such link to lead to an undeleted node is p, and the

probability of each of these nodes to have degree k ′ is P(k ′|k). Therefore, in the l + 1

layer, the number of nodes of each degree, k ′ will be:

nl+1(k ′) =
∑

k

(k − 1)n(k)pP(k ′|k) . (10.52)

This equation determines the number of nodes of each degree in each layer given the

previous one. Note that if we consider nl(k) to be a vector, where k is the index, the

equation can be written as a matrix equation,

�nl+1 = pA�nl , (10.53)

where the elements of the matrix A are

Ak ′,k = (k − 1)n(k)P(k ′|k) . (10.54)

In Appendix A we discuss such processes. Since all the matrix elements are non-

negative, this matrix has one largest eigenvalue with an appropriate non-negative

eigenvector. This largest eigenvalue determines the percolation threshold of the net-

work. If this value is above p−1 (i.e., the largest eigenvalue of qA is larger than 1),

then the process will continue indefinitely (until O(N ) nodes are reached) and the

network is percolating. If the largest eigenvalue is below p−1, no giant component

exists. The criterion is therefore

1− qc = pc = λ−1
max, (10.55)

where λmax is the largest eigenvalue of the matrix A defined in Eq. (10.54).

10.5.1 Percolation in correlated scale-free networks

As shown above, in scale-free networks with γ < 3, the percolation threshold is

pc → 0. However, this was shown above for uncorrelated networks. The question

arising is whether this also holds true for networks with degree-degree correlations.
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This question was answered in [BPV03].3 To prove that, one may consider the

matrix A2 =∑
k ′′ A(k, k ′′)A(k ′′, k ′). Consider now the product �vt A2�v, where �v is

the vector whose elements are vk = k P(k). For γ > 2 the vector is normalizable,

i.e.,
∑

k(k P(k))2 <∞. Using the equality k P(k ′|k)P(k) = k ′P(k|k ′)P(k ′), stem-

ming from the fact that the number of links going from a node of degree k to a node

of degree k ′ equals the number going the opposite way, one can conclude that the

product �vt A2�v diverges for γ < 3. This implies that the largest eigenvalue of A2

must diverge and therefore also the largest eigenvalue of A diverges, proving that the

percolation threshold is 0. For further results on percolation in correlated networks,

see also [GDM08].

10.6 k-core percolation: fault tolerant networks

As a final topic in this chapter, we will discuss the notion of k-core percolation. This

is a generalization of the regular percolation model, leading to an interesting phase

transition.

The k-core of a network is defined as the largest subgraph (i.e., component if it is

connected) consisting only of nodes of degree k and above. This core can be obtained

from the original network by removing all nodes with degree below k and repeating

this process again and again (each time removing every node whose degree dropped

below k after the previous round) until no more nodes can be removed. At this stage

we are left with a network consisting only of nodes of degree k and above connected

among them.4 See Figure 10.6 for an illustration.

The main interest in the structure of the k-core stems from its fault tolerance. For

ER networks, it was proven that the k-core is k-connected. This means that between

any two nodes in the k-core there are k independent paths (i.e., not sharing any nodes

or links). This is desirable in many cases in order to deal with malfunctions in the

network and with congestion. In the k-core, it is guaranteed that less than k failures

anywhere will not affect the ability of any pair of nodes to communicate. Similarly, any

k − 1 congested links or nodes can always be bypassed for communication between

any pair of nodes.

To prevent confusion between the degree and the core degree k, we will use a C

for the core minimum degree and a k for the node degrees.

3 In fact, the proof in [BPV03] is for the epidemic threshold, discussed in Chapter 14. However, here we
adapt the argument to discuss percolation.

4 There may be more than one component left at the end of the process. Our main interest is in the largest
one. For k ≥ 3 and random graphs the probability of having more than one component in the k-core is
negligible.
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Figure 10.6 An illustration of a network with the 3-core (k-core with k = 3) encircled.

In the following, we follow closely the derivation in [DGM06]. For an analysis of

the Internet structure in terms of its different k-cores, see [CHK+07].

We now proceed to analyze the structure of the core. We start with a network

having degree distribution P(k) and assume that a fraction q ≡ 1− p of the nodes

are randomly removed from the network. The network is locally tree-like. Therefore,

we assume that if a node has at least C neighbors that have at least C − 1 similar

infinite C-branches growing from them, then this node belongs to the giant C-core.

Since the size of each of these branches grows exponentially, it is guaranteed that

for every two nodes fulfilling this condition, the branches emanating from them will

collide in all possible combinations (i.e., each of the C or more branches emanating

from one node will collide with each of the C emanating from the other). Therefore,

it is expected that any two such nodes will belong to the same component. In fact,

since each branch is expected to collide with all other branches, it is expected that

there will be C independent paths between the nodes.

Let us use R to denote the probability a given end of a link in the network is

not the root of a C − 1 tree (that is, an infinite tree, which, in each layer, splits to

at least C − 1 similar branches). A node belongs to the C-core if at least C of the

links emanating from it are the roots of such a C − 1 tree. The probability of a node

belonging to the C-core is:

M(C) = p
∑
k≥C

P(k)
k∑

n=C

(
k

n

)
Rk−n(1− R)n . (10.56)

The outer sigma sums over all possible node degrees of C and above. The inner sigma

sums over the number of infinite branches, C ≤ n ≤ k stemming from the node. See

Figure 10.7 for a graphical presentation. Note that for C = 1, Eq. (10.56) reduces to

ordinary percolation.
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Figure 10.7 An illustration of (a) Eq. (10.56) and (b) Eq. (10.57). After [GDM06].

To calculate R, we note that for an end of a link not to be the root of an infinite C − 1

tree, it must be deleted (with probability 1− p) or have at most C − 2 infinite children

branches. The probability of each link reached leading to an infinite C − 1 tree is

1− R. Therefore, if a link leads to a node of degree k = i + 1, then the probability

that n of its i outgoing links will lead to infinite C − 1 trees is
(i

n

)
Ri−n(1− R)n . This

leads to the equation

R = 1− p + p
C−2∑
n=0

[ ∞∑
i=n

(i + 1)P(i + 1)

〈k〉
(

i

n

)
Ri−n(1− R)n

]
. (10.57)

Using the generating function from Chapter 9, we can rewrite Eq. (10.57) as

R = 1− p + p�C (R), (10.58)

with

�C (R) =
C−2∑
n=0

(1− R)n

n!

dn

dRn
G1(R) . (10.59)

Equation (10.57) always has the trivial solution R = 1, indicating no giant C-core.

The transition occurs at the point where another solution with R < 1 appears. At this

point the solution R = 1 becomes unstable and a giant C-core forms.

Define the function

fC (R) = 1−�C (R)

1− R
. (10.60)

Using this function, Eq. (10.57) can be reformulated as

p fC (R) = 1. (10.61)

For a reasonably well-behaved degree distribution P(k), �C (R) is a continuous

function, and therefore fC (R) is also continuous in the range 0 ≤ R < 1. Thus,
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Figure 10.8 The size of the C -core, M (C ), for various values of C for an ER network with average
degree 〈k〉 = 10 as a function of the fraction of removed nodes, q. The ordinary
percolation threshold in this case is qc = 0.9. The inset shows the mean degree, z1(C ), of
nodes in the C -core. After [DGM06].

Eq. (10.61) has a non-trivial solution if

p max
R∈[0,1)

fC (R) ≥ 1 . (10.62)

Exactly at the critical point the maximum of fC (R) touches the line y = p−1
c . There-

fore, we obtain two equations for the threshold:

pc(C) = 1

fC (Rmax)
, f ′C (Rmax) = 0 . (10.63)

These equations allow us to calculate both pc, the critical threshold, and Rmax, the

value R at the critical threshold. For ordinary percolation, which is equivalent to

the cases C = 1, 2,5 we are used to seeing the same value of the order parameter at

both sides of the phase transition. That is, only the slope (derivative) of the order

parameter changes at the transition point. The order parameter itself is continuous.

This is typical of a second-order phase transition. This is not the case, however, in

k-core percolation.

The k-core percolation is an example of a hybrid phase transition. It is a first-order

phase transition, meaning that the order parameter (R or M(C)) changes discon-

tinuously (see Figure 10.8). However, critical exponents can be identified near the

transition. We will not discuss further properties of this transition. The interested

reader is referred to [DGM06, GDM06] for further details. For completeness we will

only discuss briefly the properties of k-core percolation in scale-free networks.

5 C = 1 is identical to ordinary percolation, whereas C = 2 gives the size of the giant component without
the dangling ends, i.e., without all branches leading to a dead end.
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For scale-free networks with γ > 3 and minimum degree m = 1, no C-core exists

for C ≥ 3. As m increases, however, C-cores come into existence for various C

where, naturally, if m ≥ C the entire network is its own C-core. For 2 < γ ≤ 3, a

C-core exists for any m and any finite C , p. This stems from the divergence of fC (R)

at R → 1, meaning that a non-trivial solution of Eq. (10.61) exists for every p, C .

The analysis of the k-core in [CHK+07] attempts to study the structure of the

Internet through its C-cores for different values of C . An interesting twist there is the

discussion of the network structure left after removing the C-core for some C . This

is somewhat similar to the intentional attack strategy presented above. The nodes

outside the C-core are very similar to the network after an attack on the highest

degree nodes.

10.7 Conclusions

We reviewed results for the percolation properties of scale-free graphs, and have

shown that some properties of such graphs differ from generalized random graphs

owing to the diverging moment of the degree distribution. We have seen that scale-

free graphs with 2 < γ < 3 are very robust to random breakdown of almost 100%

of the nodes, making this a favorable design for unmanaged networks, such as the

Internet, where nodes can be disconnected or can fail unexpectedly. However, these

networks are vulnerable to intentional attacks on the most highly connected nodes.

The lack of percolation threshold also makes those networks sensitive to virus prop-

agation [PV01a, PV01b].

We also described the behavior of networks near the percolation transition. It is

shown that scale-free networks with large γ (γ > 4) near the percolation transi-

tion behave as expected in percolation in infinite-dimensional lattices. We have seen

that near the threshold there is a crossover between a finite fractal dimension at

short distances to infinite-dimensional, exponential growth at large distances. Thus,

networks near the critical point become sparser, and communication becomes inef-

ficient, as packets have to travel a long distance (many routers) on the way to their

destination.

We have seen that the critical exponents behave differently in scale-free networks

than in ordinary networks both in the regime 3 < γ < 4, where a transition occurs at

a finite pc, and in the regime 2 < γ < 3, where pc → 0. In particular, β > 1 in both

regimes, making the transition to higher than second order. However, for γ > 4, the

percolation exponents converge to the regular mean-field exponents, similarly to ER

networks. This suggests that for certain properties scale-free networks can be viewed

as a generalization of ER graphs.
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Note that the attack on high-degree nodes is not the most efficient method for

breaking a network. Several other methods have been devised that perform better

than attack by degree and outperform random removal even for random regular net-

works, where all degrees are equal. Some of these methods are based on betweenness

centrality or on adaptive estimation of a node’s importance in the network during the

attack. For a survey of such attack methods, see [Mag03]. Although the problem of

determining the optimal attack on a network is believed to be computationally diffi-

cult, some approximations can be made, giving better results than attack by degree,

and showing interesting phase transition properties [CPH+08, PCS+07]. The theory

of percolation in correlated networks is studied in more detail in [GDM08].

Exercises

10.1 Find the percolation criterion when each node, of degree k is removed

with probability r (k). This type of percolation is discussed in [DB02,

GCA+05] in conjunction with immunization and various types of attacks

or failures.

10.2 Generalize the criterion obtained in Section 10.5 to the case where the

probability of removing a node depends on k, p = p(k).

10.3 A network has nodes of degrees 2 and 3, where P(k1 = 2|k2 = 3) = 1,

i.e., nodes are only connected to nodes of the other degree.

(a) Deduce the degree distribution P(k).

(b) Use the matrix formulation to deduce the percolation threshold of this

network. Can the threshold be obtained using a more direct method?

10.4 Using the result of Exercise 4.6 calculate κ for a random geometric

graph. Use the result to estimate the percolation threshold for a random

geometric graph. Is this an over-estimate or an under-estimate? Explain.

10.5 Generalize the criterion obtained in Section 10.5 to the case of bond

percolation, where the probability of removing a link (bond) depends on

both degrees, k and k ′, p = p(k, k ′).

10.6 Obtain the full expression for the product �vt A2�v in Section 10.5 and show

that it diverges.

10.7 Find the percolation threshold for a bipartite network (see Exercise 4.2

for the definition) with degree distributions Pa(k) and Pb(k). Consider

the following cases.
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(a) Only nodes of type a are removed.

(b) Nodes of type a are removed with probability pa and nodes of type

b are removed with probability pb.

10.8 Obtain the equations for the critical threshold of k-core percolation

in ER networks. That is, find the minimum 〈k〉 for which a K -core

exists for some K . The numerical results for the solution appear in

Figure 10.8.



11 Structure of random directed
networks: the bow tie

Many real complex networks have directed links, a property that affects the network’s

navigability and large-scale topology. Here we present the percolation properties

of such directed scale-free networks with correlated in- and out-degree distribu-

tions [SCbA+02]. We derive a phase diagram that indicates the existence of three

regimes, determined by the values of the degree exponents. In the first regime, we

attain the known directed percolation mean-field exponents. In contrast, the second

and third regimes are characterized by anomalous mean-field exponents that we cal-

culate analytically. In the third regime the network is resilient to random dilution, i.e.,

the percolation threshold is pc → 0.

11.1 Introduction

Real networks are sometimes directed; for example, in social and economical net-

works, a node A gains information or acquires physical goods from node B, but

node B does not necessarily get similar input from node A. Likewise, most metabolic

reactions are one directional. Thus, changes in the concentration of molecule A

affect the concentration of its product B, but the reverse is not true. Despite the

directedness of many real networks, the modeling literature, with few notable excep-

tions [CRS+03, DMS01b, NSW01, SCbA+02], has focused mainly on undirected

networks.

An important property of directed networks can be illustrated by studying their

degree distribution, P( j, k), or the probability that an arbitrary node has j incoming

and k outgoing edges. Many natural directed networks, such as the WWW, metabolic

networks, citation networks, and others, exhibit a power-law, or scale-free degree

distribution for the incoming and/or outgoing links:

Pin(out)(k) = ck−γin(out) , k ≥ m , (11.1)

where m is the minimal connectivity (usually taken to be m = 1), c is a normaliza-

tion factor and γin(out) are the in(out)-degree exponents characterizing the network
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[BAJ00, BKM+00]. An important property of scale-free networks is their robust-

ness to random failures, coupled with an increased vulnerability to attacks [AJB00,

CEbH00, CEbH01, CNSW00, SM01]. It has been recognized that this feature

can be addressed analytically in quantitative terms [CEbH00, CEbH01, CNSW00]

by combining graph theoretical concepts with ideas from percolation theory (see

Chapter 10). Yet, although the percolation properties of undirected networks have

been extensively studied, little is known about the effect of node failure in directed

networks. Since many important networks are directed, it is important to understand

the implications regarding their stability. Here we show that directedness has a strong

impact on the percolation properties of complex networks and we will draw a detailed

phase diagram.

11.2 Structure

The structure of a directed graph has been characterized in [DMS01b, NSW01], and

in the context of the WWW in [BKM+00]. In general, a directed graph consists

of a giant weakly connected component (GWCC) and several finite components. In

the GWCC every node is reachable from every other, provided that the links are

treated as bidirectional. The GWCC is further divided into a giant strongly connected

component (GSCC), consisting of all nodes reachable from each other following

directed links. All the nodes reachable from the GSCC are referred to as the giant

OUT component, and the nodes from which the GSCC is reachable are referred to as

the giant IN component. The GSCC represents the intersection of the IN and OUT

components. All nodes in the GWCC, but not in the IN and OUT components are

referred to as the “tendrils” (see Figure 11.1).

11.3 The giant component

For a directed random network of arbitrary degree distribution, the condition for the

existence of a giant component can be deduced in a manner similar to that shown in

Chapter 9. Assume that the network has a degree distribution P( j, k), representing the

joint probability of having in-degree j and out-degree k. If a node is reached following

a link pointing to it, then it must have at least one outgoing link, on average, in order

to be part of a giant component. Assuming a link point from node a to node b, this
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GSCC OUTIN

TendrilsFinite components

Figure 11.1 Structure of a general directed graph.

condition can be written as

〈 jb|a → b〉 =
∑
kb, jb

jb P( jb, kb|a ↔ b) = 1. (11.2)

Using Bayes’ rule (see Appendix A), we obtain

P( jb, kb|a → b) = P( jb, kb, a ↔ b)/P(a → b)

= P(a → b| jb, kb)P( jb, kb)/P(a → b)

for random networks P(a → b) = 〈k〉 /(N − 1) and P(a → b| jb, kb) = ka/(N − 1),

where N is the total number of nodes in the network. The above criterion thus reduces

to [DMS01b, NSW01]

〈 jk〉 ≥ 〈k〉 . (11.3)

11.4 Percolation in directed scale-free networks

Suppose a fraction q of the nodes is removed from the network. (Alternatively, a

fraction p = 1− q of the nodes is retained.) The original degree distribution, P( j, k),

becomes

P ′( j, k) =
∞∑

j0,k0

P( j0, k0)
( j0

j

)
p j (1− p) j0− j

×
(k0

k

)
pk(1− p)k0−k . (11.4)
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In view of this new distribution, Eq. (11.3) yields the percolation threshold

pc = 1− qc = 〈k〉
〈 jk〉 , (11.5)

where averages are computed with respect to the original distribution before dilution,

P( j, k). Equation (11.5) indicates that in directed scale-free networks if 〈 jk〉 diverges,

then pc → 0 and the network is resilient to random breakdown of nodes and links.

The term 〈 jk〉 may be dramatically influenced by the appearance of correlations

between the in- and out-degrees of the nodes. In particular, let us consider scale-free

distributions for both the in- and out-degrees

Pin( j) ∼
⎧⎨
⎩Bcin j−γin j �= 0

1− B j = 0,
(11.6)

and

Pout(k) = coutk
−γout . (11.7)

In (11.6) we choose to add the possibility of zero value to the in-degree in order

to maintain 〈 j〉 = 〈k〉. If the in- and out-degrees are uncorrelated, we expect 〈 jk〉 =
〈 j〉 〈k〉. For several real directed networks, this equality does not hold. For example, the

network of the Notre Dame University WWW [BAJ00] has 〈k〉 = 〈 j〉 ≈ 4.6, and thus

〈 j〉 〈k〉 = 21.16. In contrast, measuring directly yields 〈 jk〉 ≈ 200, about an order

of magnitude larger than the result expected for the uncorrelated case. This yields,

using Eq. (11.5), an estimate of qc ≈ 0.02, i.e., a very stable directed network. Similar

results have also been obtained for some metabolic networks [JTA+00], indicating

that in real directed networks, the in- and out-degrees are correlated [SCbA+02].

To address correlations, we model it as follows. We first generate the j values for the

entire network. Next, for each node with j �= 0 with probability A, we generate k fully

correlated with j , i.e., k = k( j). Assuming that k( j) is a monotonically increasing

function, then the requirement coutk−γout dk = cin j−γin d j , which is needed to maintain

scale-free distributions, leads to kγout−1 = jγin−1. With probability 1− A, the degree

k is chosen independently of j :

P( j, k) ∼

⎧⎪⎪⎨
⎪⎪⎩

(1− A)Bcin j−γin coutk−γout

+B Acoutk−γoutδ j, j(k) j �= 0

(1− B)coutk−γout j = 0,

(11.8)

where j(k) = kγout−1/γin−1. With this distribution, any finite fraction B A of fully

correlated nodes yields a diverging 〈 jk〉 whenever

(γout − 2)(γin − 2) ≤ 1 , (11.9)

causing the percolation threshold to vanish (see Figure 11.2).
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Figure 11.2 Phase diagram of the different regimes for the IN component of scale-free correlated
directed networks. The boundary between resilient and anomalous exponents is derived
from Eq. (11.9), whereas that between anomalous exponents and mean-field exponents
is given by Eq. (11.24) for γ � = 4. For the diagram of the OUT component, γin and γout

change roles. Taken from [SCbA+02].

In the case of no correlations between the in- and the out-degrees, A = 0, Eq. (11.8)

becomes P( j, k) = Pin( j)Pout(k). Then the condition for the existence of a giant

component is: 〈k〉 = 〈 j〉 = 1. Moreover, Eq. (11.5) reduces to:

pc = 1− qc = 1

〈k〉 . (11.10)

Applying (11.10) to scale-free networks, one can conclude that for γout > 2 and

γin > 2 a phase transition exists at a finite qc. Here we concern ourselves with the

critical exponents associated with the percolation transition in a scale-free network

with γout > 2 and γin > 2, which is the most relevant regime (Figure 11.2).

Thus, percolation of the GWCC can be seen as similar to percolation in the non-

directed graph created from the directed graph by ignoring the directionality of the

links. The threshold is obtained from the criterion [CEbH00]

pc = 〈k〉
〈k(k − 1)〉 . (11.11)

Here the degree distribution is the convolution of the in and out distributions

P ′(k) =
k∑

l=0

P(l, k − l). (11.12)

Regardless of correlations, P ′(k) is always dominated by the slower decay-

exponent; therefore, percolation of the GWCC is the same as in non-directed

scale-free networks, with γeff = min(γin, γout). Note that the percolation threshold

of the GWCC may differ from that of the GSCC and the IN and OUT compo-

nents [DMS01b].
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11.5 Critical exponents

We now use the formalism of generating functions [Wil94] to analyze percolation of

the GSCC and IN and OUT components. In [DMS01b, NSW01] a generating function

is built for the joint probability distribution of outgoing and incoming degrees, before

dilution:

�(x, y) =
∑
k, j

P( j, k)x j yk . (11.13)

Using the approach of Callaway et al. [CNSW00], let p( j, k) be the probability that

a vertex of degree ( j, k) remains in the network following dilution. The generating

function after dilution is then

G(x, y) =
∑
k, j

P( j, k)p( j, k)x j yk . (11.14)

From (11.14), it is possible to define the generating function for the outgoing degrees

G0

G0(y) ≡ G(1, y) =
∑
k, j

P( j, k)q( j, k)yk . (11.15)

The probability of reaching a node by following a specific link is proportional to

j P( j, k). Therefore, the probability of reaching an occupied node following a specific

directed link is generated by

G1(y) =
∑

j,k j P( j, k)q( j, k)yk∑
j,k j P( j, k)

. (11.16)

Let H1(y) be the generating function for the probability of reaching an outgoing

component of a given size by following a directed link, after a dilution. H1(y) satisfies

the self-consistent equation:

H1(y) = 1− G1(1)+ yG1(H1(y)) . (11.17)

Since G0(y) is the generating function for the outgoing degree of a node, the gen-

erating function for the probability that n nodes are reachable from a given node

is

H0(y) = 1− G0(1)+ yG0(H1(y)) . (11.18)

For the case where correlations exist, and assuming random dilution, q( j, k) = q,

Eqs. (11.17) and (11.18) reduce to

H1(y) = 1− q + qy

〈 j〉
∑

k

(B Aj(k)+ (1− A) 〈 j〉)Pout(k)H1(y)k , (11.19)
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and

H0(y) = 1− p + py
∑

k

Pout(k)H1(y)k . (11.20)

If A → 0, one expects that H0(y) = H1(y), since there is no correlation between j

and k. Thus, the probability of having k outgoing links is Pout(k), whether we choose

the node randomly or weighted by the incoming edges j .

Here, H0(1) is the probability of reaching an outgoing component of any finite size

choosing a node. Thus, below the percolation transition H0(1) = 1, whereas above

the transition there is a finite probability of following a directed link to a node that is

a root of an infinite outgoing component: P∞ = 1− H0(1). It follows that

P∞(p) = p

(
1−

∞∑
k

Pout(k)uk

)
, (11.21)

where u ≡ H1(1) is the smallest positive root of

u = 1− p + p

〈 j〉
∑

k

(B Aj(k)+ (1− A) 〈 j〉)Pout(k)uk . (11.22)

Here, P∞(p) is the fraction of nodes from which an infinite number of nodes is reach-

able. Equation (11.22) can be solved numerically and the solution can be substituted

into Eq. (11.21), yielding the size of the OUT component at dilution q = 1− p.

11.5.1 Size of the giant component

Near criticality, the probability of starting from a node and reaching the giant out-

going component follows P∞ ∼ (p − pc)β . For mean-field systems, such as infinite-

dimensional systems, random graphs, and Cayley trees, it is known that β = 1 (see

Chapter 10) [BH96, FHL01, SA94]. However, this regular mean-field result is not

always valid for scale-free networks. Instead, for certain values of γin and γout, anoma-

lous mean-field exponents appear owing to the heterogeneity in the node degrees.

Following [CbH02], we study the singular behavior of Eq. (11.22) near p = pc,

u = 1, and find

β =

⎧⎪⎪⎨
⎪⎪⎩

1
3−γ � 2 < γ � < 3

1
γ �−3 3 < γ � < 4

1 γ � > 4,

(11.23)

where

γ � = γout + γin − γout

γin − 1
. (11.24)
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We see that the order parameter exponent β attains its usual mean-field value only

for γ � > 4. Since γout → γin, the correlated fraction B A of nodes resembles non-

directed networks [CbH02, PV01a] (where there is no distinction between incoming

and outgoing degrees). In this case, we obtain γ � = γout = γin for any amount of

correlation A. The criterion for the existence of a giant component is then
〈
k2

〉
/ 〈k〉 =

1, and not 2 as in the non-directed case. The difference stems from the fact that in

the non-directed case, one of the links is used to reach the node, whereas in the

directed case there is generally no correlation between the location of the incoming

and outgoing links. Therefore, one more outgoing link is available for leaving the

node.

Without any correlations, A = 0, different terms prevail in the analysis and

β =
⎧⎨
⎩

1
γout−2 2 < γout < 3

1 γout > 3.
(11.25)

This is the same as Eq. (11.23), but with γ � = γout + 1.

The GSCC is the intersection of the IN and OUT components. Therefore, it behaves

as the smaller of the two components: βGSCC = max(βin, βout). This can also be

derived by applying the same methods as for the IN and OUT components to the gen-

erating function of the GSCC obtained in [DMS01b]. The exponent for the GWCC,

on the other hand, is independent of the exponents of the other components, since the

transition point is different.

11.5.2 Finite component sizes

It is known that for a random graph of arbitrary degree distribution the finite clusters

follow the scaling form [BH96, SA94]

n(s) ∼ s−τ e−s/s∗ , (11.26)

where s is the cluster size and n(s) is the number of clusters of size s. At criticality

s∗ ∼ |p − pc|−σ diverges and the tail of the distribution follows a power law.

The probability that s nodes can be reached from a node by following links at

criticality follows p(s) ∼ s−τ , and is generated by H0, where H0(y) =∑
s p(s)ys . As

in [CbH02], H0(y) can be expanded from Eq. (11.18). In the presence of correlations,

we find

τ =
⎧⎨
⎩1+ 1

γ �−2 2 < γ � < 4
3
2 γ � > 4.

(11.27)
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Table 11.1 Values of γ � for the different
network components for both correlated and

uncorrelated cases, after [SCbA+02]

Uncorrelated Correlated

GWCC min(γout, γin)+ 1 min(γout, γin)

in γout + 1 γout + γin−γout
γin−1

out γin + 1 γin + γout−γin
γout−1

GSCC min(γout, γin)+ 1 min(γ ∗out, γ
∗
in)

The regular mean-field exponents are recovered for γ � > 4. For the uncorrelated

case, we get

τ =
⎧⎨
⎩1+ 1

γout−1 2 < γout < 3
3
2 γout > 3.

(11.28)

Now the regular mean-field results are obtained for γ > 3.

11.6 Summary

In summary, we calculated the percolation properties of directed scale-free networks.

We found that the percolation threshold and the critical exponents in scale-free

networks depend strongly upon the existence of correlations and upon the degree

distribution exponents in the range of 2 < γ � < 4. This regime characterizes most

naturally occurring directed networks, such as metabolic networks or the WWW.

The regular mean-field behavior of percolation in infinite dimensions is recovered

only for γ � > 4. A connection is found between non-directed and directed scale-free

percolation exponents for any finite correlation between the in- and out-degrees. In

the uncorrelated case, i.e., P( j, k) = Pin( j)Pout(k), the probability of reaching an

outgoing component does not have any dependence upon Pin( j). The results are

summarized in Table 11.1.

Exercises

11.1 For a network with all nodes having degrees j = k = c for some constant

c, what is the percolation threshold pc(c)?
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11.2 Given a random directed network with given distributions Pin( j)

and Pout(k) and no correlations, consider removal of nodes with the

probability depending on both the in- and out-degrees, P( j, k). What is

the condition for the existence of a giant component in this case?

11.3 (Research) Study intentional attacks on random directed networks. Find

which attacks (based on some combination of the in- and out-degrees)

lead to the fastest breakdown of the network.

11.4 (Research) Study the upper critical dimension in percolation on random

directed networks.

11.5 (Research) Study the chemical and fractal dimensions in percolation on

random directed networks.



12 Introducing weights: bandwidth allocation
and multimedia broadcasting

12.1 Introduction

In this chapter we present studies of the optimal distance in networks, �opt, defined

as the length of the path minimizing the total weight, in the presence of disorder

[BBC+03]. Disorder is introduced by assigning random weights to the links or nodes.

These weights may represent properties of the links and the transport in them. These

properties may include the bandwidth of links in communication networks, delays in

the transport of data or material, or the cost of traversing the link. Many real-world

networks may be better described by introducing link weights, an example is the

airline network where the frequency of flights is an important property (see, e.g.,

[BBPV04]).

An important quantity characterizing networks is the average distance (minimal

hopping) �min between two nodes in a network containing N nodes. For the Erdős–

Rényi networks [ER59, ER60], and the related, more realistic Watts–Strogatz (WS)

network [WS98], �min scales as ln N [Bol85], which leads to the concepts of small

world and “six degrees of separation,” while for scale-free networks �min scales as

ln ln N . See Chapter 6 for details.

In most studies, all links in the network are regarded as identical and thus the

relevant parameter for information flow including efficient routing, searching, and

transport is �min. In practice, however, the weights (for example, the quality or cost) of

links are usually not equal, and thus the length of the optimal path, �opt, minimizing the

sum of weights is usually longer than the distance �min. In many cases, the selection

of the path is controlled by the sum of weights (for example, total cost) and this

case corresponds to regular or weak disorder. However, in other cases, for example,

when transmission at a constant high rate is needed (for example, in broadcasting

video records over the Internet), the narrowest band link in the path between the

transmitter and receiver controls the rate of transmission. This situation – in which

one link controls the selection of the path – is called the strong disorder limit. Another

example of strong disorder is when the distribution of weights is so broad that a single

weight dominates the sum. In this chapter we show that disorder or inhomogeneity

in the weight of links may increase the distance �opt dramatically, destroying the
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“small-world” nature of the networks. A similar effect is observed in the minimum

spanning tree (or MST), i.e., the set of links with the minimum total weight needed to

keep all nodes connected. In the minimum spanning tree, the optimization is global,

and the lowest weight tree for the entire network is chosen, leading to increased

distances, like in strong disorder, but for any weight distribution, not necessarily a

broad one.

12.2 Random weighted networks

To implement the disorder, we assign a weight or “cost” to each link or node in

the network. For example, the weight could be the time τi required to transit the

link i . The optimal path connecting nodes A and B is the one for which
∑

i τi

is a minimum. Whereas in weak disorder, all links contribute to the sum, in strong

disorder, one term dominates it. The strong disorder limit may be realized naturally in

the vicinity of the absolute zero temperature if passing through a link is an activation

process with a random activation energy εi and τi = exp(βεi ), where β is the inverse

temperature [CLHS06]. Let us assume that the energy spectrum is discrete and that

the minimal difference between energy levels is �ε. It can be easily shown that if

β > ln 2/�ε, the value of
∑

i τi is dominated by the largest term, τmax. Thus, if

we have two different paths characterized by the sums
∑

i τi and
∑

i τ ′i , such that

τmax > τ ′max, it follows that
∑

i τi >
∑

i τ ′i .

To generate ER graphs, we start with zN links and for each link randomly select

from the total N (N − 1)/2 possible pairs of nodes, a pair that is connected by this

link. The WS network [WS98] is implemented by placing the N nodes on a circle.

Initially, each node i is connected with z nodes i + 1, i + 2, . . . , i + z and periodic

boundaries are implemented. Thus, each node has a degree 2z and the total number

of links is zN . Next, we randomly remove a fraction p of the links and use them

to connect randomly selected pairs of nodes. When p = 1, we obtain a model very

similar to the ER graph.

To generate scale-free (SF) graphs, we employ the configuration model algorithm

(see Appendix C) in which each node is first assigned a random integer k from

a power-law distribution P(k) ∼ k−γ . Next, we randomly select a node and try to

connect each of its k links with randomly selected k nodes that still have free positions

for links.

We expect that the optimal path length in the weak disorder case will not be

considerably larger than the shortest path, as found for regular lattices [KRW88]

and random graphs [vdHHvM01]. Thus, we expect that the scaling for the shortest

path �min ∼ ln N will also be valid for the optimal path in weak disorder, but with



135 12.2 Random weighted networks

a different prefactor, depending on the details of the graph and the distribution of

weights. This, however, seems to change in the case of 2 < γ < 3, where the ultra

small-world effect may vanish when even a weak disorder is introduced.

In the case of strong disorder, we present the following theoretical arguments.

Cieplak et al. [CMB99] showed that finding the optimal path between nodes A and B

in the strong disorder limit is equivalent to the following procedure. First, we sort all

M links of the network in descending order of their weights, so that the first link in this

list has the largest weight. Since the sum of the weights on any path between nodes A

and B is dominated by a single link with the largest weight, the optimal path cannot

go through the first link in the list, provided there is a path between A and B that

avoids this link. Thus, the first link in the list can be eliminated and now our problem

is reduced to the problem of finding the minimal path on the network of M − 1 links.

We can continue to remove links from the top of the list one-by-one until we pick a

link whose removal destroys the connectivity between A and B. This means that all

the remaining paths between A and B go through this singly connecting or “red” link

[Con89] and that all these paths have the same largest weight corresponding to the

“red” link. To continue optimization among these paths, we must select those paths

with the minimal second largest term, the minimal third largest term and so on. Thus,

we must continue to remove links in descending order of their weights unless they are

“red” until a single path between A and B, consisting of only “red” links, remains.

Since the assigning of weights to the links is random, so is their ordering. Hence,

the optimization procedure in the strong disorder limit is statistically equivalent to

removing the links in random order (without caring at all about weights) unless the

connectivity between nodes A and B is destroyed. If connectivity is lost by removing

some link, the link is restored and we continue with the next link until a single path

exists. An illustration of the process can be seen in Figure 12.1.

At the beginning of this process, the chances of losing connectivity by removing a

random link are very low, so the process corresponds exactly to diluting the network,

which is identical to the percolation model. Only when the concentration of the

remaining links approaches the percolation threshold will the chances of removing a

singly connected “red” link [Con89] become significant, indicating that the optimal

path must be on the percolation backbone connecting A and B. Since the network is

not embedded in space but has infinite dimensionality, we expect from percolation

theory that loops are not relevant at criticality [CEbH00]. Thus, the shortest path on

the backbone must also be the optimal path.

We begin by considering the case of the ER graph that, at criticality, is equivalent

to percolation on a Cayley tree or percolation at the upper critical dimension dc = 6.

For the ER graph, it is known that the mass of the incipient infinite cluster S scales as

N 2/3 [ER59]. This result can also be obtained in the framework of percolation theory

for dc = 6. Since S ∼ Rdf and N ∼ Rd (where df is the fractal dimension and R the
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Figure 12.1 In (a) we show schematically a network consisting of five nodes (A, B , C , D , and E ).
The links between them are shown by dashed lines. The origin (A) is denoted in gray. All
links were assigned random weights, shown beside the links. In (b) one node (C ) has
been visited for the first time (marked in black) and assigned the sequence (8) of length
� = 1. The path is denoted by a solid arrow. Note that there is no other path going from
the origin (A) to this node (C ) so �opt = 1 for that path. In (c) another node (B ) is visited
for the first time (marked in black) and is assigned the sequence (10, 8) of length 2. The
sequence has the information of all the weights of that path arranged in decreasing
order. In (d) another node (D ) is visited for the first time and is assigned the sequence
(8, 7) of length 2. In (e) node B , visited in (c) with sequence (10, 8), is visited again with
sequence (8, 7, 6). The last sequence is smaller than the previous sequence (10, 8) so
node B is reassigned the sequence (8, 7, 6) of length 3. The new path is shown as a solid
line. In (f) a new node (E ) is assigned with sequence (8, 7, 4). In (g) node B is reached
for the third time and is reassigned the sequence (8, 7, 4, 3) of length 4. The optimal path
for this configuration from A to B is denoted by the solid arrows in (g). After [HBB+05].

diameter of the cluster), it follows that S ∼ N df /d and thus for dc = 6, df = 4 [BH96]

S ∼ N 2/3. (12.1)

It is also known [BH96] that, at criticality, at the upper critical dimension, S ∼ �d�

where � is the length of the shortest path on the cluster (component) and d� = 2.

Thus,

� ∼ �opt ∼ S1/d� ∼ N 2/3d� ∼ N νopt , (12.2)

where νopt = 2/3d� = 1/3. We expect that the WS model [WS98] for large N and

large p will be in the same universality class as ER.

The scaling relation in Eq. (12.2) is rigorous only as a lower bound. In order to

establish that the optimal distance actually scales as N 1/3, it should be shown that
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(a) Original network (c) MST of original network

Black links
Gray links

(b) Supernode network (d) MST of  supernode network

Figure 12.2 The structure of the minimum spanning tree. Below the percolation threshold the
network consists of a small component with (almost) no loops. The links whose weights
are below the threshold are called black links. These components consist of all parts of
the minimum spanning tree. To connect the components, we must add links above the
percolation threshold. These links are called the gray links, and only those that form no
loops are added. After [BWC+07].

the percolation components connect in a compact way, i.e., that a small number of

components is traversed in the optimal path between nodes (see Figure 12.2). A study

of the behavior of these paths is presented in [KBB+05, WBHS06]. In [ABR06]

a tight bound is finally established on the optimal path length for MSTs on the

complete graph and ER networks. To establish the compactness of the connections

between components of the network, one divides the links into three regimes. Up

to the critical concentration, all links that do not form loops are added, leading to

a critical network with O(N 1/3) path length as presented above, Eq. (12.2). Then, a

series of a few steps takes place in which the size of the largest component grows

from O(N 2/3) to O(N/ ln N ). In every such step the length of the optimal path does
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Figure 12.3 The dependence of �opt on N 1/3 for ER graphs for the strong disorder case obtained by
direct optimization (+) and by randomly removing links (◦). The linear asymptote has a
slope of 3.27. Also shown are the successive slopes multiplied by 50 for direct
optimization (×) and for randomly removing links (•). After [BWC+07].

not increase too much. Eventually, after reaching a component of size O(N/ ln N ), all

other components are considerably smaller and then connect to the largest component

through a short sequence of small components. For full details, see [ABR06].

For scale-free networks, we can also use the percolation results at criticality. As

discussed in Chapter 10, d� = 2 for γ > 4, d� = (γ − 2)/(γ − 3) for 3 < γ < 4,

S ∼ N 2/3 for γ > 4, and S ∼ N (γ−2)/(γ−1) for 3 < γ ≤ 4. Hence, we can conclude

that

� ∼ �opt ∼
⎧⎨
⎩N 1/3 γ > 4

N (γ−3)/(γ−1) 3 < γ ≤ 4.
(12.3)

In Figure 12.3 we present numerical simulations in the strong disorder limit by

randomly removing links (or nodes) for ER networks. We also present additional

simulations for the case of strong disorder on ER networks using direct optimiza-

tion [CLHS06]. As can be seen, the results are identical to the results obtained by

randomly removing links.

For scale-free networks, the behavior of the optimal path in the weak disorder limit

is shown in Figure 12.4 for different degree distribution exponents γ . Here we plot

�opt as a function of ln N . All the curves have linear asymptotes, but the slopes depend
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Figure 12.4 The dependence of �opt on ln N for scale-free graphs in the weak disorder case for
various values of γ is shown on the graph. The behavior of the asymptotic slope versus γ

is shown as an inset. After [BWC+07].

on γ ,

�opt ∼ f (γ ) ln N . (12.4)

This result is analogous to the behavior of the shortest path � ∼ ln N for γ > 3.

However, for 2 < γ < 3, � scales as ln ln N [CH03], whereas �opt is significantly

larger and scales as ln N . This is similar to lattices where for weak disorder �opt ∼ r ,

where r is the Euclidean distance [PSHB99]. In weak disorder, a path longer than the

minimal distance is usually more costly. Thus, a weak disorder does not change the

universality class of the length of the optimal path except in the case of “ultra small

worlds” 2 < γ < 3.

In contrast, a strong disorder dramatically changes the universality class of the

optimal path. Theoretical considerations (Eqs. (12.2) and (12.3)) predict that in the

case of WS and ER (Figure 12.3) and scale-free graphs with γ > 4, �opt = N 1/3,

whereas for scale-free graphs with 3 < γ < 4, �opt ∼ N (γ−3)/(γ−1). Figure 12.5 shows

the linear behavior of �opt versus N 1/3 for γ ≥ 4. The quality of the linear fit becomes

poor for γ → 4. At this value, the logarithmic divergence of the second moment of

the degree distribution occurs and one expects logarithmic corrections, i.e., �opt ∼
N 1/3/ ln N [BWC+07]. Similar results were obtained for the scale-free networks in

which the weights are associated with nodes rather than links [BWC+07]. The exact
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Figure 12.5 The dependence of �opt on N 1/3 for γ ≥ 4.

nature of the percolation cluster at γ < 3 is not yet clear, since in this regime the

transition does not occur at a finite concentration (see Chapter 10), and thus analytical

results for optimal paths in strong disorder are still missing.

In summary, we have presented results for the optimal distance in ER, WS, and

scale-free networks in the presence of strong and weak disorder. It was shown that in

ER and WS networks for strong disorder, the optimal distance �opt scales as N 1/3. For

the strong disorder limit in scale-free networks, theory and simulations show that �opt

scales as N 1/3 for γ > 4 and as N (γ−3)/(γ−1) for 3 < γ < 4. Thus, the optimal distance

increases dramatically in strong disorder when it is compared to the known small-

world result � ∼ ln N and the “small-world” nature for these networks is destroyed.

In contrast, simulations [BBC+03] also suggest that for 2 < γ < 3, �opt scales as

lnγ−1 N , which is also much larger than the “ultra small-world” result � ∼ ln ln N

[CH03], but can still be regarded as small world. The same scaling also applies to

distances on the minimum spanning tree, which behave similarly to paths in strong

disorder [DD01]. We also showed numerically that in weak disorder �opt ∼ ln N in

all types of networks considered.

12.3 Correlated weighted networks

In the networks discussed above the weights of the links are selected randomly and

independently from some distribution. No correlations exist between the node degrees

and the weights of the links.
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A study of the correlations between the degrees and the link weights is presented in

[BBPV04]. In [BBPV04] two networks were studied, the world wide airport network

(WWAN) and the network of scientific collaborations (SCN). In both networks,

weights were defined, based on the number of seats in flights between airports each

year (for the WWAN) and on the number of papers of coauthors, normalized by the

number of authors of the paper (for the SCN).

For each node in such a weighted network one can define the total strength of a

node i as

si =
∑

j

wi j , (12.5)

where wi j is the weight of the link between node i and node j . The strength of a

node represents some measure of the node’s functional importance in the network.

One can define s(k), the average strength of a node of degree k, as

s(k) =
∑

i siδki ,k∑
i δki ,k

, (12.6)

where δki ,k is the Kronecker delta, giving one if the degree of node i is k and zero

otherwise.

If weights are random and independent of the node properties then one expects to

have

s(k) =
〈∑

j

wi j

〉
= k 〈w〉 . (12.7)

However, for the networks studied in [BBPV04] it was found that for some networks

there are correlations between node degrees and link weights. The dependence can

be approximated by a power law

s(k) ∼ kβ . (12.8)

For uncorrelated networks one expects to find β = 1 in accordance with Eq. (12.7).

This is indeed the case for the SCN. However, for the WWAN it was found [BBPV04]

that β = 1.5. That is, larger airports, offering more destinations, also tend to have a

larger fraction of high traffic lines between them.

One can also study the dependence of the weight of the link between two nodes on

the degrees of the nodes. This, again, can be approximated by a power law [BBPV04]〈
wi j

〉 ∼ (ki k j )
θ , (12.9)

for some θ . Even if correlations between the weight and degrees do exist, assuming

no topological correlations between the degrees of connected nodes exist, it follows

that

si ∼ ki

〈
wi j

〉 ∼ k1+θ
i kθ

j . (12.10)
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This, in conjunction with Eq. (12.8), leads to β = 1+ θ , which, indeed, is found to

hold for the WWAN and the SCN networks. Further discussion on optimal distances

in correlated weighted networks and the WWAN may also be found in [WBC+06].

12.4 Summary

We presented results for optimal paths in networks with weighted links. For strong

disorder, where the maximal weight along the path dominates the sum, we find that

�opt ∼ N 1/3 in both Erdős–Rényi (ER) and Watts–Strogatz (WS) networks. Thus the

small-world property of d ∼ log N is no longer valid and the optimal distances are

power law in N .

For scale-free networks, with degree distribution P(k) ∼ k−γ , we found that �opt

scales as N (γ−3)/(γ−1) for 3 < γ < 4 and as N 1/3 for γ ≥ 4. Thus, for these networks,

the small-world nature is destroyed. For 2 < γ < 3, our numerical results suggest that

�opt scales as lnγ−1 N . We also found numerically that for weak disorder �opt ∼ ln N

for both the ER and WS models as well as for scale-free networks [BBC+03]. Thus,

scale-free networks can be regarded as a generalization of ER graphs.

Exercises

12.1 What is the fractal dimension of a minimum spanning tree?

12.2 Simulate a minimum spanning tree and use the box covering method

(Chaper 7) to calculate its fractal dimension.

12.3 Simulate a weighted network with a weak disorder and use the box

counting method to find the crossover distance between the fractal and

the exponentially growing part.

12.4 (Research) Study the (directed) optimal path length in directed networks

with strong disorder (see Chapter 11 for the percolation properties of

random directed networks).
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13 Optimization of the network structure

In this chapter we present results for the robustness of complex networks under mul-

tiple waves of simultaneous targeted attacks in which the highest degree nodes are

removed and random attacks (or failures), in which fractions pt and pr, respectively,

of the nodes are removed until the network collapses [TPC+05]. It is shown that the

network design, which optimizes network robustness, has a bimodal degree distri-

bution, with a fraction r of the nodes having degree k2 = (〈k〉 − 1+ r )/r and the

remainder of the nodes having degree k1 = 1, where 〈k〉 is the average degree of all

the nodes. The optimal value of r approaches pt/pr for pt/pr � 1.

13.1 Introduction

The resilience of real-world networks to random attacks or to attacks targeted at

the highest degree nodes is of much interest [AJB00, CEbH00, CEbH01, CNSW00,

Pax97, PSS05, VSS04]. Many real-world networks are robust to random attacks

but vulnerable to targeted attacks on the most important nodes. It is important to

understand how to design networks that are optimally robust against both types of

attacks, with examples being terrorist attacks on physical networks and attacks by

hackers on computer networks. In Chapter 10 we considered the case in which there

was only one type of attack on a given network, that is, the network was subject to

either a random attack or to a targeted attack but not subject to different types of attack

simultaneously, which is a more realistic scenario. This scenario can be modeled as a

sequence of “waves” of targeted and random attacks that remove fractions pt and pr

of the original nodes, respectively. In the model presented here, the ratio pt/pr is kept

constant while the individual fractions pt and pr approach zero. After some time (after

m waves of random and targeted attacks), the network will become disconnected; at

this point a fraction fc = m(pt + pr) of the nodes have been removed. This value

fc characterizes the robustness of the network. The larger the fc, the more robust

is the network. We describe here a mathematical approach [TPC+05] to study such

simultaneous attacks and show the optimal network design, one that maximizes fc.

In the analysis, we compare the robustness of networks that have the same “cost”
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of construction and maintenance, where the cost is defined to be proportional to the

average degree 〈k〉 in the network.

13.2 Optimization analysis

We study and compare mainly two types of random networks.

(i) Scale-free networks. As discussed in Chapter 3, many real-world computer, social,

biological, and other types of networks have been found to be scale free, i.e., they

exhibit degree distributions of the form P(k) ∼ k−γ . For large scale-free networks

with exponent γ less than 3, for random attacks, essentially all nodes must be

removed for the network to become disconnected [CEbH00, CNSW00]. On the

other hand, because the scale-free distribution has a long power-law tail (i.e.,

hubs with large degree), these networks are very vulnerable to targeted attacks.

(ii) Networks with bimodal degree distributions. For resilience to single random or

single targeted attacks, certain bimodal distributions are superior to any other

network [PSS05, VSS04]. Here we investigate whether these networks are also

the most resilient to simultaneous random and targeted attacks.

We present the following argument that suggests that the degree distribution that

optimizes fc is a bimodal distribution in which a fraction r of the nodes has degree

k2 = 〈k〉 − 1+ r

r
, (13.1)

and the remainder has degree k1 = 1, and we show that r is of the order of pt/pr.

To optimize against random removal, we maximize the quantity κ ≡ 〈k2〉/〈k〉 (see

Chapter 10), since for random removal the threshold is

q rand
c = 1− 1

κ − 1
. (13.2)

Since we keep 〈k〉 fixed, κ is just the variance of the degree distribution and is

maximized for a bimodal distribution in which the lower degree nodes have the

smallest possible degree k1 = 1 and the higher degree nodes have the highest possible

degree consistent; when 〈k〉 is kept fixed, k2 = (〈k〉 − 1+ r )/r . Thus, k2 is maximized

when r assumes its smallest possible value, r = 1/N . On the other hand, if all of

the high-degree nodes are removed by targeted attacks, the network will be very

vulnerable to random attack. Therefore, we want to delay as long as possible a

situation in which all of the high-degree nodes are removed by targeted attacks –

which argues for not choosing an r value as small as possible but instead choosing
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r such that some high connectivity nodes remain as long as there are some low

connectivity nodes. Such a condition is achieved when r is of the order of pt/pr.

The method we employ for determining the threshold makes use of the results

obtained for random and targeted attacks (Chapter 10) and of the general condition

for a random network to contain a giant component (see Chapter 9):

κ ≡ 〈k2〉
〈k〉 ≥ 2. (13.3)

Random removal of a fraction pr of nodes from a network with degree distribution

P0(k) results in a new degree distribution [CEbH00]

P(k) =
K∑

k0=k

P0(k)

(
k0

k

)
(1− pr)

k pk0−k
r , (13.4)

where K is the upper cutoff of the degree distribution. Targeted removal of a fraction

pt of the highest degree nodes reduces the value of upper cutoff K to K̃ , which is

implicitly determined by the equation

pt =
K∑

k=K̃

P0(k). (13.5)

As shown in Chapter 10, the removal of high-degree nodes also modifies the degree

distribution. This effect is equivalent to the random removal of a fraction of p̃ nodes

where

p̃ =
∑K

k=K̃ k P0(k)

〈k〉0 . (13.6)

The average 〈k〉0 has taken over the degree distribution before the removal of

nodes [CEbH01]. Equation (13.4) with pr replaced by p̃ can then be used to calculate

the effect of removing the links. Starting with a certain initial degree distribution, we

calculate P(k) recursively by alternating between random and targeted attacks using

Eqs. (13.4), (13.5), and (13.6), and calculate κ after each wave of attacks. When

κ < 2 global connectivity is lost and fc = m(pr + pt), where m is the number of

waves of attacks performed.

Numerical simulations [TPC+05] of Eqs. (13.3)–(13.6) for bimodal networks show

that (a) for small values of pt, pr and pt/pr, the threshold fc depends only on pt/pr,

(b) only the scaled variable r/(pt/pr) is relevant, and (c) the maximum values of fc

for various values of pt/pr are obtained when k2 is maximum (i.e., when k1 = 1, see

Eq. (13.1)).

We are now in a position to determine the value of r , ropt, that optimizes fc. In

Figure 13.1, we plot fc as a function of the scaled parameter r/(pt/pr) with k2 set to

the maximum value possible for each value of r . Note that there is a “transition” at a
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Figure 13.1 (a) The threshold fc of three bimodal networks with 〈k〉 = 3, with (i) r = 2× 10−3 and
k2 = 200, (ii) r = 5× 10−3 and k2 = 90, and (iii) r = 10−2 and k2 = 50. The results are
plotted as a function of the ratio pt/pr for three fixed values of pr. These plots show that
the values of the threshold are dependent only on the ratio pt/pr and are independent
of the value of pr itself. (b) Scaled plot of the data in (a). The data show that the plots
collapse in the region where r/ (pt/pr) � 1. After [TPC+05].

well-defined value of r/(pt/pr) at which fc increases rapidly to a shallow maximum

f opt
c at ropt/(pt/pr) ≈ 1.7. This value of ropt/(pt/pr) is valid for pt/pr � 1. In order

to determine ropt/(pt/pr) over a wider range, extensive numerical calculations have

been performed for 10−3 < pt/pr < 0.1 (Figure 13.2). For each value of pt/pr, the

value ropt/(pt/pr), where fc takes its maximum value was calculated; it was found

that

ropt

pt/pr
≈ 1.7− 5.6

(
pt

pr

)
+O

(
pt

pr

)2

(13.7)

within the range of the calculations. For larger values of pt/pr, ropt = 1 and from

Eq. (13.1), all nodes have degree 〈k〉. In Figure 13.3, we plot the values of the optimal

threshold f opt
c by a thick solid curve.

Figure 13.3 also shows the values of the threshold fc for the same bimodal network

for fixed r as a function of pt/pr. As shown, these configurations are not significantly
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Figure 13.2 The threshold fc versus the scaled parameter r/(pt/pr) for a bimodal network with
〈k〉 = 3 and k2 maximum (i.e., k1 = 1). After [TPC+05].

less robust than the optimal configuration. Thus, even if one does not know the ratio

pt/pr exactly, one can design networks that will be relatively robust. For example, the

bimodal network with r = 0.03 is relatively robust for pt/pr � 0.1 and the bimodal

network with r = 0.09 is robust for pt/pr � 1. Also plotted in Figure 13.3 (using the

same method) is the optimal scale-free network with 〈k〉 = 3. We see that the optimal

bimodal network is more robust than the optimal scale-free network and we can even

pick a configuration with fixed r (e.g., r = 0.03) that is more robust than the optimal

scale-free network in most ranges of pt/pr.

Figure 13.4 shows a typical optimal realization of a bimodal network. The net-

work of N = 100 nodes consists of r N nodes with k = k2 (“hubs”) that are highly

connected among themselves; the nodes of single degree are each connected to one

of these hubs. Note that although the hubs are highly connected among themselves,

they do not form a complete graph – every hub is not connected to every other hub.

For larger N , the fraction of hubs to which a given hub connects decreases but the

robustness of the network is unchanged.

13.3 General results

Given a random network of size N and degree distribution P(k). Consider an attack

where each site survives with probability Ae−ak , where k is the degree of the site. A
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Figure 13.3 The threshold fc versus pt/pr. The topmost (thickest) curve is for a bimodal network with
〈k〉 = 3 with k1 = 1 and with r optimized by Eq. (13.7) for each value of pt/pr. The
values of the threshold for the same bimodal network with k1 = 1 when we fix r
independent of pt/pr are plotted in thin curves. The values of r are
r = 0.001, 0.002, 0.005, 0.01, 0.03, 0.05, 0.07, 0.09, 0.11, 0.13, and 0.15, from left to
right. The curve marked with crossed circles (⊕) is a plot of the threshold values for a
scale-free network with 〈k〉 = 3, N = 104, and with an exponent chosen for each pt/pr

to optimize the threshold. Note that the thresholds for bimodal networks with
0.03 � r � 0.09 are always higher than those for the optimized scale-free networks.
After [TPC+05].

is a parameter that determines the strength of the attack (i.e., the fraction of surviving

sites as calculated later). The parameter a determines the preference for high-degree

sites. For a →∞ the process becomes a targeted attack on the most highly connected

sites. For a → 0 the process becomes a random breakdown of sites. We will show

that for all such attacks with a > 0, the optimal network configuration for resilience

has a finite number of peaks in the degree distribution (for a ≤ 0 this conclusion

cannot be deduced since the degree of some nodes diverges and the distribution is

discrete; therefore, the criterion for the threshold may not be applicable).

In the following, we determine the degree distribution of the most optimized uncor-

related random network having average degree 〈k〉 = c. This requirement ensures that

we compare networks having the same cost, i.e., the same total number of links.

The fraction of remaining sites at the percolation threshold is determined by the

criterion:

pc =
∞∑

k=0

P(k)Ace−ak , (13.8)
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Figure 13.4 Realization of an optimal bimodal network with N = 100 nodes, 〈k〉 = 2.1 and r = 0.1;
thus, there are r N = 10 “hub” nodes of degree 12, as found from Eq. (13.1). After
[TPC+05].

where P(k) is the (original) degree distribution, and Ac is determined by the criterion

for the existence of the giant component [CEbH00]:

1

c

∞∑
k=0

k(k − 1)P(k)Ace−ak = 1 . (13.9)

There are two more requirements from the distribution: normalization

∞∑
k=0

P(k) = 1 , (13.10)

and average degree

∞∑
k=0

k P(k) = c . (13.11)

The goal is to find the distribution P(k) minimizing pc for a given average degree c

and attack parameter a. To do so, we first have to define g2(k) ≡ P(k) (since otherwise
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negative values are also allowed and no extremum is found). We differentiate Eq.

(13.8) with respect to g(k) for each k and also with respect to Ac, and add the

derivatives of Eqs. (13.9)–(13.11) with Lagrange multipliers (denoted as γ1, γ2, and

γ3). The equations obtained by differentiation with respect to g(k) for some k are:

g(k)
(

Ace−ak + γ1k(k − 1)Ace−ak + γ2 + γ3k
) = 0 , (13.12)

and by differentiating with respect to Ac we obtain,

∞∑
k=0

(
P(k)e−ak + γ1 P(k)k(k − 1)e−ak

) = 0 . (13.13)

From Eq. (13.12) it follows that for each k, either g(k) = 0 (and therefore also

P(k) = 0) or otherwise,

Ace−ak + γ1k(k − 1)Ace−ak = −γ2 − γ3k . (13.14)

Using the mean value theorem, it follows that between any two solutions of

Eq. (13.14) there must be a value of k such that e−ak(1+ γ1k(k − 1)) = γ2/(Aca).

Now, according to Rolle’s theorem [Apo67], between any two solutions of this equa-

tion there must be a point satisfying e−ak(1+ γ1k(k − 1)) = 0. The exponent is

always positive; therefore, this equation has at most two solutions, and Eq. (13.14)

has at most four solutions. The obtained optimal distribution has, therefore, at most

four different degrees, and the rest are absent from the network. The requirement

of the solutions to be positive integer values of k, and the global constraint in Eq.

(13.13), may further decrease the number of possible degrees.

13.4 Summary

In summary, we have provided a qualitative argument and numerical results indicating

that the most robust network against multiple waves of targeted and random attacks

has a bimodal degree distribution with a fraction r of the nodes having degree

k2 = (〈k〉 − 1+ r )/r and the remainder of the nodes having degree 1. The optimal

value of r is approximately 1.7 (pt/pr) for pt/pr � 1. For larger values of pt/pr, the

optimal value of r is 1 and all nodes have degree 〈k〉. Even if pt/pr is not exactly

known, a value of r can be chosen which maximizes the network robustness over a

wide range of values of pt/pr, as seen in Figure 13.3.

Note that although the optimal distribution found here and that found in [PSS05]

are both bimodal, the values of the parameters characterizing these distributions are

different. As found in [PTHS04], a network with optimal resilience to either random

or targeted attack has r = 1/N and k2 ∼ r−2/3. Finally, note that it is possible to
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prove analytically that for the case in which a single targeted attack followed by

a single random attack results in the network becoming disconnected, the optimal

distribution is also bimodal, with k1 = 1, k2 = (〈k〉 − 1+ r )/r and r of the order of

pt/pr [New02c], supporting the results found here for multiple waves of attacks.

Optimization of a network structure is not limited to optimization of the network

robustness. Many other criteria for optimization may be used. Networks may be

optimized for high throughput (see, e.g., [BF06]), for high tolerance to cascading

failures (see, e.g., [ML02, Mot04]), and for many other criteria. For a review, see

[MT07].



14 Epidemiological models

14.1 Introduction

The study of the spread of epidemics is based on the notion that a disease is con-

veyed by contact between an infected individual and an uninfected individual who

is susceptible to the disease. An endemic state is reached if a finite fraction of the

population is infected. A state where (almost) all the population is infected is called

a pandemic state. Similarly, this notion may describe the spread of a computer virus

through a network of computers.

In previous chapters we surveyed the subject of attacks on networks, by targeting

individuals either randomly or intentionally. In particular, the Internet and the WWW

were shown to be robust to random breakdowns and vulnerable to targeted attacks, due

to their broad distribution of node degrees. However, these chapters focused on the

results of damaging computers by an outside source, and did not take into account the

possibility of propagation of a problem throughout the connections among individuals

in a population or among computers in a network, by way of the spreading of a disease

or a computer virus.

Several models have been proposed for epidemic dynamics, differing in the dis-

ease stages, the dynamical parameters, and the underlying structure of contacts

(see [AM92] for a survey). The most common models for disease dynamics are

the susceptible–infected–recovered (SIR), susceptible–infected–susceptible (SIS),

and susceptible–infected–recovered–susceptible (SIRS) models, which represent the

stages of the disease for each individual in a network. In this chapter we will focus on

the SIR model, where an infected individual is infective for some period of time, and

then recovers and can no longer infect or become infected by the disease, and on the

SIS model [PV01b], where an individual is susceptible to the disease immediately

after recovery.

Another issue regarding the model used is the underlying network topology. The

network of (possible) contacts between individuals determines which individuals can

infect each other. In general, this network may also be dynamic and change during the

spread of the disease. We will assume that the network is static during the epidemic

outbreak. We will also assume that the network is sparse, i.e., that the number of links
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is proportional to the number of individuals. We will focus on scale-free network

topologies.

Moreover, in Chapter 15 we will also allow a fraction of the individuals to be

immunized, i.e., these individuals cannot be infected. When a vaccination for a

disease exists, immunizing certain individuals against being infected by a disease

as a preemptive method may be the most efficient way to prevent loss of time and

funds (and, of course, suffering, when dealing with infected people) as a result of

the disease. Obviously, immunization of the entire population will entirely eradicate

the disease, but this is not always possible, or may involve high costs and effort.

Therefore, the choice of which individuals to immunize is an important step in the

immunization process, and may increase the efficiency of an immunization strategy.

14.2 Epidemic dynamics and epidemiological models

A contagious disease may become an epidemic if the number of infected (sick)

individuals is of the order of the number of individuals in the whole system. When

there are no more sick individuals in the system (only susceptible left, and the others

are removed), we can say that the disease is cured.

In many cases, an epidemic is indeed being contained. The main consideration

therefore should be how much time is required for the system to reach such a stage,

and how many individuals are being infected throughout the process. If both the

length of time of the contagious period and the number of people exposed to it can be

reduced, then the amount of suffering and loss of resources can be reduced as well.

Several models have been developed to describe the propagation of an epidemic

disease in a population. In most models the population is divided into several groups

according to their status, as presented below. A more detailed account of epidemio-

logical models can be found in standard textbooks on epidemiology (see, for exam-

ple, [AM92]).

Susceptible individuals are those who are not infected with the disease at the

moment, and thus are not sick and are also not carriers of the disease. However, they

are susceptible to the disease, i.e., they may be infected upon contact with infected

individuals. Usually they are assumed only to develop the disease if they come in

contact with an infected individual. Otherwise, they remain susceptible. In some

models (depending on the duration of the outbreak and the population considered),

susceptible individuals may be added to the population by birth, and removed by

death from causes unrelated to the epidemic.

Infected individuals are individuals who carry the disease, and may infect other

people with whom they come in contact. For the dynamics of the model, it does not
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really matter whether the individuals actually are sick or even whether they still carry

the disease. The important point for the model dynamics is whether they are still

infectious. Usually, the infectious stage of the disease is assumed to take some finite

time. More exactly, the infected individuals are assumed to change at some rate back

to the susceptible state or to a non-infectious state. For some diseases, which are not

cured, and which do not convey high mortality rates, the infected individuals may

stay in this state for the entire model duration.

Removed (or recovered) individuals are those individuals who are completely

removed from the model in terms of the dynamics. This may be due to natural

immunization to the disease, vaccination processes, death, or recovery from a disease,

after which natural immunization is caused. Individuals in the removed state are

assumed not to be susceptible to infections and not to be able to infect others.

14.2.1 The SIS model

In the SIS model each individual in the population belongs to one of two groups: S,

susceptible individuals, or I, infected individuals. An infected individual may infect

his susceptible neighbors at some rate, r , and may recover back to the susceptible

state at some rate, q .

The simplest setup is one in which the population is fully connected (a complete

graph). That is, each individual may infect everyone at the same rate. As is usually

done in physics, to make the rates reasonable, they should be inversely proportional to

the size of the population. Thus, writing S for the fraction of susceptible individuals

and I for the fraction of infected ones, one obtains the mean-field equations,

dS

dt
= q I − r I S , (14.1)

dI

dt
= r I S − q I , (14.2)

S + I = 1 , (14.3)

where t is the time. These equations have a stable fixed point at S = q/r (and thus

I = 1− q/r ). Therefore, when r > q, an endemic state exists where a finite fraction

of the population is infected at all times, whereas when q > r , an epidemic outburst

will decay exponentially in time, and no stable endemic state exists. This is the

first sign that epidemic outbursts are threshold phenomena, depending on a single

parameter, ϕ ≡ r/q . For ϕ < ϕc = 1, no endemic state exists, whereas for ϕ > ϕc,

an endemic state does exist.
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The SIS model in networks

The behavior of the SIS model in scale-free networks was first considered in [PV01b].

Assume that the probability that a node is infected depends only on its degree. That is,

no dependence on the node’s surroundings exists (this is somewhat similar to effective

medium approximations). Denote by ρk the fraction of nodes of degree k that are in

the infected state at a given time. Since the important parameter is ϕ ≡ r/q, time

may be rescaled such that the rate of recovery is 1. The equation for ρk thus reads,

dρk(t)

dt
= −ρk(t)+ ϕk(1− ρk(t))�(ϕ) , (14.4)

where �(ϕ) is the probability that a link leads to an infected node,

�(ϕ) = 1

〈k〉
∑

k

k P(k)ρk . (14.5)

The stationary solution of this equation (dρk(t)/dt = 0) is

ρk = kϕ�(ϕ)

1+ kϕ�(ϕ)
. (14.6)

Equations (14.5) and (14.6) can now be solved simultaneously to obtain the total

fraction of infected individuals in the stationary state:

ρ =
∑

k

P(k)ρk . (14.7)

For a regular graph, i.e., a constant number of links per node, where P(k) = δk,k0 , the

solution of the above equations yields � = 1− (1/k0ϕ) (k0ϕ > 1), otherwise � = 0.

In fact, the solution � = 0 always exists, representing a state where no one is infected;

however, this solution is only stable when k0ϕ < 1. Thus, the critical threshold for

the endemic state in this case is ϕc = k−1
0 .

In the case of a scale-free distribution, P(k) = ck−γ , the expressions become

complicated [PV01b]. The sum can be approximated by an integral and yields the

hypergeometric function,

� = F[1, γ − 2, γ − 1,−(mϕ�)−1] . (14.8)

In the special case where γ = 3, the integrals take a somewhat simpler form, leading

to the approximate solution,

ρ ∼ e−1/(mϕ) . (14.9)

Note that for all ϕ > 0 values, ρ is finite. Therefore, no finite threshold exists,

and an endemic state always exists, regardless of how low the infection rate is.

This is also true for all γ < 3 values, where the second moment diverges [PV01b],

similarly to what was seen before in Chapter 10. In cases where the second moment
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is convergent, since the denominator in Eq. (14.6) is always larger than 1, it follows

that ρk ≤ kϕ�(ϕ). Using this with Eq. (14.5) leads to � ≤ 〈k〉−1 ∑
k k2 P(k)ϕ�.

Thus, whenever
∑

k k2 P(k)ϕ < 〈k〉, the only possible solution is � = 0 and no

endemic state exists. We can conclude that for random networks with a converging

second moment of the degree distribution, a finite threshold ϕc ≤ 〈k〉 /
〈
k2

〉
always

exists [PV01b].

When considering a real-world application of these results, one must note that no

threshold existing is only applicable in the limit N →∞. Since populations are finite

and even rather small compared with thermodynamic standards, a cutoff and therefore

a threshold will exist for every epidemic and it may even be reasonably large. Note

that in Eq. (14.9) the size of the infected population decreases exponentially with

1/ϕ. Thus, when ϕ ≈ 1/ ln N , which is a reasonably high threshold, the epidemic

will infect a finite number of individuals before dying out owing to stochastic effects.

14.2.2 The SIR model

The SIR model represents the development of a disease in a network of connected

individuals. S stands for the susceptible stage, where the individual is healthy. I stands

for the infected stage, where the individual is infected with the disease and can infect

other individuals in contact with him. R is the removed stage, where the individual

has either recovered and has acquired immunization to the disease or is otherwise

permanently removed from the system.

In the numerical simulations by [MKC+04], all the individuals (nodes) are at first

susceptible, i.e., they are all healthy and none of them is immune to the disease. One

node, chosen randomly, is infected. At each time step, every susceptible neighbor

of an infected node has a probability of becoming infected itself, and each infected

node has a probability of being removed from the system. It is assumed that both

probabilities (infection and removal) are the same for each node and its neighbors

(networks having different probabilities for each node are studied in [New02c]).

The SIR model as bond percolation

One of the nicest features of the SIR model is that despite being a dynamic model, it

can be mapped into a completely static one [Gra83, New02c, WSS02a]. Consider a

network where each node transmits the epidemic to each of its neighbors with rate r ,

and is removed after recovery time τ . The infection can therefore be considered as a

Poisson process, with average rτ . Thus, the probability of each neighbor not being

infected is e−rτ .
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The outcome of this process is therefore the same as bond percolation, in which

each directed link is occupied with probability pb = 1− e−rτ . If r and τ have the same

value for each node, the network can be considered as non-directed. Although infor-

mation on the epidemic dynamics is lost by this description, the critical threshold for

the dynamic model can be deduced from the bond percolation problem. Furthermore,

the total fraction of infected individuals in the endemic state is the same as the size

of the giant component of the percolation model, and the probability of a single disease

event decaying before reaching the endemic state equals the fraction of finite compo-

nents in the percolation networks. If τ is chosen from a distribution, a more involved

site–bond percolation model is needed to find the exact threshold [KR07, Mil07].

To find the threshold for bond percolation in networks, one should consider the

average number of links outgoing from a node that is, in itself, reached by following a

link. This is similar to the course of the epidemic. If an infected individual infects, on

average, at least one other individual, then the epidemic can reach an endemic state.

Since a node can be reached by one of its k links, its probability of being reached

is k P(k)/(N 〈k〉), where N is the number of nodes, P(k) is the fraction of nodes

having degree (number of links) k, and 〈k〉 =∑
k k P(k) denotes the average degree

of nodes in the network. The probability of each of its k − 1 outgoing links infecting

its neighbor is pb. Since the network is randomly connected, as long as the epidemic

is not yet spread, the average number of influenced neighbors is:

〈ni 〉 = pb

∑
k

P(k)k(k − 1)

〈k〉 . (14.10)

Therefore, an endemic state can be reached only if 〈ni 〉 > 1, leading to [CEbH00,

CNSW00] (〈
k2

〉
〈k〉 − 1

)
> p−1

b . (14.11)

From this expression, it can easily be seen that scale-free networks, with degree

distribution P(k) ∼ k−γ , with γ ≤ 3, having a divergent second moment, undergo

the transition only at pb → 0 [CEbH00, CNSW00]. That is, an epidemic can spread

in this network regardless of how small the infection probability is and how quick the

recovery process is [PV01b].

14.2.3 The SIRS model

The last model we will discuss is the SIRS model. This model is a generalization

of both the SIS and SIR models. In this model a susceptible individual can become

infected by an infected neighbor. Infected individuals recover at some rate r , for some
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duration of time in which they are naturally immune and cannot be infected again,

and with some rate q , they become susceptible again. This model reduces to the

SIS model when q →∞ and to the SIR model when q → 0. Discussing further the

properties of the SIRS model is beyond the scope of this book, details can be found

in, for example, [AM92].

Exercises

14.1 Solve the SIS model for the complete (fully connected) network using a

master equation for the number of infected individuals.

14.2 (a) What is the probability that, starting at some arbitrary time, all

infected nodes will recover before any node is infected?

(b) What is the probability that as t →∞ at least one event such as the

one presented in (a) will occur?

(c) What is the probability of the population recovering?

(d) Can you explain the apparent discrepancy between this result and the

behavior of the SIS model as discussed in this chapter?

14.3 Solve the SIR model for the complete graph.

14.4 Solve the SIRS model for the complete graph.

14.5 What is the infection threshold for a random regular graph of constant

degree k:

(a) for the SIS model?

(b) for the SIR model?

(c) Solve the SIR model for a random network with bimodal degree

distribution where a fraction p of the nodes have degree k1, and the

rest have degree k2.

(d) Solve the SIS model for a bimodal network with a fraction p of the

nodes having degree k1 and the rest having degree k2.

(e) Solve the SIR model for a bimodal network with a fraction p of the

nodes having degree k1 and the rest having degree k2.
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In general, immunization can be seen as a site percolation problem. Each immunized

individual can be regarded as a node that is removed from the network. The goal of

the immunization process is to pass (or at least approach) the percolation threshold,

leading to minimization of the number of infected individuals. The complete model

of SIR and immunization can be considered as a site–bond percolation model, and

the immunization is considered successful if the network is below the percolation

threshold.

It is well established that immunization of randomly selected individuals

requires immunizing a very large fraction, f , of the population, in order

to arrest epidemics that spread upon contact with an infected individual

[AJB00, AM92, CEbH00, HA87, MA84, PV01b, WY84]. Many diseases

require 80%–100% immunization. For example, measles requires 95% of the

population to be immunized [AM92]. The same is true for the Internet,

where stopping computer viruses requires almost 100% immunization [AJB00,

CEbH00, KWC93, PV01b]. On the other hand, targeted immunization of the most

highly connected individuals [AJB00, AM92, CEbH01, CNSW00, LM01, PV02],

while effective, requires global information about the network in question, rendering

it impractical in many cases.

In this chapter we present a mathematical model and propose an effec-

tive strategy, based on the immunization of a small fraction of random

acquaintances of randomly selected nodes [CHb03]. In this way, the most highly con-

nected nodes are immunized, and the process prevents epidemics with a small finite

immunization threshold and without requiring specific knowledge of the network.

Other, efficient, immunization strategies which require global information include

the adaptive high degree or centrality attacks [GLA+07, Hol04], and the equal graph

partitioning method [CPH+08, PCS+07].

15.1 Random immunization

As discussed earlier, social networks are known to possess a broad degree dis-

tribution. Some examples are the web of sexual contacts [LEA+01], movie-actor
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networks, science citations, and cooperation networks [BJN+02, NWS02]. Com-

puter networks, both physical (such as the Internet [YJB02]) and logical (such as

the WWW [AJB99], email [EMB02] and trust networks [GGA+02]) are also known

to possess wide, scale-free, distributions. As seen in Chapter 10, percolation the-

ory on broad-scale networks shows that a large fraction fc of the nodes need to be

removed (immunized) before the integrity of the network is compromised. This is

particularly true for scale-free networks, P(k) = ck−γ (k ≥ m), where 2 < γ < 3 –

the case for many known networks [AB02, DM02, Str00] – where the percola-

tion threshold fc → 1, and the network remains connected (contagious) even after

removal of most of its nodes [CEbH00]. In other words, with a random immunization

strategy almost all of the nodes need to be immunized before an epidemic is arrested

(see Figure 15.1 below).

To calculate the immunization threshold, one should consider the site–bond per-

colation model. The considerations are the same as for the epidemic threshold

(Eq. (14.11)), with the exception that a node may also be immunized, in which

case it cannot propagate the disease. This adds another factor of ps = 1− f , the

probability that a node is not immunized, to the calculation, leading to:

(〈
k2

〉
〈k〉 − 1

)
> (ps pb)−1 . (15.1)

As can be seen, in this case as well, the epidemic will only be arrested if pb ps → 0,

meaning that for every epidemic almost the entire population must be immunized in

order to prevent the epidemic from spreading.

15.2 Targeted immunization: choosing the right people
to immunize

When the most highly connected nodes are targeted first, removal of just a small

fraction of the nodes results in disintegration of the network [AJB00, CEbH01,

CNSW00]. This has led to the suggestion of targeted immunization of the hubs (the

most highly connected nodes in the network) [DB02, PV02].1

The simplest targeted immunization strategy calls for the immunization of the

most highly connected individuals. To use this approach, the number of connections

1 It should be mentioned that applying high-degree adaptive immunization (and high centrality adaptive
immunization), where the remaining degree (or centrality) of each node is reevaluated after every node
removal, is found to be even more efficient [Hol04].
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of each individual should be known (at least approximately, see [DB02]). In this case,

the probability that a node is not immunized, when the immunization rate is f , is

θ f (k), where

θ f (k) =

⎧⎪⎪⎨
⎪⎪⎩

1 k < k∗

c k = k∗

0 k > k∗,

(15.2)

and k∗ and 0 < c ≤ 1 are determined by the condition∑
k

P(k)θ f (k) = 1− f . (15.3)

To find the critical immunization threshold using this strategy, one can again find

the fraction giving, on average, one outgoing infective link per infected individual.

This amounts to the requirement:

∑
k

k(k − 1)P(k)θ fc (k)

〈k〉 = p−1
b . (15.4)

Solving Eq. (15.4) in conjunction with Eq. (15.3) allows one to calculate the exact

immunization threshold. The implications of partial knowledge of the node degrees,

leading to functions other than θ f (k) were studied in [DB02].

15.3 Acquaintance immunization: choosing the right
people with minimal information

15.3.1 Description

One problem with the targeted immunization approach is that it requires a complete,

or at least fairly good, knowledge of the degree of each node in the network. Such

global information often proves hard to gather, and may not even be well defined

(as in social networks, where the number of social relations depends on subjective

judgements). The acquaintance immunization strategy proposed herein works at low

immunization rates, f , and obviates the need for global information.

In this approach [CHb03], we choose a random fraction p of the N nodes

and look for a random acquaintance with whom they are in contact (thus,

the strategy is purely local, requiring minimal information about randomly

selected nodes and their immediate environments). The acquaintances, rather than

the originally chosen nodes, are the ones immunized. The fraction p may be larger
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than 1, because a node might be queried more than once, on average, whereas the

fraction of nodes immunized f is always less than or equal to 1.

15.3.2 Analysis

Suppose we apply the acquaintance strategy on a random fraction p of the network.

The critical fractions, pc and fc, needed to stop the epidemic can be calculated

analytically. In each event, the probability that a particular node with k contacts is

selected for immunization is k P(k)/(N 〈k〉) [CEbH00, CNSW00]. This quantifies the

known fact that randomly selected acquaintances have, on average, a higher degree

than randomly selected nodes [Fel81, New03a].

Suppose we follow some possible branch in the course of the epidemic, starting

from a random link of the spanning cluster. That is, we study the possible spread

of the epidemic by considering nodes that are not immunized, and therefore are

susceptible to the epidemic and may become infected. In some layer (hop distance

from the starting point), l, we have nl (k ′) nodes of degree k ′. In the next layer (l + 1),

each of those nodes has k ′ − 1 new neighbors (excluding the one through which we

arrived). Let us denote the case where a node of degree k is susceptible to the disease

(not immunized, and therefore it may be infected through the course of epidemic

spreading) by sk . To determine the number of nodes, nl+1(k), of degree k that are

susceptible and are reached in the course of the epidemic, we multiply the number

of links going out of the lth layer by the probability of reaching a node of degree

k through following a link from a susceptible node, p(k|k ′, sk ′). Then, we multiply

by the probability that this node is also susceptible, given both the node’s and the

neighbor’s degrees, and the fact that the neighbor is also susceptible, p(sk |k, k ′, sk ′).

Since below and at the critical percolation, threshold loops are irrelevant [CEbH00],

one can ignore them in calculating the threshold. Therefore,

nl+1(k) = pb

∑
k ′

nl (k
′)(k ′ − 1)p(k|k ′, sk ′)p(sk |k, k ′, sk ′ ) . (15.5)

By using Bayes’ rule:

p(k|k ′, sk ′) = p(sk ′ |k, k ′)p(k|k ′)
p(sk ′ |k ′) . (15.6)

Assuming that the network is uncorrelated (no degree-degree correlations), the prob-

ability φ(k) of reaching a node with degree k via a link is independent of k ′:

φ(k) ≡ p(k|k ′) = k P(k)/ 〈k〉 . (15.7)

(A study of cases where correlations exist can be found in [BP02, BPV03, New02c].)
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A random node (of degree k ′) is selected in each step with probability 1/N . The

probability of being redirected to a specific acquaintance is 1/k ′. Thus, the probability

that the acquaintance is not selected in one particular attempt is 1− 1/(Nk ′), and in

all N p vaccination attempts, it is

νp(k ′) ≡
(

1− 1

Nk ′

)N p

≈ e−p/k ′ . (15.8)

If the neighbor’s degree is not known, the probability is νp ≡
〈
νp(k)

〉
, where the

average (and all averages henceforth) is taken with respect to the probability distri-

bution φ(k). In general, the probability that a node with degree k is susceptible is

p(sk |k) = 〈
e−p/k

〉k
, if no other information exists on its neighbors. If the degree of

one neighbor (which is the one through which the epidemic propagated) is known to

be k ′: p(sk |k, k ′) = e−p/k ′ × 〈
e−p/k

〉k−1
. Since the fact that a neighbor with a known

degree is immunized does not provide any further information about a node’s prob-

ability of immunization, it follows that p(sk |k, k ′) = p(sk |k, k ′, sk ′). Using the above

equations, one obtains:

p(k ′|k, sk) = φ(k ′)e−p/k ′〈
e−p/k

〉 . (15.9)

Substituting these results in (15.5) yields:

nl+1(k) = pbν
k−2
p φ(k)e−p/k

∑
k ′

nl(k
′)(k ′ − 1)e−p/k ′ . (15.10)

Since the sum in (15.10) does not depend on k ′, it leads to the stable distribution

of degree in a layer l: nl(k) = alν
k−2
p φ(k)e−p/k , for some al . Substituting this into

(15.10) yields:

nl+1(k) = nl (k)pb

∑
k ′

φ(k ′)(k ′ − 1)νk ′−2
p e−2p/k ′ . (15.11)

Therefore, if the sum is larger than 1, the branching process will continue forever

(the percolating phase), whereas if it is smaller than 1, immunization is subcritical

and the epidemic is arrested. Thus, we obtain a relation for pc:∑
k

φ(k)(k − 1)νk−2
pc

e−2pc/k = p−1
b , (15.12)

where the case pb → 1 corresponds to full immunization, i.e., stopping the epidemic

regardless of its infection rate.

The fraction of immunized nodes is easily obtained from the fraction of nodes that

is not susceptible,

fc = 1−
∑

k

P(k)p(sk |k) = 1−
∑

k

P(k)νk
pc

, (15.13)
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where P(k) is the regular distribution, and pc is found numerically using Eq. (15.12).

The term νk−2
pc

in Eq. (15.12) induces an exponential cutoff on the degree distribution

of susceptible nodes for 0 < νpc < 1. Therefore, the sum in Eq. (15.12) becomes

finite for some finite νpc > 0. Substituting this into Eq. (15.13) indicates that fc �= 1,

and is finite even in the thermodynamic limit.

A related immunization strategy calls for the immunization of acquaintances (AcI

strategy) referred to by at least n nodes. (Above, we applied the special case n = 1.)

The threshold is lower as n increases, and may justify, under certain circumstances,

this somewhat more involved protocol.

To analyze the threshold for the double acquaintance (n = 2) case, we should

replace the probabilities for susceptibility with the appropriate probabilities, consid-

ering the fact that a node is immunized only if 2 of its contacts point at it. Since the

process is a Poisson process (in the limit of large N ), the probabilities are:

p(sk |k, k ′) = e−p/k ′ 〈e−p/k
〉k−2

(15.14)

×
[〈

pe−p/k

k

〉
(k − 1)+ 〈

e−p/k
〉 (

1+ p

k ′
)]

,

and

p(sk |k) = 〈
e−p/k

〉k−1
[〈

pe−p/k

k

〉
k + 〈

e−p/k
〉]

. (15.15)

We will use the notation νp ≡
〈
e−p/k

〉
and μp ≡ p

〈
e−p/k/k

〉
. Using Bayes’ rule as

before and substituting into Eq. (15.5), one obtains

nl+1(k) = pb

∑
k ′

nl(k
′)φ(k)e−p/ke−p/k ′νp

k−3 (15.16)

× (k ′ − 1)
[
(k ′ − 1)μp +

(
1+ p

k

)
νp

] [
(k − 1)μp +

(
1+ p

k ′
)
νp

]
νp + k ′μp

.

It can now be seen that the kernel of Eq. (15.16) is separable into three functions:

nl (k) = φ(k)νp
k−3e−p/k

(
al + blk + cl

k

)
. (15.17)

Substituting this back into Eq. (15.16) leads to the matrix notation⎛
⎜⎝al+1

bl+1

cl+1

⎞
⎟⎠ = pb

∑
k ′

φ(k ′)(k ′ − 1)e−2p/k ′νp
k ′−3

νp + k ′μp
M

⎛
⎜⎝al

bl

cl

⎞
⎟⎠ , (15.18)

where M is the matrix:

M =

⎛
⎜⎜⎝

Ap(k ′) k ′Ap(k ′) Ap(k ′)
k ′

μp Bp(k ′) k ′μp Bp(k ′) μp Bp(k ′)
k ′

pνpC p(k ′) k ′ pνpC p(k ′) pνpC p(k ′)
k ′

⎞
⎟⎟⎠ , (15.19)
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Figure 15.1 Critical immunization threshold, fc, as a function of γ in scale-free networks (with
m= 1), for the random immunization (◦), acquaintance immunization (�), double
acquaintance immunization (�), and targeted immunization (�) strategies. Curves
represent analytical results, whereas data points represent simulation data, for a
population N = 106 (due to the finite size of the population, fc < 1 for random
immunization even when γ < 3). Full symbols are for random and acquaintance
immunization of assortatively mixed networks (where links between nodes of degree k1

and k2(> k1) are rejected with probability 0.7 (1− k1/k2)). After [CHb03].

and we have used the definitions Bp(k ′) ≡ νp + k ′μp − μp, C p(k ′) ≡ νp − μp +
νp p/k ′ and Ap(k ′) ≡ C p(k ′)Bp(k ′)+ pμpνp.

Since this is a branching process, it is controlled by the largest eigenvalue of the

matrix N,

N =
∑

k ′

φ(k ′)(k ′ − 1)e−2p/k ′νp
k ′−3

νp + k ′μp
M . (15.20)

This eigenvalue can be calculated numerically using standard methods and the immu-

nization threshold is obtained when γ1 ≡ maxv ||Mv||/||v||, the largest eigenvalue of

N, satisfies γ1 = 1/pb. This can be solved numerically for a given degree distribution

P(k). The critical value pc is then obtained and can be used to evaluate fc, the fraction

of immunized individuals,

fc = 1−
∑

k

P(k)νpc
k−1(νpc + pkμpc ) . (15.21)

15.3.3 Discussion

Figure 15.1 presents the immunization threshold fc needed to stop an epidemic in

scale-free networks with 2 < γ < 3.5 (this covers most known cases). Plotted are

curves for the (inefficient) random strategy, and the strategy advanced here, for the
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Figure 15.2 Critical concentration, fc, for the bimodal distribution (of two Gaussians) as a function of
d, the distance between the mean degrees of the high-degree nodes and low-degree
nodes. The first Gaussian is centered at k = 3 and the second at k = d + 3 with height
5% of the first. Both have variance 2 (solid lines) or 8 (dashed lines). The top 2 lines are
for random immunization. The bottom 2 lines are for acquaintance immunization. All
curves are derived analytically from Eqs. (15.13) and (15.12). Note that also for the case
d = 0, i.e., a single Gaussian, the value of fc reduces considerably following the
acquaintance immunization strategy. Thus, the strategy yields improved performance
even for relatively narrow distributions [ASBS00]. After [CHb03].

cases of n = 1 and 2. Note that whereas fc = 1 for networks with 2 < γ < 3 (e.g.,

for the Internet), it decreases dramatically to values fc ≈ 0.25 with the AcI strategy.

The figure also shows the strategy’s effectiveness in the case of assortatively mixed

networks [New02a], i.e., in cases where p(k ′|k) does depend on k, and high-degree

nodes tend to connect to other high-degree nodes, which is the case for many real

networks.

Figure 15.2 presents similar results for a bimodal distribution (consisting of two

Gaussians) where high-degree nodes are rare compared with low-degree ones. This

distribution is also believed to exist for some social networks, in particular for some

networks of sexual contacts. The improvement gained by the use of the AcI strategy

is evident in Figure 15.2.

Figure 15.3 presents the dependence of the immunization threshold fc on the

infection rate r in the SIR model.

These figures show that the acquaintance immunization (AcI) strategy is effective

for any broad-scale distributed network. Results are presented for scale-free and

bimodal distributions, which are common in many natural networks, as well as

assortatively mixed networks (where high-degree nodes tend to connect to other

high-degree nodes [New02a]).
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Figure 15.3 Critical concentration, fc, versus r , the infection rate, for the SIR model with τ = 1. The
solid lines are for random (top) and acquaintance immunization (bottom) for scale-free
networks with γ = 2.5. The dashed lines are for γ = 3.5 (top random, bottom
acquaintance immunization). The full circles represent simulation results for acquaintance
immunization for scale-free networks with γ = 2.5. After [CHb03].

15.3.4 Practical issues

Various immunization strategies have been proposed, mainly for the case of an already

spread disease, which are based on tracing the chain of infection towards the super-

spreaders of the disease [WY84]. This approach differs from the AcI approach, since

it is mainly aimed at stopping an epidemic after the outbreak has begun. It is also

applicable in cases where no immunization exists and only treatment for individuals

already infected is possible. The AcI strategy, on the other hand, can be used even

before the epidemic starts spreading, since it does not require any knowledge of the

chain of infection.

In practice, any population immunization strategy must take into account issues

of attempted manipulation. We would expect the AcI strategy to be less sensitive to

manipulations than targeted immunization strategies. This is due to its dependence on

acquaintance reports rather than on self-estimates of the number of contacts. Since a

node’s reported contacts pose a direct threat to the node (and relations), manipulations

would probably be less frequent. Furthermore, some problems may be solved by

adding some randomness to the process: for example, reported acquaintances are

not immunized, with some small probability (smaller than the random epidemic

threshold), whereas randomly selected individuals are immunized directly, with some

low probability. This will have a small impact on the efficiency, while enhancing

privacy and rendering manipulations less practical.
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15.4 Numerical results for the SIR model

Figure 15.4 presents the dynamics of the spread of the disease in the SIR model,

compared with the spreading dynamics after the implementation of the three methods

of immunization that were discussed above (random, acquaintance, and targeted).

In the event of an epidemic outbreak, the fraction of infected individuals grows until

reaching a certain maximum, after which it decays to zero, if given sufficient time.

When there is no epidemic outbreak, however, the number of infected (and therefore

removed) individuals is relatively sufficiently low, and the number of susceptible

individuals is relatively sufficiently high, that their plots versus time reveal no change

after a very short time, and the respective graphs appear as horizontal lines. This may

happen even with no immunization, for some network realizations or owing to the low

degree or cluster size of the first infected individual. The fraction of such occurrences

grows higher with immunization, and higher still as the immunized fraction of the

population grows, in each of the three immunization methods that were tested. In

fact, a very similar endemic fraction can be detected in randomly immunizing 10%

of the population and in acquaintance immunization of 1%.

In Figure 15.4, it can be seen that for a low immunization fraction, the dynamics

of random immunization is very similar to the regular SIR model. Targeted immu-

nization is already highly effective – not only because in most of its realizations an

endemic state does not occur, but also because when the epidemic does spread, a

significantly smaller fraction of individuals is infected. Acquaintance immunization

shows a higher fraction of endemic states than those targeted, but its fraction of

infected individuals is still lower than that obtained with the random immunization

strategy.

15.5 Conclusion

In conclusion, we have described several immunization methods. The random immu-

nization method is inefficient for networks with broad degree distributions. Targeted

immunization is efficient, but requires knowledge of the node degrees. The acquain-

tance immunization strategy is an efficient strategy for immunization, requiring no

knowledge of the nodes’ degrees or any other global information. This strategy is

efficient for networks of any broad-degree distribution and allows for a low threshold

of immunization, even where random immunization requires the entire population to

be immunized. We discussed analytical results for the critical immunization fraction

in both a static model and the kinetic SIR model.
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Figure 15.4 Dynamics of an SIR model on a scale-free network: the fraction of the population
occupying each state, as a function of time. The graphs show the fractions of susceptible
(dotted light gray line), infected (solid black line), and removed (dashed darker gray)
individuals, for the regular SIR model (top), random immunization (second row),
acquaintance immunization (third row), and targeted immunization (bottom), where p is
1% (left), 10% (middle column), and 40% (right). The immunized fraction is denoted by
a black straight line. In all cases, the size of the network is 105, with γ = 2.5 and m= 1.
The parameters of the SIR model are r = 0.1 and τ = 10. Each graph contains 100
different realizations of the scale-free network. After [MKC+04].
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As a final remark, we note that the presented approaches may be relevant

to other networks, such as ecological predator–prey networks [CGA02, SM01],

metabolic networks [JTA+00], networks of cellular proteins [JMBO01], and terrorist

networks.

Exercises

15.1 What is the immunization threshold for a random k-regular graph?

15.2 What is the immunization threshold for a k-ring?

15.3 What is the immunization threshold for a small-world network with an

underlying k-ring structure (see Section 4.2)?

15.4 What is the threshold for random immunization of a two-dimensional

grid (use results from two-dimensional percolation theory, e.g., [BH96,

SA94])? Can you find a good targeted immunization strategy? What is

the threshold for targeted immunization?

15.5 What is the effect of adding shortcuts to the two-dimensional grid on

the targeted immunization threshold? How would you expect long-range

flights to affect epidemic spreading and immunization considerations in

human populations?



16 Thermodynamic models on networks

16.1 Introduction

In this chapter we consider the behavior of some thermodynamic models on networks.

Thermodynamic models attempt to describe the macroscopic (large-scale) properties

of systems by their microscopic (small-scale) behavior. The microscopic behavior

stems from the interactions between atoms or molecules in the material. In the nine-

teenth century a new branch in physics, called “statistical physics” or “statistical

mechanics” appeared (mainly owing to the works of Gibbs, Maxwell and Boltzmann

as well as later works by Einstein), which tried to explain the observed properties of

materials (phase transitions, magnetism, heat capacity, pressure and temperature) by

the behavior of the material at the microscopic level. These studies showed that the

phenomena of heat and the material properties were not basic phenomena as thought

before, but rather manifestations of the small-scale interactions in the material. The

microscopic level interaction coupled with statistical analysis to describe the prop-

erties of large-scale samples could explain all these phenomena and account for the

large differences between materials. A well-known example is the Ising model (see,

e.g., [Bax82]), dating back to the early twentieth century, which tried to explain the

phenomena of ferromagnetism (the formation of an internal macroscopic magnetic

moment in materials) and the transition between paramagnetism and ferromagnetism.

Many of the models studied assume discrete microscopic units of the materials

representing atoms or molecules interacting with each other. The interactions are

usually assumed to be local, and therefore the units were treated as nodes in some

interaction network, where interaction is limited to nearest neighbors. Usually in the

physics literature, thermodynamic models are studied on lattices, representing a solid

state crystal of some material. Since studying such models in finite dimension tends to

be very difficult owing to induced correlations, many of the models studied have been

approximated by studying their mean-field behavior, or their behavior on high dimen-

sional grids. In this chapter we will study the behavior of thermodynamic models on

complex networks. This behavior will give the mean-field behavior for networks with

narrow degree distribution, and will also give new universality classes and results for

more heterogeneous networks, such as scale-free networks. These results may also
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be relevant to new kinds of materials [ZKM+03] that may be produced in the near

future and possess a broad degree distribution (see also [JKBH08]).

16.2 The Ising model in complex networks

The simplest thermodynamic model is the Ising model, proposed originally in the

1920s. The model studies the phase transition with the change in temperature of

a paramagnet (having no internal magnetic moment, but responding to an external

magnetic field) to a ferromagnet (having an internal magnetic moment). The material

is modeled by a network, in which each node possesses an internal magnetic moment

in a single direction (a classical simplification of a spin). In this model a node i has

spin si , which can accept only two values,+1 and−1, representing magnetization in

the positive and negative directions of some axis, respectively. The internal magnetic

moment 〈M〉 = 1
N

∑
i si is the order parameter, attaining the value 〈M〉 = 0 for the

paramagnetic phase and a value 0 < | 〈M〉 | ≤ 1 for the ordered, ferromagnetic phase.

It was well known that in one dimension the Ising model shows no “physical”

phase transition, i.e., only at zero temperature does a significant magnetic moment

appear. The mean-field solution (the fully connected graph), on the other hand,

gives a phase transition at a finite temperature. In the two-dimensional case and

in higher dimensions it has been shown that a phase transition occurs at a finite

temperature [Ons44].

We now turn to investigate the behavior of the Ising model in complex networks.

The Hamiltonian of the Ising model is given by

H = −
∑
i↔ j

J si s j −
∑

i

Hsi , (16.1)

where the first summation is over all connected node pairs i and j . The interaction,

J , and the magnetic field, H , are assumed to be uniform.

The partition function of the Ising model on a network can be written as

Z =
∑
{si=±1}

exp(−βH) , (16.2)

where the sum ranges over all possible configurations for all spins si = ±1 and

β = 1/kT , where T is the temperature and k is Boltzmann’s constant. For simplicity,

we will work in units in which k = 1 and β = T−1. Using the fact that the net-

work is locally tree like (following [DGM02b]) one can obtain exact results for the

magnetization. Consider a tree rooted at node 0 (which can be any arbitrary node),

where node 0 has spin s0. Node 0 has k0 neighbors, with spins denoted by s1,i where
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i = 1, 2, . . . , k0 (the subscript 1 indicates the fact that these nodes are first neighbors

of node 0). The contribution of the subtree rooted at spin 1, i (neighboring node 0)

to the partition function is given by

z1,i (s0) =
∑

sl=±1

exp

[
β

(∑
l↔m

slsm + s0s1,i + H
∑

l

sl

)]
. (16.3)

The indices l and m run over all spins in the subtree rooted by node 1, i (including

node 1, i). Note that the partition function, Z , is given by

Z =
k0∏

i=1

z1,i (1)+
k0∏

i=1

z1,i (−1) . (16.4)

Denoting x1,i = z1,i (+1)/z1,i (−1), the magnetic moment of node 0 is given by

M0 = d ln Z

dβ
= e2β H −∏k0

i=1 x1,i

e2β H +∏k0
i=1 x1,i

. (16.5)

The quantities x1,i describe the effect of the spins neighboring node 0 on its mag-

netic moment. Similarly, these quantities can be derived recursively by the following

relation,

xn, j = y

⎛
⎝kn, j−1∏

l=1

xn+1,l

⎞
⎠ , (16.6)

where the product goes over all outgoing links and the function

y(x) = eβ(−1+H ) + xeβ(1−H )

eβ(1+H ) + xeβ(−1−H )
, (16.7)

is introduced. If node n + 1, l is of degree one then xn+1,l = 1. One can introduce an

average effective magnetic field, hn,l , defined by xn,l = exp(−hn,l). Then, Eqs. (16.5)

and (16.6) take the form

M0 = e2β H − exp(−∑k0
l=1 h1,l)

e2β H + exp(−∑k0
l=1 h1,l)

, (16.8)

and

hn, j = − ln

⎧⎨
⎩y

⎡
⎣exp

⎛
⎝− kn, j−1∑

l=1

hn+1,l

⎞
⎠
⎤
⎦
⎫⎬
⎭ . (16.9)

When no external field is applied, H = 0, all effective fields hn,l = 0 in the para-

magnetic phase. However, in the ferromagnetic phase a spontaneous field appears

and hn,l �= 0.

The equations derived above are valid for every tree-like structure. When dis-

cussing random networks the distribution of the node degrees should be incorporated.
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Furthermore, the effective field far from a spin is assumed to be constant, as the net-

work is well mixed, and therefore the influence of other spins is averaged in the same

way at a large enough distance regardless of the initial node chosen. Introducing

�n(h) = 〈
δ(h − hn,l)

〉
, (16.10)

and its Laplace transform

�̃n(h) =
∫ ∞

0
dhe−sh�n(h) , (16.11)

one obtains

δ

⎛
⎝ k∑

j=1

hn, j − h

⎞
⎠ = ∫ i∞

−i∞

ds

2π i
esh�̃k

n (s) , (16.12)

due to the convolution property of the Laplace transform.

The average magnetic moment is

〈M〉 =
∑

k

P(k) =
∫ ∞

0
dh

e2β H − e−h

e2β H + e−h

∫ i∞

−i∞

ds

2π i
esh�̃k

1 (s) . (16.13)

Using Eq. (16.9) one obtains the recurrence relation

�̃n(s) =
∑

k

k P(k)

〈k〉
∫ ∞

0
dhys(e−h)

∫ i∞

−i∞

ds ′

2π i
esh�̃k

n+1(s ′) . (16.14)

At a dead end �̃(s) = 1. Starting at a dead end and increasing n towards n →∞,

the recurrence, Eq. (16.14), converges to a function �̃(s). Solving Eq. (16.14) for

�̃n(s) = �̃n+1(s) = �̃(s) and substituting the result into Eq. (16.13) leads to the

value of 〈M〉 for the given temperature and external field.

16.2.1 The critical temperature

For H = 0 in the paramagnetic phase, observed at high temperatures, �̃(s) = 1. At

a lower temperature a phase transition occurs, and another solution appears. To find

the critical temperature, consider a starting function �n(s) = e−δs , where δ is small,

such that 0 < δ � 1 and δs � 1. After m steps of the recurrence, Eq. (16.14), one

obtains

�n−m(s) = exp(−δs f m) , (16.15)

with

f = (κ − 1) tanh β . (16.16)
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Thus, if f = (κ − 1) tanh β < 1, f m → 0 and therefore the solution �̃(s) = 1 is

stable, whereas if f > 1, this solution is unstable and a different, non-trivial, solution

appears. Hence, the critical temperature, Tc satisfies the equation

tanh(1/Tc) = (κ − 1)−1 . (16.17)

Notice that, in the case κ →∞ the critical temperature diverges, indicating that

the system is in the ordered, ferromagnetic, phase at any finite temperature. This

is very similar to the results regarding the critical percolation threshold obtained in

Chapter 10.

At zero temperature, the solution of Eq. (16.14) is P̃si(s) = ts + (1− ts)δs,0, where

ts is the the smallest root of
∑

k k P(k)t k−1
s . The magnetization is then

〈M〉 = 1−
∑

k

P(k)t k
s , (16.18)

which is exactly the size of the giant component, Eq. (9.8). This is expected, as at zero

temperature all the spins in any given component freeze in the same direction. How-

ever, spins in different components have no interaction and therefore their respective

directions are random. Thus, the only macroscopic contribution is from the giant

component.

16.2.2 The critical exponents

To study the critical exponents, one can use the effective medium approach. In this

approach, it is assumed that each spin’s neighbors behave as a random sample of all

the spins in the network. This leads to the approximation

k∑
l=1

hn,l ≈ kh +O(k1/2) , (16.19)

with h = 〈
hn,l

〉
being the average effective field. This leads to

〈M〉 =
∑

k

P(k)
e2β H − e−kh

e2β H + e−kh
, (16.20)

where h is obtained by substituting the approximation, Eq. (16.19), into Eq. (16.9) to

obtain

h = −
∑

k

k P(k)

〈k〉 ln
(
y
(
e−(k−1)h

)) ≡ G(h) . (16.21)

Expanding G(h) in the case γ > 5 one obtains G(h) = g1h + g3h3 + · · · , with

g1, g3 being some constants that depend on the temperature. Substituting this into
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Eq. (16.21) leads to an equation of the form h = ch3, where c is a constant depending

on the temperature. Expanding near the critical point, where h and T − Tc are small

leads to

h ≈
(

12 〈k(k − 1)〉2
〈k〉 〈k(k − 1)3

〉Tcτ

)1/2

≡ aτ 1/2 , (16.22)

where τ = 1− T/Tc is the reduced temperature. Equation (16.20) then results in

〈M〉 ≈ 〈k〉 aτ 1/2

2
. (16.23)

The behavior of the magnetization near the critical temperature is therefore, 〈M〉 = 0

for T > Tc, and 〈M〉 ∝ τ 1/2 for T < Tc. This is the same result as obtained in the

regular mean-field Ising model in infinite dimension.

The magnetic susceptibility is obtained by expanding 〈M〉 with a magnetic field

and then taking the derivative of χ = d 〈M〉/dH at H = 0. For T < Tc this results in

χ (H = 0) ≈ 〈k〉3
2
〈
k2

〉 〈k(k − 2)〉τ
−1 . (16.24)

At T > Tc the behavior χ ∝ τ−1 is conserved, but the prefactor is different.

The specific heat is defined as C = d 〈E〉/dT , where 〈E〉 is the average energy per

spin

〈E〉 = 1

N

〈
−J

∑
〈i j〉

Si S j

〉
T

, (16.25)

resulting in

〈E〉 = −〈k〉 coth(2/T )

2
+ 1

2 sinh(2/T )

∑
k

k P(k)
e−h + e−(k−1)h

1+ e−kh
. (16.26)

Using h ≈ aτ 1/2 one finds that the specific heat presents a jump at T = Tc with

�C = 〈k(k − 2)〉 〈k2
〉
a2

8 〈k〉 . (16.27)

Notice that when
〈
k4

〉→∞, a → 0 and the size of the jump approaches zero.

For scale-free networks with 3 < γ < 5 the expansion of G(h) yields G(h) ≈
g1h + g3hγ−2. Similar to above, one obtains

〈M〉 ∝ τ 1/(γ−3) , (16.28)

δC ∝ τ (5−γ )/(γ−3) , (16.29)

χ ∝ τ−1 , (16.30)

where δC is the change in specific heat with the temperature. For T > Tc, δC = 0.
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Table 16.1 Summary of the behavior of the critical temperature

The critical behavior of the magnetization M , the specific heat δC , and the susceptibility
χ in the Ising model on networks with a degree distribution P(k) ∼ k−γ for various values
of exponent γ . τ ≡ 1− T/Tc. The right column represents the exact critical temperature,
Tc, in the case 〈k2〉 <∞ and the dependence of Tc on the total number N of vertices in
the network. All values are up to a constant scale factor. After [DGM02b].

γ M δC(T < Tc) χ Tc

γ > 5 τ 1/2 jump at Tc τ−1 2/ ln 〈k2〉
〈k2〉−2〈k〉

γ = 5 τ 1/2/(ln τ−1)1/2 1/ ln τ−1 τ−1 2/ ln 〈k2〉
〈k2〉−2〈k〉

3 < γ < 5 τ 1/(γ−3) τ (5−γ )/(γ−3) τ−1 2/ ln 〈k2〉
〈k2〉−2〈k〉

γ = 3 e−2T/〈k〉 T 2e−4T/〈k〉 T−1 〈k〉 ln N

2 < γ < 3 T−1/(3−γ ) T−(γ−1)/(3−γ ) T−1 〈k〉N (3−γ )/(γ−1)

For γ < 3 the critical temperature diverges. Using the expansion G(h) ∼ ghγ−2/T

one obtains

〈M〉 ∝ T−1/(3−γ ) , (16.31)

δC ∝ T−(γ−1)/(3−γ ) , (16.32)

χ ∝ T−1 . (16.33)

A summary of the results for the behavior of the critical temperature and critical

exponents is presented in Table 16.1 Notice that for the separating cases, γ = 3, 5,

logarithmic corrections occur.

16.3 Summary

In summary, the scale-free nature of a network has a strong influence on the ther-

modynamic behavior of the Ising model, in a very similar manner to the effect of

the scale-free nature on the percolation behavior. For scale-free networks with γ ≤ 3

the ordered phase dominates, and no phase transition occurs at any finite tempera-

ture. For 3 < γ ≤ 5 a phase transition occurs at a finite temperature. However, the

critical exponents differ from the mean-field exponents. This is comparable to the

non-universal behavior appearing in percolation, with the difference being that in

percolation mean-field behavior is restored for γ > 4.

Similar behavior is observed for other thermodynamical models, see, for example,

[GDM02b, DG08] for results on other models.
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Exercises

16.1 Obtain the coefficients in the expansion of G(h), Eq. (16.21), and derive

Eq. (16.22).

16.2 Obtain the susceptibility of the Ising model for γ < 5, Eq. (16.24), and

the similar expression for T > Tc.

16.3 Derive Eqs. (16.28)–(16.30).

16.4 Derive Eqs. (16.31)–(16.33).

16.5 Solve the Ising model on a random r -regular network (with all nodes

having degree r ). Obtain the expressions for Tc and the critical exponents.



17 Spectral properties, transport, diffusion
and dynamics

In this chapter we discuss the spectral properties of networks, and their relation to

dynamical properties such as diffusion. There are two main characteristic matrices

for a graph, the adjacency matrix and the Laplacian. We discuss both of them and

explain the relation to the dynamical properties. A good summary of results on the

spectrum of networks can be found in [Chu97]. For a nice survey of random walks

on graphs see [Lov96].

17.1 The spectrum of the adjacency matrix

As described in Chapter 1, the adjacency matrix, A, is an N × N matrix (where N is

the number of nodes) whose entries are Ai, j = 1 if there is an edge between nodes i

and j , and Ai, j = 0 otherwise. If the graph is not directed then the adjacency matrix

is symmetric. In a directed graph it is not necessarily so.

The spectrum of this matrix is the collection of eigenvalues of the matrix. Since

we refer to an ensemble of graphs rather than a single graph, we are interested in the

distribution of eigenvalues when the entire ensemble is considered.

The study of the spectrum of random graphs is strongly related to the study of

the spectrum of random matrices in general. The study of random matrix theory was

initiated by Wigner [Wig55] in the 1950s. His main goal was to understand the energy

levels of the nucleus. These levels are the eigenvalues of the Hamiltonian (energy)

matrix. Wigner’s reasoning was that in large nuclei the interactions are complicated

enough that the matrix entries can be considered to be randomly selected. The only

condition is that the matrix must obey the symmetries of the physical system. The

study of random matrices was found useful also in the study of localization of electrons

and photons in solid state physics [Hof76]. Some results regarding localization in

complex networks can be found in [JKBH08, SKHB05].

The study of the spectrum of large random matrices led to the discovery of the

celebrated semicircle law [Wig55]. This law asserts that for a large real symmetric

N × N matrix with random independent entries taken from a distribution having

second moment m2 and all other moments converging, the probability density of
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having an eigenvalue x is

p(x) = 1

2πm2 N

√
4m2 N − x . (17.1)

The spectrum of ER networks with large average degree (the average degree of a

random graph must be at least 〈k〉 > ln N for the graph to be connected, i.e., to have

only one component) follows the same semicircle law with m2 = N p(1− p), where p

is the probability of a link being occupied. If the average degree is not too high 〈k〉 �
N , 1− p ≈ 1 and therefore m2 ≈ 〈k〉. The spectrum of the adjacency matrix of scale-

free graph models has been studied in several papers [FDBV01, FFF99, GKK01a].

The spectrum is different from the spectrum of ER graphs. It has been found that the

tail of the spectrum of a scale-free graph also decays as a power law.

17.2 The Laplacian

Consider a diffusion process or a random walk on the nodes of the graph. A good

survey of random walks on a graph can be found in [Lov96]. The equations for a

discrete time random walk on a graph are

Pt+1(i) =
∑

j

Pt ( j)

k j
, (17.2)

where Pt (i) is the probability of being at node i at time t and the summation ranges

over all the j neighboring i . If we mark by πt = (Pt (1), Pt (2), . . .)t the vector of

probabilities of being at each node at time t , then Eq. (17.2) can be rewritten in the

matrix notation πt+1 = Mπt , where

M =

⎛
⎜⎜⎝

0 A1,2

k2
· · ·

A1,2

k1
0 · · ·

...
...

. . .

⎞
⎟⎟⎠ , (17.3)

where A is the adjacency matrix. The configuration at time τ , starting from a config-

uration π0 at time t = 0 can be written as

πτ = Mτπ0 . (17.4)

If the graph is fully connected (that is, has no isolated components) then Eq. (17.4)

has only one positive fixed point,

π =

⎛
⎜⎜⎝

k1
N 〈k〉

k2
N 〈k〉

...

⎞
⎟⎟⎠ . (17.5)
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This solution corresponds to the eigenvector of M with eigenvalue 1. If more than

one component exists, then each random walk is restricted to its own component, and

the space of fixed points contains all combinations of the individual fixed points for

each component.

The problem with the matrix M is that it is not symmetric. This implies that its

left and right eigenvectors are not identical. To simplify the treatment the following

matrix can be constructed,

N = D1/2 AD−1/2 =

⎛
⎜⎜⎝

0 A1,2√
k1k2

· · ·
A1,2√
k1k2

0 · · ·
...

...
. . .

⎞
⎟⎟⎠ , (17.6)

where D = diag(k1, k2, . . .) is the matrix having the node degrees along the diagonal

and zeros off-diagonal. The matrix N is symmetric and therefore has the same left

and right eigenvectors. Notice that M = D−1/2 N D1/2, and thus,

Mτ = (D−1/2 N D1/2)τ = D−1/2 N τ D1/2 . (17.7)

This allows Eq. (17.4) to be written as

πτ = D−1/2 N τ D1/2π0 . (17.8)

This implies that the behavior of the diffusion equation is controlled by the spectrum

of the matrix N .

Other matrices of interest are the Laplacian, L , defined by the equation

L = D − A =

⎛
⎜⎜⎝

k1 −A1,2 · · ·
−A1,2 k2 · · ·

...
...

. . .

⎞
⎟⎟⎠ , (17.9)

and the normalized Laplacian (sometimes also called simply the Laplacian),

L = I − N =

⎛
⎜⎜⎝

1 − A1,2√
k1k2

· · ·
− A1,2√

k1k2
1 · · ·

...
...

. . .

⎞
⎟⎟⎠ . (17.10)

The Laplacian reduces to the regular, continuous Laplacian (up to a constant factor),

L = ∇2, when considering a d-dimensional lattice and taking the limit of very small

lattice spacing.
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17.3 The spectral gap and diffusion on graphs

As described in Section 17.2, the properties of diffusion on networks are determined

by the spectrum of the matrix N , defined in Eq. (17.6). Since this is a symmetric matrix

with all non-negative elements, the Perron–Frobenius theorem [BP94] guarantees that

it has one eigenvector with all non-negative elements, and this vector has the largest

eigenvalue.1 The largest eigenvalue is therefore 1, similarly to the largest eigenvalue

for M as described above, and the appropriate eigenvector is,

v =

⎛
⎜⎜⎜⎜⎜⎜⎝

√
k1√

N 〈k〉√
k2√

N 〈k〉
...

⎞
⎟⎟⎟⎟⎟⎟⎠

. (17.11)

This is also an eigenvector of the normalized Laplacian with eigenvalue λv = 0.

The eigenvalues of the normalized Laplacian, λ′i obey the relation λ′i = 1− λi ,

where λi are the eigenvalues of N , and therefore, for the normalized Laplacian,

0 ≤ λ′i ≤ 2.

For the non-normalized Laplacian the smallest eigenvalue is given by the vector

1 =

⎛
⎜⎜⎝

1

1
...

⎞
⎟⎟⎠ . (17.12)

As L is symmetric, all other eigenvectors are perpendicular to 1. Each eigenvector

can be considered as a function on the nodes, assigning to each node i the value of the

appropriate entry in the vector, f (i). If f (i) is an eigenfunction of L then g = D1/2 f

is an eigenfunction of L. It then follows that

g · Lg

g · g
= f · L f

(D1/2 f ) · (D1/2 f )
=

∑
i↔ j ( f (i)− f ( j))2∑

i f (i)2ki
, (17.13)

where the sum on the numerator goes over all pairs of adjacent nodes, i and j .

1 This can easily be seen in this symmetric case. Assume that v is a normalized eigenvector with some
negative elements and respective eigenvalue λv , and u is the vector obtained by the absolute values of
the elements of v. Then, by positivity, every element of Nu is at least as large in absolute value as the
respective element of Nv. Therefore, |ut Nu| ≤ |vt Nv|, and thus there must be at least one eigenvector
with eigenvalue larger than |λv |.
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17.3.1 The spectral gap

From Eq. (17.4) it can be seen that the behavior of random walks and diffusion

processes is determined by the behavior of powers of the matrix M or, alternatively,

of the Laplacian. A simple method of determining the behavior of powers of a matrix

is to consider its eigenvalues. Expressing the vector π0 by the eigenvectors of the

normalized Laplacian,

π0 =
∑

i

αivi , (17.14)

where vi are the eigenvectors of the matrix M and αi are the projections of π0 on the

different eigenvectors, leads to

πt = Mt
∑

i

αivi =
∑

i

αiλ
t
ivi . (17.15)

Since for all eigenvalues −1 ≤ λi ≤ 1 it follows that the absolute value of all sum-

mands decays exponentially, except for those corresponding to eigenvalues ±1. If

the graph is connected, only one eigenvalue can be equal to one. The eigenvalues are

usually ordered in decreasing size, and therefore this eigenvalue is denoted by λ1,

and

1 = λ1 ≥ λ2 ≥ · · · ≥ λN ≥ −1 . (17.16)

An eigenvalue of −1 indicates that the diffusion alternates between two sets of

nodes. This happens only when the graph is bipartite, i.e., the graph can be divided

into two sets of nodes, where no links exist between any two nodes in the same set.

One can consider a diffusion process in which the walker has a probability 1/2 of

staying in its current location at every step. This is also equivalent to a graph in which

we add k self loops to every node of degree k. In this case the eigenvalues of the

diffusion are all positive (or at least non-negative),

1 = λ1 ≥ λ2 ≥ · · · ≥ λN ≥ 0 . (17.17)

From Eq. (17.15) it follows that except for the eigenvector corresponding to eigen-

value 1 (and possibly the eigenvector corresponding to eigenvalue −1, for bipartite

graphs) all other eigenstates decay exponentially in time.

Following Eq. (17.13), the second smallest eigenvalue of L is given by

λ′1 = min
f⊥D1

∑
i↔ j ( f (i)− f ( j))2∑

i f (i)2ki
. (17.18)
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17.3.2 Expander graphs

An interesting and important class of graphs is the class of expander graphs. Expander

graphs are graphs in which the size of a cut needed to separate a set of nodes from

the rest of the graph is proportional to the size of the set. That is, a large group of

nodes cannot be separated from the rest of the graph by cutting a small number of

links. This is similar to the property of infinite-dimensional networks discussed, for

example, in Chapter 7. However, the expansion property is stronger, as it applies to

every set of nodes in the network, and not only on average. For instance, a network

with finite components cannot be an expander, as formally they can be separated from

the rest of the network by cutting zero links. However, it can still be infinite dimen-

sional, as its giant component can still show good expansion properties (at least on

average).

Formally, consider a set of nodes, S, and mark by S the complementary set, i.e.,

the set of all nodes not in S. We denote by volS the volume of S, defined as the total

number of links of all nodes in S,

volS ≡
∑
i∈S

ki . (17.19)

The Cheeger constant of a set of nodes2 is defined as [Chu97]

�(S) = |E(S, S)|
min(volS, volS)

, (17.20)

where |E(S, S)| denotes the number of edges connecting between nodes in S and

nodes in S. The conductance of a graph is defined by

� = min
S

|E(S, S)|
min(volS, volS)

. (17.21)

If � is a constant independent of N , then the graph is said to be an expander graph.

Expander graphs play an important role in mathematics and computer science, as

they have several important properties. Among others, they have considerably good

resilience to both random and targeted attacks on the links, as a large number of

links needs to be removed in order to disconnect a large chunk of the network. In

addition, they have a relatively large spectral gap, and therefore offer good mixing.

Thus, processes on expander graphs quickly approach the equilibrium state. Expander

graphs also allow good routing strategies [GMS03, Vaz04] and have numerous other

applications from circuit design to error correcting codes.

2 The Cheeger constant in graphs is analogous to the Cheeger constant in manifolds.
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To find the relation between the conductance and the spectral gap consider the

following [Chu97]. Suppose the minimum of Eq. (17.20) is obtained for some set S1,

and that the number of edges between S1 and S1 is c. Define the following function

on the nodes

f (i) =
⎧⎨
⎩

1
volS1

i ∈ S1

− 1
volS1

i /∈ S1 .
(17.22)

Obviously, f ⊥ D1. Equation (17.18) then implies that

λ′1 ≤ c(1/volS1 + 1/volS1) ≤ 2c

min(volS1, volS1)
= 2� . (17.23)

This gives an upper bound on λ′1.

To obtain a lower bound consider the function f which gives the eigenvalue λ′1.3

Suppose that we sort the nodes according to increasing value of f , such that for all i ,

f (i) ≤ f (i + 1). Assume that
∑

f (i)<0 ki ≥
∑

f ( j)≥0 k j .4 For each i consider the cut

between Si , the set of nodes with indices above i and Si , the set of nodes with indices

below i including i . Let S be the set of nodes with f (i) < 0, and define

g(i) =
⎧⎨
⎩ f (i) f (i) > 0

0 f (i) ≤ 0 .
(17.24)

Denote by r the index for which volSk−1 ≤ N 〈k〉 /2 and volS̄k ≤ N 〈k〉 /2. Denote

π (i) = ki/(N 〈k〉).
For any function h(i) satisfying vol{i |h(i) > 0} ≤ N 〈k〉 /2 and vol{i |h(i) < 0} ≤

N 〈k〉 /2 we have

∑
i↔ j

|h(i)− h( j)| =
N−1∑
i=1

|E(Si , S̄i )|(h(i + 1)− h(i))

≥ 〈k〉�
N−1∑
i=1

(h(i + 1)− h(i))
volSi volS̄i

N
. (17.25)

3 In the following we closely follow [Lov96, Sin93].
4 If this inequality does not hold consider the function − f , for which it will hold, and which will give the

same eigenvalue.
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Let t be the index such that volSt ≤ N/2 and volSt+1 ≥ N/2. We have

∑
i↔ j

|h(i) − h( j)|

≥ N 〈k〉�
2

t∑
i=1

(h(i + 1)− h(i))volSi

+ N 〈k〉�
2

t∑
i=1

(h(i + 1)− h(i))volS̄i

= N 〈k〉�
2

∑
i

π (i)|h(i)| = N 〈k〉�
2

. (17.26)

Now,

∑
i

π (i)g(i)2 ≥
∑

i π (i)( f (i)− f (k))2

2

=
∑

i π (i) f (i)2

2
− f (k)

∑
i

π (i) f (i)+ f (k)2

2

= 1

N 〈k〉 +
f (k)2

2
≥ 1

N 〈k〉 . (17.27)

Using Eq. (17.26) with the numbers h(i) = g(i)2/
∑

i (π (i)g(i)2) one obtains

∑
i↔ j

|g(i)2 − g( j)2| ≥ N 〈k〉
∑

i

π (i)g(i)2 . (17.28)

On the other hand

∑
i↔ j

|g(i)2 − g( j)2|

≤
⎛
⎝∑

i↔ j

(g(i)− g( j))2

⎞
⎠

1/2 ⎛
⎝∑

i↔ j

(g(i)+ g( j))2

⎞
⎠

1/2

. (17.29)

The second factor can be bounded using

∑
i↔ j

(g(i)+ g( j))2 ≤ 2
∑
i↔ j

(g(i)2 + g( j)2) = 4N 〈k〉
∑

i

π (i)g(i)2 . (17.30)
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Combining Eqs. (17.29) and (17.30), one finally obtains

∑
i↔ j

( f (i)− f ( j))2 ≥
∑
i↔ j

(g(i)− g( j))2 ≥
(∑

i↔ j |g(i)2 − g( j)2|
)2

∑
i↔ j (g(i)+ g( j))2

≥ (�N 〈k〉)2

(∑
i π (i)g(i)2

)2

4N 〈k〉∑i π (i)g(i)2

= �2 N 〈k〉
4

∑
i

π (i)g(i)2 ≥ �2

8
. (17.31)

Thus, we have

2� ≥ λ′1 ≥
�2

8
. (17.32)

This inequality is the discrete version of the Cheeger inequality. From this inequality

it follows that if a graph has a finite spectral gap, then it also has finite conductance

and vice versa. As we have seen, a finite gap also guarantees fast mixing of a random

walk. Therefore, expander graphs present many desirable properties which follow

from their spectral gap.

It should be mentioned that there are other definitions for expansion, which depend

on other, similar properties of the graph. For instance, the vertex (node) expansion of

a graph can be considered, which measures the ratio between the number of nodes in a

set and the number of nodes, rather than links, connected to this set.5 Usually, graphs

having good expansion properties using one definition also have good expansion

properties based on the other definitions. This is mainly true if the degree distribution

is not very broad, as then each node is only connected to a bounded number of links

and therefore, expansion in links guarantees expansion in nodes and vice versa. See

[SCL+07] for some discussion of vertex expansion in scale-free networks and its

applications to routing.

17.3.3 Expansion of random networks

In general, random graphs tend to have good expansion properties. This follows from

the randomness in the connections, which leads to an almost uniform spread of the

links between groups of nodes, and thus good expansion properties are obtained

for most cuts in the network. However, for this property to hold, the number of

edges should be large enough, so that the results concentrate around the mean. In

5 In fact, the expansion is the inverse of this ratio: the number of neighboring nodes divided by the set
size.
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the following we study the expansion properties of a generalized random graph. See

[GMS03] for a more complete discussion.

Consider a generalized random graph with a minimum degree m, having N nodes.

The total volume of all nodes in the graph is V = N 〈k〉. Suppose now that we choose

a set of nodes having s nodes and volume v ≤ V/2. Clearly, v ≥ ms. Now, for the

graph to have expansion �, each such set must have at least �v links going to nodes

outside this set. The probability this event will not occur, i.e., that the set will not

have expansion � is

Pbad(v) =
�v−1∑
n=0

P(v, n) , (17.33)

where P(v, n) is the probability that a set having volume v will have exactly n links

outgoing from the set. Since the graph is built using the configuration model (see

Section 4.3), this probability corresponds to the probability of having n open links

connecting to n open links in the complement set, and the rest connecting internally.

Thus,

P(v, n) =
(

v

n

)(
V

n

)
f (2n) f (v − n) f (V − v − n)

f (V )
, (17.34)

where

f (x) = x!

2x/2 · (x/2)!
(17.35)

is the number of perfect matchings on x nodes, i.e., the number of ways in which x

objects can be divided into pairs. Since P(v, n) increases with n, it follows that

Pbad(v) ≤ �v

(
v

�v

)(
V

�v

)
f (2�v) f ((1−�)v) f (V − (1+�)v)

f (V )
. (17.36)

Using Eq. (17.36) one can bound the probability that a bad set will exist in the

network. This probability is

Pbad =
V/2∑
v=m

Nv P(v) , (17.37)

where Nv is the number of sets of volume v, which is at most

Nv ≤
(

V/m

v/m

)
. (17.38)

Using Stirling expansion of the binomial expression, one finds that choosing � =
O(1/ ln N ) the probability Pbad → 0, given that m ≥ 3. For m = 1 or m = 2 the

graph is not an expander, as expected, as nodes can form relatively long chains only

connected to the rest of the graph through one or two links. Therefore, it is almost
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certain that every random graph with m ≥ 3 has good expansion properties, and thus

it is expected to present rapid mixing.

17.4 Traffic and self-similarity

The behavior of traffic in networks has been a subject of study for over a decade

[PW00]. The study of network traffic concentrates on the volume of data flowing

through the network, or through specific network links, as a function of time. Before

the first quantitative studies, it was commonly believed that the expected randomness

in network traffic would lead to a Poissonian traffic pattern. However, the first studies

in this field [LTWW94] indicated that even in local area networks, which are small

scale and do not present a scale-free topological structure, traffic is self-similar.

The correct modeling of network traffic is required for network performance anal-

ysis, and therefore has important consequences on the design and evaluation of

communication networks. A study of a new network design, of new communication

equipment, and of new protocols and algorithms for communication networks should

take into account the correct model for network traffic in order to predict correctly the

overall expected performance of the communication network. Thus, the incorporation

of a self-similar traffic model is essential to network engineering tasks.

There are several models for the origin of self-similar traffic. For a review of

self-similarity and its origins, see [PW00]. It should be noted that it is believed

that in real-world networks, such as IP networks, the distribution of the sizes of

communication tasks is broad, and possibly a power-law distribution. This has led to

the notion of “elephants and mice” in communication networks.

17.5 Summary

The properties of diffusion and other dynamical behavior in networks strongly depend

on the spectral properties of matrices related to the network, such as the Laplacian

and the adjacency matrix. Unlike most properties discussed in this book, the rate of

diffusion mainly depends on the lowest degree of nodes, rather than the high-degree

tail of the degree distribution. Random networks with minimal degree at least 3 have

good expansion properties and present fast diffusion rates. See also [GA04, SDM08]

for studies of diffusion in complex networks.

Several other properties depend on the spectrum of networks, some examples

include the resistance of resistor networks [LCH+06], and synchronization of net-

works of oscillators [Boc08, PRK03, Str03].
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Exercises

17.1 Find the eigenvalues of the adjacency matrix and the Laplacian spectrum

for:

(a) the complete graph with N nodes,

(b) a star network containing one central node of degree N − 1 connected

to N − 1 leaves of degree one,

(c) a d-dimensional grid of linear size L , containing N = Ld nodes.

17.2 By writing the equations for the average time to reach a node i from a

node j by a random walk, find the average time to move between two

arbitrary nodes in:

(a) a ring of N nodes,

(b) a path of N nodes,

(c) a clique of N nodes.

17.3 The network presenting the worst average time to diffuse between two

nodes is the lollipop graph, consisting of a clique containing 2N/3 nodes,

one of which is connected to a path of length N/3 nodes (see [Fei97] for

a proof). Write the equations for Ti , the average time to reach the end of

the path, starting at a node i of the lollipop graph, and solve them. Hint:

Use the symmetry of the clique to reduce the number of equations.

17.4 Derive the behavior presented in Section 17.3.3.
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18.1 Introduction

One of the most important tasks in networks is searching for nodes when partial or no

knowledge of their location is available. This task may be carried out in several dif-

ferent settings and may have many different applications. An example of searching in

social networks was demonstrated in Stanley Milgram’s famous experiment [Mil67],

where individuals were requested to search for a path to other individuals chosen

randomly from a phone book. The surprising conclusion of the experiment was that,

on average, these random pairs of individuals were only separated by six nodes. How-

ever, another surprising result of the experiment was that the tested individuals were

actually able to find such a short path easily in the complex network. A random walk

on a network is expected to visit a large fraction of the nodes in the network before

reaching the destination node. Nevertheless, the subjects of Milgram’s experiment

were able to locate the destination individuals with a number of steps near the actual

network diameter. In this chapter we will discuss some aspects and techniques for

searching nodes in complex networks.

18.2 Searching using degrees

In [ALPH01] a method is suggested for searching scale-free networks with exponent

γ ≈ 2. More specifically, the following was suggested. Each node contains informa-

tion not only on its neighbors, but also on its next nearest neighbors, the rationale

being that the average number of next nearest neighbors diverges in networks with

γ < 3, whereas the average number of nearest neighbors is a constant. The search

itself is performed in two stages.

(i) Starting at the source node, from every node encountered, move to its highest

degree neighbor, until the largest hub in the network is reached.
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(ii) Starting from the largest hub, go down the degree sequence, i.e., from every node

encountered, go to its neighbor with the highest degree not yet visited. Stop when

a node having information on the target node is reached.

It is argued [ALPH01] that using this technique has a high probability of success, i.e.,

stage (i) will always go up the degree sequence and will eventually reach the highest

degree node after a small number of steps, and stage (ii) will lead to traversal of all of

the nodes down the degree sequence until a node aware of the destination is located.

The reasoning behind the success of the first stage is as follows. Suppose we are

currently at a node having degree k1. The probability of each of its links leading

to a node of degree k is k P(k)/ 〈k〉 ∼ k1−γ . Since there are k1 such neighbors, and

assuming k1 is large, the highest degree of a neighbor, kmax can be approximated by:

∫ ∞

kmax

k P(k)

〈k〉 dk ≈ 1

k1
. (18.1)

This leads to kmax ∼ k1/(γ−2)
1 � k1. Therefore, stage (i) leads to a rapid ascent in the

degree sequence. This is true when one starts from a high-degree node. However,

in [ALPH01] it is shown numerically that this procedure works well starting from

almost any node. In fact, it is easy to see that even initiating a random walk would

quickly lead to some high-degree node from which stage (i) can continue.

The success of the second stage depends upon the fact that the high-degree nodes,

having degree exceeding
√

N , form a clique with high probability (i.e., they are all

connected together). When γ approaches 2, there are many such nodes. Therefore,

each of these nodes is reachable from each other, and the walk down the degree

sequence can continue down to nodes of degree of the order of
√

N .

The paper [ALPH01] later attempts to estimate the number of nodes needed to be

traversed in order to search a finite fraction of the nodes in the network. Since the

average number of neighbors of a node reached through a link is κ − 1 (see Chapter

10), the number of second neighbors of a node of degree k is on average k(κ − 1).

For 2 < γ < 3, κ diverges with the system size as κ ∼ K 3−γ ∼ N
3−γ

γ−1 , whereas 〈k〉
is a constant. This leads to the estimate that the number of nodes that need to be

visited in order to search the entire network is of order N/κ ∼ N 2 γ−2
γ−1 . When γ ≈ 2,

this number is very small.

However, the above calculation can be misleading, which can be viewed as a

precursor of the caveats using the mean-field approach. k(κ − 1) is the average

number of second neighbors of a node. However, this number is not the typical

number of next nearest neighbors of a node. Rather, it is influenced mainly by nodes

with a very high degree. For example, consider a case in which N 0.9 nodes can all lie

within a distance of 2 of each other, whereas all other nodes only have a finite number
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of second neighbors.1 In this case, the average number of second neighbors per node

will be (N 0.9 · N 0.9 + N ·O(1))/N = O(N 0.8). This may lead us to expect that by

traversing O(N/N 0.8) = O(N 0.2) of the nodes, one can search through the entire

network. However, in this case almost all nodes have only a finite number of second

neighbors. Therefore, a finite fraction of the network must be traversed to search

through any finite number of the nodes. The generality of this can be understood

from the results in Chapter 6. Therefore, every Kl that is not a constant belongs to

the core of the network at a layer l, for some finite l. The l + 2 layer still does not

consist of O(N ) nodes in the N →∞ limit. Therefore, to search most (or any finite

fraction) of the network, O(N ) nodes must be traversed. Exercise 18.1 discusses the

actual fraction of nodes covered by this strategy. See also [MST06] for more details.

Despite the above discussion, in practical cases, the search by degrees can be

performed well. Numerical results [ALPH01] indicate that only a small fraction of

the nodes actually need be traversed to search a large fraction of the network. This

may imply that for reasonable network sizes, the method may be of practical value,

even though the search is not performed well in the limit of very large systems.

A disadvantage of the method suggested is that the information stored in each node

is quite large, since the number of second neighbors of a node may be very large.

However, this method is easily understood and is very intuitive and simple. Note

that methods for searching and routing in networks with limited information have

been studied intensively and are known as “compact routing schemes.” The definition

and description of these techniques are beyond the scope of this book. However, the

interested reader is referred to [Cow01, PU89, TZ01] for the definition and general

results, and to [CCD06, KFY04] for more recent results pertaining specifically to

scale-free networks. Another issue is the amount of information needed at every node

in order to navigate in a network. In this respect, scale-free networks seem harder

to navigate compared to ER networks. For definitions and results, see [RGMS05,

RMS05, STR05, TRS05].

18.3 Searching in networks using shortcuts

An interesting result for searching in spatial networks using shortcuts was introduced

by Kleinberg [Kle00a, Kle00b]. The model presented there is very similar to small-

world networks (Section 4.2), the difference being that instead of adding completely

random links to the underlying lattice, links are added with the probability depending

on the lattice distance. In this model every node is connected to its lattice neighbors

1 Note that this may not be a valid network configuration. It is presented only as a numerical example.
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Figure 18.1 Illustration of the Kleinberg algorithm. A path goes from the source node (square) to the
destination node (diamond). For simplicity, only a fraction of the shortcuts are shown.

and, in addition, one random link is added to each node,2 i , with a probability

P(i, j) = c · d(i, j)−α of connecting to a node, j , at a distance d(i, j) from node i .

Kleinberg focuses on the two-dimensional case and on α = 2, which is optimal

in a sense that will be explained next. To find c, the normalization factor of the

distribution, one should integrate over all possible destination nodes in the network,

1 =
∑
j �=i

c · d(i, j)−α ≈
∫ √

N

r=1
r−α · 2πrdr ≈ cπ ln N . (18.2)

Therefore, c ≈ (π ln N )−1.

The search algorithm suggested by Kleinberg is very simple: from each node follow

the link that brings you closest to the target node. See Figure 18.1 for an illustration.

Since at every node encountered, there is at least one link bringing us closer to the

destination, the distance to the destination always decreases, and therefore we arrive

at a new node after every step we take. At every new node, we can treat the random

link as if it is independent of the part of the network seen thus far.3

To analyze the behavior of the algorithm, one must partition the network into

shells, where each shell, �, contains all nodes at a distance at most 2� from the

2 Adding random links with some constant probability at only a fraction of the nodes will give similar
results.

3 Since the path has gone through a very small portion of the network, its influence on the probability of
a link leading to yet unvisited parts of the network is negligible.
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Figure 18.2 An illustration of Kleinberg’s argument: partitioning the lattice into exponentially
increasing regions. For simplicity the regions are shown as circles, although the distance
on the lattice is the Manhattan distance (sum of distances in the x and y directions),
which leads to diamond-shaped equidistance lines.

destination node (see Figure 18.2). The size of the entire lattice is
√

N ×√N , which

indicates that the largest distance between nodes in the network is of the order of
√

N ,

meaning the maximum shell number is � = log2

√
N ∼ ln N . The inner shells, for

which � ≤ ln ln N , have a diameter of the order of ln N , and therefore any distance

within them can always be traversed within ln N steps. If our current position is

at some node in the �th shell, with � > ln ln N , all nodes within this shell are at a

distance at most twice the radius of this shell, that is, at a distance of at most 2 · 2 j .

This means that the probability of having a shortcut to a node within this shell is at

least c(2 · 2�)−α ∼ 2−2(�+1)/ln N , for α = 2. There are O
(
2�−1

)2
nodes within the

�− 1 shell, so the probability of the next encountered shortcut to lead to one of the

nodes in this regime is of order

(2�−1)2 2−2(�+1)

ln N
= 1

16 ln N
. (18.3)

Therefore, after approximately m ≡ 16 ln N steps, we encounter a shortcut leading

us to an inner shell. If we do some multiple of m steps, the probability of not finding
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such a shortcut decays exponentially. Hence, after an order of ln N steps, we are

bound to find a path to an inner shell. Since there are ln N shells, we will reach the

destination in at most O(ln2 N ) steps, much fewer than the
√

N steps required in the

original lattice.

Note that the ability to find such a short path results from the optimality of α = 2. A

larger α value would lead to a strong decay in the number of long-distance shortcuts,

and therefore will require longer walks. A lower α will create many long-distance

shortcuts that may lead us off the path. Although at the limit α → 0 a random graph

is obtained, with distances of the order of ln N , the network obtained is not easily

searchable, since one may need to travel very far, geographically, to find a short path.

Therefore, the underlying geography no longer provides information on the optimal

path. A very similar result was obtained for modeling foraging (searching for food)

in animals. For searching in a continuous two-dimensional case, it was determined

that a Lévy flight with the probability of long jumps behaving as r−2, with r being

the distance, results in optimal searches [VBB+02, VBH+99].

For a general dimension d, Kleinberg obtains similar results, with αopt = d. The

details are left as an exercise for the reader (Exercise 18.2). For a fractal, it was found

that αopt = df [Rb06]. The exact coefficients of the search time were obtained in

[CCSb09].

18.4 Summary

Searching in complex networks of various classes can be made more efficient using

the special properties of the networks. Furthermore, various network models may be

better suited for different types of searches. As seen above, small-world networks

with a certain dependence of the shortcut probability on the shortcut length lead to

much faster searches than other networks. A recent, more elaborate study of this

behavior can be found in [CCSb09]. This behavior is an example of the usefulness of

the geographic information in searching for nodes. In different classes of networks,

various types of hints, based on the label given to a node and using small routing tables,

are helpful in quickly finding a short path between nodes. These methods are known

as labeling schemes and compact routing, respectively. For more information see,

for example, [Cow01, PU89, TZ01]. For information on fast navigating in complex

networks see, for example, [BK09, CCD06, KFY04, RMS05, STR05].

An interesting question regarding the Milgram experiment is how did the partici-

pants manage to find a short path to the destinations. Even though a short path may

exist it is not clear how it can be found given that people do not have the full map

of the network, and are also not equipped with hints similar to those in compact
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routing schemes. In [WDN02] it is argued that such searches may be conducted using

information on the nature of neighbor nodes. It is suggested that people possess a

collection of properties, such as geographical residence area, occupation, areas of

interest, etc. People may use such hints in finding short paths to other people. Each

participant may send the letter to a contact having some properties that are closer to

the destination than those of the sender. It is shown in [WDN02] that using such a

mechanism one can find a short path to the destination using only local information,

assuming some structure exists in the correlations between the linking probability

and the properties of nodes.

Exercises

18.1 Using the generating function method (Chapter 9), calculate the probabil-

ity of a node having a second neighbor (next nearest neighbor) of degree

at least kmax. Deduce what is the fraction of nodes that can be seen by

traversing all nodes of degree at least kmax if every node has information

on all its first and second neighbors.

18.2 Generalize the results in Section 18.3 to a lattice with a general dimension

d .

18.3 What will be the result of the Kleinberg αopt when only horizontal or

vertical shortcuts are allowed?
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One of the most important classes of network studied in the literature is biological

networks. This class contains a large variety of naturally occurring networks, formed

by the long course of evolution. The human (and animal) body contains a large number

of networks, some of which occur in real space, such as the networks of blood vessels,

the bronchi, and the nerve system. These networks have been studied for a long time,

and many of them are known to be fractal objects, see, for example [BH94, BH96,

WBE97]. Another class of network, on which we will focus in this chapter, is logical.

These are the networks of gene–gene, gene–protein, and protein–protein interactions.

A survey of networks in biology can be found, for example, in [BO04].

In the cell, the genetic information is stored in DNA strands sitting in the cell’s

nucleus. To pronounce the genetic information DNA is transcribed (copied) to mes-

senger RNA by a protein called RNA polymerase. The messenger RNA is then

translated by ribosomes, which form amino acids according to the information in the

RNA. Every three letter sequence represents a single amino acid from the twenty

amino acids existing in humans and most other known organisms. A chain of amino

acids is then created from a sequence of letters and forms a protein. The protein

folds into a minimal energy configuration, whose shape determines most of its bio-

logical function. The created proteins then interact with the genetic information in

several ways. A protein can connect to a location (called a promoter) in the DNA and

suppress or promote the transcription of a sequence. This sequence may include the

instruction for forming any other protein or itself. The entire transcription mechanism

is controlled by proteins, including the ribosomes themselves which are large protein

complexes.

Several possible network descriptions arise from the above scenario. A bipartite

gene–protein network can be discussed, where proteins and genes are represented by

two types of nodes, and are connected by a link whenever one affects the production

or expression of the other. In a genetic network the nodes are genes and the links are

between genes whose transcription affects the expression of each other. Metabolic

(protein) networks are also studied, where proteins are linked if one affects the

production of the other, or otherwise if they interact directly (chemically).
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19.1 Structure of metabolic networks

Metabolic networks are networks of proteins, interacting with each other inside the

cell. This is a directed network, since each protein may catalyze or repress the

creation of every other protein, which does not necessarily imply the reverse process.

In [JTA+00], the large-scale structure of metabolic networks was studied. It was

concluded that for many species the metabolic network is scale free. Furthermore,

it was observed that the diameter of the network is quite small (approximately 2–4

in most observed networks) and is practically independent of the network size. This

independence may be explained by the results in Chapter 6 that indicate that the

dependence of the diameter on N is very weak.

19.2 Structure of genetic networks

In genetic networks the nodes represent genes, and the directed links represent the

influence of a gene on the pronunciation of another gene. Since each such phase

requires a new generation of bacteria, which can take several minutes, these networks

tend to be almost acyclic (i.e., there is a preferred direction towards which almost all

links point) and shallow, with an average depth of about 5 for the well studied E. coli

network. A survey of the structure of this network can be found in [MSOI+02].

19.3 Network motifs

Motifs are small building blocks of large networks. In this book we have mainly

focused on the large-scale structure of complex networks. Small size features, such

as triangles, have been treated as a product of geographical structure or as clustering

phenomena, connected with some tunable parameter. However, it is widely believed

that these features play a very important role in the function of the network. While

this structure has many implications for functionality in terms of robustness, error

tolerance etc., it does not supply information on the simple tasks that a network is

supposed to perform.

In [IMK+03, MSOI+02] the structure of genetic networks was studied. The large-

scale structure of these networks was found to be scale free. However, the small-scale

structure seems non-random. The clustering in these networks is high. Looking

more closly at the structure reveals that clustering is not enough to describe the
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Figure 19.1 Four possible motifs of three nodes in an undirected network.

small-scale structure. When looking at small groups of nodes, one can distinguish

between several network motifs. Motifs are the interconnection patterns of a group

of nodes. When looking at three nodes in a graph they can be disconnected, form a

path, a triangle, or they can consist of a connected pair and an unconnected node (see

Figure 19.1). When the links are directed there are 13 possible motifs, while for four

nodes there are already 230 possible motifs.

To check whether these motifs may have appeared by chance, the probability

of such an appearance is estimated [IMK+03]. In general, in a sparse directed ER

network, G N ,p, the expected number of appearances of a subgraph, F , with n nodes

and � links is

NF =
(

N

n

)
p�(1− p)n(n−1)−� n!

a0
, (19.1)

where a0 is the size of the automorphism group of F , i.e., the number of possible

rearrangements of the nodes of F that leave its edges unchanged (see, for example,

[AB02]). Notice that the probabilities for the appearance of the subgraph in non-

disjoint sets of nodes is not independent. However, this is a good approximation

when the graph is sparse. From Eq. (19.1) for sparse ER graphs, NF ∼ 〈k〉� N n−�.

This result indicates that the probability of finding dense subgraphs (denser than

loops, for instance, cliques) in sparse random graphs is vanishingly small. One should,

however, take into account the effect of the degree distribution on the probability of

finding a subgraph.

When approximating the expected number of subgraphs in scale-free networks,

the effect of hubs should be taken into account. We will follow the example given

in [IMK+03]. The motif for the estimation appears in Figure 19.2. The probability of

finding such a motif in a random directed network depends on the in-, out- and mutual

(bidirectional) degrees of the nodes of the motif. The probability of having a directed

link from node 1, with out-degree K1, to node 2, with in-degree R2, is P(edge1) =
K1 R2/N 〈k〉, assuming that K1 R2 � N 〈k〉. The probability of having the second

edge, given the existence of the first one, is P(edge2|edge1) = (K1 − 1)R3/N 〈k〉.
The expected number of subgraphs with n nodes, ga directed edges and gm mutual

edges is,

NF = s N n−ga−gm

〈K 〉ga 〈M〉gm

〈
n∏

j=1

(
Kσ j

k j

)(
Rσ j

r j

)(
Mσ j

m j

)〉
{σ }

, (19.2)
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Figure 19.2 A subgraph with one mutual edge and four single edges. The subgraph degree
sequences {ki , r i , mi } and node degrees {K i , Ri , Mi } are displayed in the boxes.
Edge probabilities are displayed along the edges. Using Eq. (19.3), the mean subgraph
number of appearances in an ensemble of random networks is NF = 2

〈
K (K − 1)M

〉〈
R (R − 1)M

〉 〈R K 〉2 /N 〈K 〉4 〈M 〉. After [IMK+03].

where {σ1, . . . , σn} is a permutation of the nodes of the motif, and s =
a−1

0

∏n
j=1 k j !r j !m j ! is the appropriate factor. The average in (19.2) reduces to a

product of moments of different orders of the in-degree, out-degree and mutual

degree distributions:

NF = aN n−ga−gm

〈K 〉ga 〈M〉gm

n∏
j=1

〈(
Ki

k j

)(
Ri

r j

)(
Mi

m j

)〉
i

, (19.3)

where the fact that each node should participate in the summation of only one term

j introduces higher order corrections which we neglect. For example, subgraph

id102 (Table 19.1), has n = 3 nodes, ga = 2 single edges and gm = 1 mutual edge.

The subgraph degree sequences are k j = {1, 1, 0}, r j = {0, 1, 1}, and m j = {1, 0, 1}.
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Table 19.1 Mean numbers of the thirteen connected directed subgraphs in an ensemble
of random networks with a given degree distribution

The degree distributions are those of transcription in the yeast S. cerevisiae ([MSOI+02]), synaptic
connections between neurons in C. elegans ([WSTB86]), and World Wide Web hyperlinks between
webpages in a single domain ([AJB99]). The theoretical values (Eq. (19.3)) are shown. Values below
0.5 were rounded to zero. In subgraphs marked with *, the theoretical values shown were obtained
using the corrections for non-sparse graphs (see Appendix B of [IMK+03]). Subgraph id is determined
by concatenating the rows of the subgraph adjacency matrix and representing the resulting vector as a
binary number. The id is the minimal number obtained from all the isomorphic versions of the subgraph.
After [IMK+03].

Subgraph id Equation Transcription Neurons WWW

6* N 〈K (K − 1)〉/2 1.2× 104 4.3× 102 4.7× 107

12* N 〈K R〉 3.6× 102 8.7× 102 2.5× 106

14* N 〈K M〉 1.9× 101 8.7× 101 3.8× 106

36* N 〈R(R − 1)〉 /2 9.6× 102 6.0× 103 2.2× 108

38 〈K (K−1)〉〈RK 〉〈R(R − 1)〉/〈K 〉3 1.3× 101 1.2× 102 3.4× 105

46 〈K M〉2 〈R(R−1)〉 /2 〈K 〉2 〈M〉 0 9.3 8.5× 103

74* N 〈RM〉 2.9 1.3× 102 4.8× 106

78* N 〈M(M − 1)〉 /2 0 6.6 2.5× 107

98 〈K R〉3 /3 〈K 〉3 0 4.5 3.3× 101

102 〈K M〉 〈RM〉 〈RK 〉 / 〈K 〉2 〈M〉 0 2 1.4× 102

108 〈RM〉2 〈K(K − 1)〉 /2 〈K 〉2 〈M〉 0 1.4 2.9× 103

110 〈K M〉〈RM〉〈M(M−1)〉/〈K 〉〈M〉2 0 0 2.3× 103

238 〈M(M − 1)〉3 /6 〈M〉3 0 0 5× 104

Using (19.3) we find:

NF = 〈id102〉 = 〈K M〉 〈RM〉 〈RK 〉
〈K 〉2 〈M〉 . (19.4)

When looking at real-world networks it can be observed that some motifs are much

more pronounced than expected for random networks with the same characteristics.
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Figure 19.3 Kinetics of a double-output feed forward loop generalization following pulses of stimuli.
(a) A double-output feed forward loop with positive regulation and AND-logic input
function for Z 1 and Z 2. Numbers on the arrows are activation thresholds. (b) Simulated
kinetics of the double-output feed forward loop in response to a short pulse and a long
pulse of X activity. The dashed and dotted horizontal lines represent the activation
thresholds Tz1 y and Tz2 y. After [KIMA04].

This has led to the understanding that these motifs play some important role in the

functioning of the network. For instance, in genetic networks the feed-forward loop

motif (number 38 in Table 19.1) is highly pronounced. This is attributed to the fact

that this motif can be used as a filter for short pulses (see Figure 19.3). Such filters are

important for filtering short disturbances in the outside environment, which should not

be treated unless they prevail [SOMMA02]. In the WWW, motifs with mutual edges
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are highly pronounced, which is usually attributed to the sociological phenomena of

linking between pages with related material or interest.

As a precaution, one should notice that when testing whether a motif is highly

pronounced, the question of the initial model selection is highly important (for some

debate over this issue see [ARFBTS04] and [MIK+04]). For example, when a net-

work is built from small communities [PN03] or has geographical underlying struc-

ture [IA05], many of the mentioned motifs may appear with high probability, when

they are not expected to appear in randomly connected networks. Therefore, some

care should be taken before it can be concluded that frequently occurring motifs have

a functional role.

19.4 Summary

We have seen that in addition to the large-scale structure of networks, the small-scale

building blocks may also be important in the functionality of networks. They may

contain information on basic operations or the underlying structure of networks. In

biology, evolution acts as a catalyst for the formation of simple units that can perform

simple important functions in cells and organisms. It is not clear yet whether the

large-scale scale-free topology of many biological networks is the result of selection

processes or the result of the process creating these networks by mutations.

Some attempts to identify the process of network creation from the evolutionary

data have also been conducted. Indications show that the evolutionary process may

indeed be a Barabási–Albert process with linear preferential attachment. For results

in this direction see [EL03].



A Appendix A Probability theoretical methods

In this appendix we will briefly describe probability theory and methods that will be

used throughout the book. For a more complete treatment of probability theory, see

any standard textbook on probability theory, such as [Fel68].

A.1 Probabilities and distributions

The main concept in probability theory is that of a probability space or an ensemble.

The probability space consists of different objects or events, each of which has a

measure – probability – assigned to it.

When each event is assigned a number, this number is termed a random variable.

The random variable can be either discrete, in which case the measure is termed

a probability distribution, or continuous, in which case the measure is termed

“probability density.” The single events then have an extremely small probability of

occurring and only the probability of a range of values, obtained through integration

assuming that the probability density is finite.

When a finite number of events exists, say N events, the most common case is to

assume they are equiprobable. Therefore, the probability of finding some property is

P = M/N , where M is the number of events having the property. If P = 1− f (N ),

where limN→∞ f (N ) = 0, (i.e., the probability of finding the property approaches

1, when N becomes large) the property is said to hold almost always (or a.a.). In

this book, when a property is said to hold, it actually means that it almost always

holds.

When N independent trials are made, each of which has probability p of “success,”

the distribution of the number of successes, k, is

P(k) =
(

N

k

)
pk(1− p)N−k , (A.1)

where
( k

N

) = N !/k!(N − k)!. This is known as the binomial distribution.
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If an event can occur at any time, with an average of λ events occurring, the

distribution of the number of occurring events, k, is

P(k) = e−λλk

k!
. (A.2)

This is known as the Poisson distribution. The Poisson distribution also results from

a binomial process where N →∞, and N p → λ.

The expectation or ensemble average of a random variable x is the average of the

random variables of all realizations. It will be denoted by 〈x〉, and is calculated using

the equation

〈x〉 =
∑

x

x P(x) . (A.3)

Similarly, the second moment is defined by〈
x2

〉 =∑
x

x2 P(x) . (A.4)

The variance is V = 〈
x2

〉− 〈x〉2, and the standard deviation is σ = √V .

A.2 Continuous variables and probability densities

If a random variable, X , can obtain a continuous range of values, then, strictly

speaking, the probability of obtaining any single value (except possibly a vanishingly

small set) is extremely small. To handle such variables, one can use two possible

probability measures: (1) the cumulative distribution function (CDF), P(X > x0),

and (2) the probability density function (PDF), p(X ). The CDF gives the probability

of having a result smaller than a given value. It should yield P(X > x0) = 0 for any x0

lower than the lowest possible value X can accept, P(X > x0) = 1 for any x0 higher

than the highest possible value X can accept, and 0 ≤ P(X > x0) ≤ 1 for any x0 in

between. The PDF, p(x0), is actually not a probability, but rather a density function. It

can obtain values higher than 1. It can be thought of as the density of the probability

of obtaining a value in a small range, i.e., the probability of obtaining a value between

x0 and x0 +�x is approximately p(x0)�x . The PDF must be non-negative, and obey

the normalization condition: ∫ Xmax

Xmin

p(X )dX = 1 . (A.5)

The PDF and CDF are related through the connection

P(X > x0) =
∫ x0

Xmin

p(X )dX . (A.6)
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If one wishes to use a different random variable, Y , related to X by a one-to-one

continuous correspondence, Y (X ), the PDFs are related by

|p(Y )dY | = |p(X )dX | , (A.7)

leading to

p(Y ) = p(X )

∣∣∣∣dX

dY

∣∣∣∣ . (A.8)

If the function is not one-to-one, then the contributions from all the preimages of Y

should be summed.

The expectation and other moments of continuous distributions are defined simi-

larly to discrete distributions according to

〈X〉 =
∫

X p(X )dX , (A.9)

and, for every n,

〈
Xn

〉 = ∫
Xn p(X )dX . (A.10)

A.3 Conditional probabilities and Bayes’ rule

If two (or more) events can occur randomly, one can define the conditional probability

for event A given B,

P(A|B) = P(A, B)

P(B)
, (A.11)

where P(A, B) is the probability of both A and B to occur together. The conditional

probability is the probability of B to occur if it is known that A occurred.

From Eq. (A.11), it follows that P(A, B) = P(B)P(A|B), but also P(A, B) =
P(A)P(B|A). From this, Bayes’ rule follows

P(A|B) = P(B|A)P(A)

P(B)
, (A.12)

which allows us to swap the dependent and independent events, and is the basis for

statistical inference.
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A.4 Branching processes

Branching processes are processes where in each discrete generation every individ-

ual of the previous generation may give birth to a random number of individuals,

independent of its siblings. The number of offspring of each individual, k, is dis-

tributed according to a distribution P(k). The average number of offspring is 〈k〉,
defined by 〈k〉 ≡∑

k P(k). The average number of offspring after l generations

is 〈k〉l , which is easily seen to decay exponentially if 〈k〉 < 1, and increase expo-

nentially if 〈k〉 > 1. If P(0) �= 0, then the process has a finite probability of dying

out after a finite number of generations. If 〈k〉 ≤ 1, the process will die out with

probability 1 after a finite number of steps. If 〈k〉 > 1, there is some probability

p > 0 that the process will continue infinitely. A very efficient method for describ-

ing branching processes is the generating function method, described in the next

section.

In some cases, more than one type of individual can exist in each generation. These

cases are usually described by the more general framework of Markov processes

(for continuous time), or Markov chains (for discrete time). If a finite number

of individual types exists, the number of individuals can be described by a vector
�Nl ,

�Nl =

⎛
⎜⎜⎜⎜⎝

n1

n2

n3

...

⎞
⎟⎟⎟⎟⎠ . (A.13)

The process can then be described by a transition matrix. If the probability of an

individual of type a giving birth to k individuals of type b is Pab(k), then the transition

matrix will be:

T =

⎛
⎜⎜⎝
∑

k Paa(k)
∑

k Pba(k)∑
k Pab(k)

∑
k Pbb(k)

. . .

⎞
⎟⎟⎠ . (A.14)

The survival probability is then determined by the largest eigenvalue of the matrix:

λmax ≡ max
�v

T�v
||�v|| . (A.15)

If λmax ≤ 1, the process will die out with probability 1, otherwise it has a finite

survival probability.



211 Probability theoretical methods

A.5 Generating functions

The generating functions method (also known as the z-transform) can be used to solve

exactly or approximately many problems in combinatorics and probability theory (for

a comprehensive review, see [Wil94]). The main idea is, when given a sequence of

values, {ai }, which we wish to calculate, we define a power series:

A(x) =
∑

i

ai x
i . (A.16)

At the moment, this power series is considered only as a formal one, without any

consideration of convergence or any other analytic property.

A.5.1 Abelian and Tauberian theorems

One of the advantages of the generating function formalism is the possibility of

obtaining asymptotic expansion of a formula in cases where an exact solution is

impossible or unnecessary. To obtain this information, one should treat the power

series as the expansion of a complex function. In this case, the Abelian and Tauberian

theorems allow one to deduce the asymptotic behavior of the power series coefficients

from the function’s behavior near the critical point and vice versa. (For more detailed

information see [Wei94, Wil94].)

The Abelian theorem asserts that if two power series have the same asymptotic

behavior of the coefficients, then they will converge similarly at the critical point. For

example, if the coefficients of the power series behave as an ∼ n−γ (a common case

in this book), with 0 < γ < 1, then, regardless of the exact form of the coefficients,

the series will diverge similarly. The behavior can be predicted by turning the sum:

G(z) =
∞∑

n=0

anzn , (A.17)

into an integral, near the critical point, zc = 1. Taking z = 1− ε ≈ e−ε , the integral

can evaluated as

G(1− ε) ≈
∫ ∞

0
n−γ e−εndn ∼ εγ−1

∫ ∞

0
x−γ e−x dx = εγ−1�(1− γ ) , (A.18)

with higher order corrections. If γ > 1, the series converges for z = 1. However,

repeated integration can be applied until the coefficients are in the range 0 < γ < 1,

and analytic terms will precede the term εγ−1.

The Tauberian theorem allows the deduction in the opposite direction. If the behav-

ior near the critical point is known, and some conditions are fulfilled (in particular,
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it should be known that the coefficients are monotonic, at least asymptotically), then

it is possible to deduce the asymptotic behavior of the power series coefficients. The

asymptotic expansion can be written as:

an ∼ ce−knn−γ , (A.19)

where k is determined by the radius of convergence of the function, R, according to

the rule k = ln R, and γ is determined by a process similar to Eq. (A.18).

Exercises

A.1 Find the expectation and variance of the Poisson and binomial distribu-

tions.

A.2 Find the z-transform of the Poisson and binomial distributions.

A.3 For what value does the Poisson distribution give a maximum?

A.4 If x is distributed uniformly between 1 and 2, what is the probability

density of

(a) x2,

(b) ln x ,

(c) ex ?



B Appendix B Asymptotics and orders
of magnitude

Throughout the book we use the order of magnitude expression both in the discussion

of algorithm complexity and in the discussion of the asymptotic behavior of expres-

sions. Several symbols are used for order of magnitude notation. The most common

one is known as Big-O, and the use of this expression is sometimes referred to as

Big-O notation.

The most commonly used symbol is O(N ), when an expression is said to behave

as O(N ). This indicates that the expression grows asymptotically linearly with N .

Formally, this actually indicates that the expression grows at most linearly with N .

Saying that f (N ) = O(g(N )), for some functions f and g formally means that

lim
N→∞

f (N )

g(N )
<∞ . (B.1)

Similarly, f (N ) = o(g(N )) indicates that asymptotically f (N ) becomes infinitely

smaller than g(N ) in the limit of large N values, i.e.,

lim
N→∞

f (N )

g(N )
= 0 . (B.2)

These symbols may also be used in other contexts, such as the limiting behavior of a

function of x when x → 0 and not x →∞, or at any other limit.

Less commonly used symbols are �, which is the converse of O. That is f (N ) =
�(g(N )) if g(N ) = O( f (N )), meaning that f grows at least as fast as g. Similarly, ω

serves as the converse of o. Finally, � indicates that two functions behave similarly

asymptotically, up to a constant factor, i.e., f (N ) = �(g(N )) if

|C ′g(N )| < | f (N )| < |Cg(N )| , (B.3)

for some positive C, C ′ > 0 and N →∞.

More information about Big-O notation in the context of computational complexity

can be found, for example, in [CLR90].

Exercises

B.1 (a) Is N = O(N 2)?

(b) Is N 2 = O(N )?
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(c) Is N = O(N )?

(d) Is N = o(N )?

B.2 Order the following functions by order of magnitude at N →∞: ln N ,

N , N 2, N !, eN , N e, ln N ln N , 8N + 2
√

N .



C Appendix C Algorithms for network simulation
and investigation

In this appendix we present efficient methods for simulating the networks discussed

in the book and some efficient algorithms for analyzing their structure.

C.1 Simulation of generalized random graphs

To simulate general networks we have used the following algorithm.

(i) For each node choose a degree from the required distribution.

(ii) Create a list where each node is repeated as many times as the chosen degree.

(iii) Randomly choose pairs from the list and connect the chosen nodes (by storing

for each node a list of neighbors, and adding each of the selected nodes node to

the list of neighbors of the other node). Remove the chosen pair from the list (by

replacing them with the last two entries in the list).

Double- and self-edges are ignored and if the number of entries in the list is odd

(overall odd number of connections) one entry can also be discarded. This has a minor

influence on the degree distribution if the network is large. Another possibility is to

discard cases in which the sum of degrees is odd, and to rechoose the matching in case

of a self loop or double-edge. Justification for the use of this algorithm for simulation

and analysis as an algorithm generating the probability space of generalized random

graphs can be found in [Bol80].

C.1.1 Generating scale-free networks

To generate degrees from a scale-free distribution we generate a random number, u,

between 0 and 1 from a uniform distribution, and then generate a new number k using

the formula:

k = m

u1/(γ−1)
. (C.1)
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This generates a random real number greater than m, with a distribution of P(k) ∝
k−γ . To prevent the appearance of overflows, u can be chosen such that it is large

enough to yield numbers smaller than N − 1 (since this is the maximum degree per

node). If an upper cutoff is required a new random number is drawn whenever k is

too large. After k is chosen, the closest integer is taken as the degree of the node. The

resulting degree distribution is thus

P(k ′) =
∫ k ′+1/2

k ′−1/2
ck−γ dk, (C.2)

where c is the normalization factor, except for the lower cutoff whose probability is

given by:

P(m) =
∫ m+1/2

m
ck−γ dk. (C.3)

This is in contrast to the probability chosen by [ACL00] and [CNSW00, NSW01],

where a discrete scale-free distribution is used. The main difference is in the fraction

of nodes of degree m (usually m = 1). Due to Eq. (C.3) the fraction of low-degree

nodes in our derivation is lower and therefore the networks generated this way are more

robust than those generated using the discrete distribution. However, the behavior of

both distributions in the tail is approximately the same, and therefore the qualitative

behavior of all phenomena influenced by the scale-free nature of the distribution

should be the same.

The complexity of the algorithm depends upon the number of links in the network

and therefore is of order O(N 〈k〉), which is fast enough to execute for large graphs.

The space needed is again of order O(N 〈k〉). These limits allow the creation of

networks of about 107 nodes.

C.1.2 Simulation of random breakdown

To simulate the process of random breakdown of a fraction p of the nodes, pN nodes

are chosen at random. These nodes are removed and all their connections are also

removed. The links are followed in order to remove all connections to the deleted

nodes from the other end of the link.

After the removal of the nodes, the size of the spanning cluster (if it exists) and the

finite clusters is measured. The measurement is performed using breadth first search

from each node which has not been marked as probed. This method uncovers the

graph cluster by cluster, and can also be used to find the distance (i.e., the shortest

route) between a node on the cluster and all the other nodes on that cluster.
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It should be noted that a very efficient, almost linear time algorithm for the inves-

tigation of the percolation threshold is presented in [NZ01]. This allows the study

of percolation with link by link or node by node removal, where each removed link

requires only O(1) operations (or sometimes slightly more).

C.1.3 Simulation of intentional attack

To simulate an intentional attack the same method as in random removal of nodes

is applied. The only difference is that the removed nodes are not selected randomly,

but are chosen as the highest degree nodes. Sorting the nodes would take O(N ln N )

operations, however, since no node has degree greater than N an array of lists of

nodes for each degree can be produced, and the nodes can be removed starting from

the highest degree downwards. This only requires O(N ) operations, and therefore the

entire execution of the program takes only O(N ). A somewhat different result would

be achieved if the list is updated every time a node is deleted, since this influences the

degree of the other nodes. However, simulations show that this change has a small

influence on the results, and the above analysis (in the previous section) is based on

the static picture. Therefore, this is the method used to obtain the results given here.

C.2 Generating random directed networks

To generate a random directed network, an algorithm very similar to the standard

algorithm for a generalized random network is used. For each node, the in- and

out-degrees ( j and k) are chosen from the distribution P( j, k) and then two lists

are created: one in which every node i is repeated ji times, and one in which it is

repeated ki times. Then, a random member of each list is chosen, and a directed link

is formed from the chosen member of the second list to the chosen member of the

first. The process ends when the lists are empty. The condition 〈 j〉 = 〈k〉 ensures that

the number of members of each list is approximately the same.

C.3 Networks with different properties: Metropolis
style algorithms

In many classes of network, no simple method for the creation of random network of

the class is known. In these cases a Monte Carlo method is usually invoked. These
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methods are based on selecting a random initial configuration, and then performing a

series of probabilistic moves such that the distribution of networks obtained converges

to the desired distribution. The method is based on the idea of a thermodynamic

ensemble of network configurations.

The desired network class is determined by an energy function, which is defined

on a network configuration. The function should be lower the more desirable its

properties. For example, if one wishes to create networks with high clustering, the

energy function may be the inverse of the clustering coefficient or the inverse of the

number of triangles. A temperature is also chosen, where eventually, the probability

of being at some configuration X approaches P(X ) = exp (−E(X )/T )/z, where

E(X ) is the energy of the configuration, T is the temperature and z is an appropriate

normalization factor. The temperature can be kept constant or can change during the

execution of the algorithm.

In these algorithms one starts with a randomly chosen network, and then performs

a (usually long) series of steps. In each such step the energy of the configuration

is calculated, and then a manipulation is performed. The manipulation should be

consistent with the requirements on the network class. For example, to move between

all networks with the same number of links one can use deletion of a random link

and the addition of another as a step. To conserve the degree sequence, one can

choose two random links and switch between their destinations (i.e., remove the

links (a, b) and (c, d) and add (a, d) and (c, b) instead). After the step is made, the

energy function of the new configuration is calculated. Then the decision whether

to stick with the new configuration or to return to the previous configuration is

made with probability depending on the energy function. For good performance of

the algorithm the energy function should be calculable locally. That is, the change in

energy between configurations should depend only on the changed links, and possibly

some near neighbors, so calculating the new energy should not require recalculating

the energy for the entire network.

In order to work properly, the probabilities of switching between configurations,

P(X → Y ), should satisfy the detailed balance condition

P(X )P(X → Y ) = P(Y )P(Y → X ) . (C.4)

Usually, for fast execution, one chooses P(X → Y ) = 1 if E(X ) > E(Y ) and oth-

erwise P(X → Y ) = e(E(Y )−E(X ))/T . This condition still does not guarantee the con-

vergence to the desired distribution. This also depends on the moves used. A path

between any two configurations consisting only of the used manipulations should

exist, and should preferably be short for fast convergence. Also, the same number of

manipulations should be available from any configuration.

The Metropolis algorithm may take very long to converge. It may fall into a

local minimum of the energy landscape and take an unreasonably long time to leave

it. In order to increase the convergence probability it is sometimes attempted to
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start with a high temperature, making all moves probable and covering the entire

configuration space, and gradually decrease the temperature in order to approach

the largest minimum. This method is used commonly in searching algorithms in

complicated optimization problems and in artificial intelligence, and is known as

“simulated annealing.” However, Metropolis type algorithms do not always converge

to the desired distribution in reasonable time.

C.4 Finding shortest and optimal paths

Finding the shortest path between two nodes in a network is one of the most common

algorithmic tasks, and many algorithms exist for this problem. For a survey of such

algorithms, as well as many other useful algorithms see, for example, [CLR90].

The simplest method of finding the shortest path in terms of the hop count (i.e.,

when all links have the same weight) is using breadth first search (BFS). Breadth first

search finds the shortest path between a single source node and every other node in

the network. Breadth first search is based on starting at a node, whose distance is set

to zero, and adding all its neighbors to a queue. The nodes in the queue are explored

on a first in first out order, where each node that is reached is marked as explored. For

each node explored, i , all of i’s unexplored neighbors that are not yet in the queue

are added to the queue, and their distance is set as di + 1 where di is the distance of

node i from the initial node.

A more advanced algorithm, capable of handling weighted networks, is the Dijkstra

algorithm. This algorithm works by dividing the nodes in the network into three

different groups, say the white, gray and black groups. In the beginning all nodes are

colored white, except for the origin, i , which is colored black and assigned a distance

of zero. Then all of the origin’s neighbors are colored gray and each of them, j , is

assigned a distance of di j = wi j , where wi j is the weight of the link between i and

j . Then, and at every next stage, the lowest distance gray node, j , is colored black

and each of its neighbors, l, is colored gray and assigned a distance dil = di j + w jl .

If node l was already colored gray, because it was reached before from another node,

it is assigned the minimum of its current dil and di j + w jl . The algorithm ends when

all nodes are colored black. This algorithm guarantees that no node is colored black

until no possible shorter path exists for this node.

If the shortest paths between all pairs of nodes, rather than from one source to

all nodes, is desired, the Floyd–Warshall algorithm can be used, and gives better

performance than the application of Dijkstra’s algorithm from all possible sources.

The optimal paths can be found in the same manner as the shortest path is found.

If strong disorder is desired, the weights can be chosen from a very wide distribution

(which may lead to numerical problems), or otherwise, an algorithm such as Dijkstra’s
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can be used with a lexicographically ordered vector of weights serving as the distance

function, and the lexicographic ordering serving as a distance comparison method

instead of regular scalar comparison.

Another alternative in the case of strong disorder is to use the bombarding algo-

rithm, where the links are removed in decreasing weight order, but a link is not

removed if it disconnects a component in the network into two components. Simi-

larly, one can start from a network with no links and add links in increasing weight

order, but skipping links that create loops. In both cases the network of shortest paths

is eventually a tree, which is also the minimum spanning tree of the original network.

C.5 The minimum spanning tree

A spanning tree is a subset of the links in the network which is a tree (graph with

no loops) that spans all the nodes in the network. The minimum spanning tree is the

spanning tree that has the minimal total weight among all spanning trees.

Several algorithms exist for finding the minimum spanning tree. The most well

known are the Prim algorithm and the Kruskal algorithm (see, for example, [CLR90]).

In the Prim algorithm one starts with a single node (the root) and adds to it the min-

imum weight link of this node and the node to which it leads. The two nodes are

now the tree, and the algorithm continues by adding to the tree, at each step, the

smallest weight link adjacent to it that does not form a loop. The process contin-

ues until all nodes are connected. (This is achieved after N − 1 links have been

added.) Notice that this process is similar to the bombarding algorithm presented in

Section C.4.

In the Kruskal algorithm one starts with the network being a collection of trees

(a forest), where each node is a single tree with no links. At every step the link of

minimal weight among all links connecting two distinct trees is added. The algorithm

ends when only one tree remains.

C.6 Finding communities in networks

An active field in complex network research is the study of methods for finding

communities in networks. Given a network, the goal is to divide the nodes of the

network into different communities. Each community consists of nodes that have

some common function of a strong relation between them. When no knowledge of

the properties of the nodes is given, except for the network structure, it is desirable

to deduce something about the different communities using just information on the

network topology. The aim of community detection algorithms is to divide the nodes
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of the network such that nodes inside each community are strongly connected, while

the connections between different communities are weak. These algorithms are based

on dividing the network into different groups of nodes, where the number (or total

weight) of links inside a group is relatively large, while the connections between

different groups are relatively sparse.

One algorithm for finding communities in networks is superparamagnetic cluster-

ing [BWD96]. In this method each node, i , is augmented with a Potts spin, si , which

is a spin which takes one of the q states 1, 2, . . . , q. The energy of the system is

E = −Ji j
∑

i, j δsi ,s j . The δsi ,s j is the Kronecker delta, giving 1 if si = s j and 0 other-

wise, and Ji j is a coupling constant, representing the strength of interaction between

nodes i and j . This can equal 1 if there is a link between i and j and 0 otherwise, or

it can equal the weight of the link between i and j .

In the execution of the algorithm, the system starts at temperature 0 with all spins

having the same value. Then, the temperature is gradually raised. At each temperature,

a series of Monte Carlo steps is executed (see Section C.3). When the temperature is

raised, clusters start forming where the nodes in each cluster have the same spin value,

but different clusters have different spins. Raising the temperature higher results in

the breaking of clusters into smaller clusters until, eventually, the whole network

breaks into single node clusters. This algorithm defines a tree of clusters, where, at

the root the whole network is a single cluster, and at each level each node belongs

to some unique cluster. The lower the level in the tree, the more fine grained is the

division into communities.

The main idea of this algorithm is that communities are strongly connected inter-

nally, while being relatively sparsely connected to other communities. Therefore,

the interactions inside communities are strong, and spins inside communities tend

to align in the same direction, whereas between communities interactions are weak.

Thus, when raising the temperature, correlations between communities break before

correlations inside communities.

Another approach, presented in [GN02], is based on consecutively removing links

of high betweenness (see Section 3.3). Since links between different communities

are sparse, all communication between communities is conducted through a small

number of links, and therefore each of these links is expected to have high betweenness

centrality. Inside communities, links are dense, and many paths exist between most

nose pairs in a community and therefore these links have low betweenness and will

be removed only at late stages. This algorithm also leads to a tree of clusters, similar

to the superparamagnetic algorithm.

Another class of algorithms is based on eigenvectors of the Laplacian matrix

[New06] (see Chapter 17).



References

[AB02] R. Albert and A.-L. Barabási, Statistical mechanics of complex networks, Reviews of
Modern Physics 74 (2002), 47.

[ABR06] L. Addario-Berry, N. Broutin, and B. Reed, The diameter of the minimum spanning
tree of a complete graph, Proceedings of the Fourth Colloquium on Mathematics and
Computer Science, DMTCS, Nancy, France, 2006, pp. 237–248.

[ACL00] W. Aiello, F. Chung, and L. Lu, A random graph model for massive
graphs, Proceedings of the 32nd ACM Symposium on Theory of Computing, 2000,
pp. 171–180. New York: ACM.

[ACL01] W. Aiello, F. R. K. Chung, and L. Lu, Random evolution in massive graphs, IEEE
Symposium on Foundations of Computer Science, 2001, pp. 510–519. New York: IEEE.

[AJB99] R. Albert, H. Jeong, and A.-L. Barabási, Diameter of the World Wide Web, Nature
401 (1999), 130.

[AJB00] R. Albert, H. Jeong, and A.-L. Barabási, Error and attack tolerance of complex
networks, Nature 406 (2000), 378–382.

[AJB01] R. Albert, H. Jeong, and A.-L. Barabási, correction: error and attack tolerance of
complex networks, Nature 409 (2001), 542.

[ALPH01] L. A. Adamic, R. M. Lukose, A. R. Puniyani, and B. A. Huberman, Search in
power law networks, Physical Review E 64 (2001), 046135.

[AM92] R. M. Anderson and R. M. May, Infectious Diseases in Humans: Dynamics and
Control, 1992. Oxford: Oxford University Press.

[Apo67] T. M. Apostol, Calculus, volume 1: One-Variable Calculus with an Introduction to
Linear Algebra, second edition, 1967. Wiley.

[ARFBTS04] Y. Artzy-Randrup, S. J. Fleishman, N. Ben-Tal, and L. Stone, Comment on
“Network motifs: simple building blocks of complex networks” and “Superfamilies of
evolved and designed networks,” Science 305 (2004), 1107.

[AS00] N. Alon and J. H. Spencer, The Probabilistic Method, Wiley-Interscience Series in
Discrete Mathematics and Optimization, 2000. New York: Wiley-Interscience.

[ASBS00] L. A. N. Amaral, A. Scala, M. Barthelemy, and H. E. Stanley, Classes of small-
world networks, Proceedings of the National Academy of Sciences of the USA 97 (2000),
11149–11152.

[BA99] A.-L. Barabási and R. Albert, Emergence of scaling in random networks, Science 286
(1999), 509–512.

[BAJ00] A.-L. Barabási, R. Albert, and H. Jeong, Scale-free characteristics of random net-
works: the topology of the World Wide Web, Physica A 281 (2000), 69–77.

[Bar03] A.-L. Barabási, Linked: How Everything is Connected to Everything Else and What
it Means for Business, Science, and Everyday Life, 2003. New York: Plume.



223 References
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[BK09] M. Boguñá and D. Krioukov, Navigating ultrasmall worlds in ultrashort time, Physical

Review Letters 102 (2009), 058701.
[BKM+00] A. Broder, R. Kumar, F. Maghoul, P. Raghavan, S. Rajagopalan, R. Stata,

A. Tomkins, and J. Wiener, Graph structure in the web, Computer Networks 33 (2000),
309.

[BLM+06] S. Boccaletti, V. Latora, Y. Moreno, M. Chavez, and D.-U. Hwang, Complex
networks: structure and dynamics, Physics Reports 424 (2006), 175–308.

[BLW94] J. B. Bassingthwaighte, L. S. Liebovitch, and B. J. West, Fractal Physiology, 1994.
New York: Oxford University. Press.

[BMS04] P. S. Bearman, J. Moody, and K. Stovel, Chains of affection: the structure of ado-
lescent romantic and sexual networks, American Journal of Sociology 110 (2004), 44–91.

[BNKM01] E. Ben-Naim, P. L. Krapivsky, and S. N. Majumdar, Extremal properties of random
trees, Physical Review E 64 (2001), 035101(R).

[BO04] A.-L. Barabási and Z. N. Oltvai, Network biology: understanding the cell’s functional
organization, Nature Reviews in Genetics 5 (2004), 101–113.

[Boc08] S. Boccaletti, The Synchronized Dynamics of Complex Systems, Monograph Series
on Nonlinear Science and Complexity, volume 6, 2008. Amsterdam: Elsevier.



224 References

[Bol80] B. Bollobás, A probabilistic proof of an asymptotic formula for the number of labelled
regular graphs, European Journal of Combinatorics 1 (1980), 311–316.

[Bol85] B. Bollobás, Random Graphs, 1985. London: Academic Press.
[BP94] A. Berman and R. J. Plemmons, Nonnegative Matrices in the Mathematical Sciences,

1994. Philadelphia, PA; SIAM.
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Intelligencer 21 (1999), 51–63.

[DD01] R. Dobrin and P. M. Duxbury, Minimum spanning trees on random networks, Physical
Review Letters 86 (2001), 5076–5079.



226 References

[DG08] S. N. Dorogovtsev and A. V. Goltsev, Critical phenomena in complex networks,
Reviews of Modern Physics 80 (2008), 1275–1335.

[DGM02a] S. N. Dorogovtsev, A. V. Goltsev, and J. F. Mendes, Pseudofractal scale-free web,
Physical Review E 65 (2002), 066122.

[DGM02b] S. N. Dorogovtsev, A. V. Goltsev, and J. F. F. Mendes, Ising model on networks
with an arbitrary distribution of connections, Physical Review E 66 (2002), 016104.

[DGM06] S. N. Dorogovtsev, A. V. Goltsev, and J. F. F. Mendes, k-Core organization of
complex networks, Physical Review Letters 96 (2006), 040601.

[DM01a] S. N. Dorogovtsev and J. F. F. Mendes, Comment on “breakdown of the Internet
under intentional attack,” Physical Review Letters 87 (2001), 219801.

[DM01b] S. N. Dorogovtsev and J. F. F. Mendes, Language as an evolving word web, Pro-
ceedings of the Royal Society of London, Series B 268 (2001), 2603.

[DM02] S. N. Dorogovtsev and J. F. F. Mendes, Evolution of networks, Advances in Physics
51 (2002), 1079.

[DM03] S. N. Dorogovtsev and J. F. F. Mendes, Evolution of Networks: From Biological Nets
to the Internet and WWW, 2003. Oxford: Oxford University Press.

[DMO06] S. N. Dorogovtsev, J. F. F. Mendes, and J. G. Oliveira, Degree-dependent intervertex
separation in complex networks, Physical Review E 73 (2006), 056122.

[DMS00] S. N. Dorogovtsev, J. F. F. Mendes, and A. N. Samukhin, Growing network with
heritable connectivity of nodes, ArXiv Condensed Matter e-prints (2000).

[DMS01a] S. N. Dorogovtsev, J. F. F. Mendes, and A. N. Samukhin, Anomalous percolating
properties of growing networks, Physical Review E 64 (2001), 066110.

[DMS01b] S. N. Dorogovtsev, J. F. F. Mendes, and A. N. Samukhin, Giant strongly connected
component of directed networks, Physical Review E 64 (2001), 025101(R).

[DMS01c] S. N. Dorogovtsev, J. F. F. Mendes, and A. N. Samukhin, Size-dependent degree
distribution of a scale-free growing network, Physical Review E 63 (2001), 062101.

[DMS03] S. N. Dorogovtsev, J. F. F. Mendes, and A. N. Samukhin, Metric structure of random
networks, Nuclear Physics B 653 (2003), 307.

[Doy02] J. P. Doye, Network topology of a potential energy landscape: a static scale-free
network, Physical Review Letters 88 (2002), 238701.

[dSP65] D. J. de Solla Price, Networks of scientific papers, Science 149 (1965), 510–515.
[DYB03] G. F. Davis, M. Yoo, and W. E. Baker, The small world of the American corporate

elite, 1982–2001, Strategic Organization 1 (2003), 301–326.
[ECC+05] V. M. Eguiluz, D. R. Chialvo, G. A. Cecchi, M. Baliki, and A. V. Apkarian, Scale-

free brain functional networks, Physical Review Letters 94 (2005), 018102.
[EL03] E. Eisenberg and E. Y. Levanon, Preferential attachment in the protein network evo-

lution, Physical Review Letters 91 (2003), 138701.
[EMB02] H. Ebel, L.-I. Mielsch, and S. Bornholdt, Scale-free topology of e-mail networks,

Physical Review E 66 (2002), 035103(R).
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[FDBV01] I. J. Farkas, I. Derényi, A.-L. Barabási, and T. Vicsek, Spectra of “real-world”
graphs: beyond the semicircle law, Physical Review E 64 (2001), 026704.

[Fed88] J. Feder, Fractals, 1988. New York: Plenum Press.
[Fei97] U. Feige, Collecting coupons on trees, and the cover time of random walks, Compu-

tational Complexity 6 (1997), 341–356.
[Fel68] W. Feller, An Introduction to Probability Theory and its Applications, volume 1, 1968.

New York: Wiley.
[Fel81] S. L. Feld, The focused organization of social ties, American Journal of Sociology 86

(1981), 1015.
[FFF99] M. Faloutsos, P. Faloutsos, and C. Faloutsos, On power-law relationships of the

Internet topology, Computer Communication Review 29 (1999), 251.
[FHL01] P. Frojdh, M. Howard, and K. B. Lauritsen, Directed percolation and other systems

with absorbing states: Impact of boundaries, International Journal of Modern Physics B 15
(2001), 1761.

[FiCJS01] R. Ferrer i Cancho, C. Janssen, and R. V. Solé, Topology of technology graphs:
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chemical potential, 60

clique, 194
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component, 109
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distance distribution, 24
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fitness, 59
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graph theory, 4
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random, 161
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layer, 72

LCD, 57
linearized chord diagram, 57

Markov
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Metropolis algorithm, 217
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Monte Carlo, 217
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computer, 16
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social, 19
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scale-free networks, 10
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second-order phase transition, 108
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simulation, 215, 216

small world, 32
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spectrum, 181
standard deviation, 208
static model, 31

statistical mechanics, 173
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temperature, 59

thermodynamic model, 173
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